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End User License Agreement

INTEGRITY SOFTWARE LICENSE AGREEMENT FOR SOFTRACK

SOFTWARE

THIS SOFTWARE IS LICENSED, NOT SOLD, AND AVAILABLE FOR USE ONLY
UNDER THE TERMS OF THIS LICENSE AGREEMENT. PLEASE READ THIS
LEGAL AGREEMENT CAREFULLY. INTEGRITY SOFTWARE WILL ONLY
LICENSE THE SOFTWARE PROVIDED WITH THIS AGREEMENT TO YOU IF
YOU FIRST ACCEPT THE TERMS OF THIS AGREEMENT. REGARDLESS OF
HOW YOU ACQUIRE THE SOFTWARE, USE OF THE SOFTWARE
CONSTITUTES YOUR ACCEPTANCE OF THESE TERMS.

Integrity Software, Inc. (“Integrity”) grants you a nonexclusive, nontransferable
license under the terms stated below to the Software in the country in which you
acquire it.

1

License Grant. This license agreement is your proof of license to use the Software
and must be retained by you. Integrity Software, Inc. (“Integrity”) grants to you
(either as an individual or entity) a personal, non-transferable, and non-exclusive
object code only license to use the copy of the object code version of the Integrity
software accompanying this license (the “Software”) by

(i) installing the Software on one server, (ii) running the install program to create the
number of remote user copies and associated user IDs for which you have a paid-up
license, (ii1) loading such remote user copies and user IDs on remote personal
computers, and (iv) making backup or archival copies. You agree you will not copy
the Software except as permitted under the terms of this license. You agree that you
will not copy the written materials accompanying the Software. This agreement is
effective for the duration of Integrity’s copyright in the Software unless earlier
terminated by Integrity for breach of this license by you. You may not rent or lease
the Software, but you may assign your rights under this agreement on a
permanent basis to another person or entity who agrees in writing prior to the
assignment to be bound by this agreement and to re-register the Software in their
name and provided that you transfer all copies of the Software and related
documentation to the other person or destroy any copies not transferred. Except
as set forth above, you may not assign your rights under this agreement.

Copyright. The Software is owned by Integrity and/or its suppliers and title
remains in Integrity and/or its suppliers. You agree that any copies of the
Software will contain the same proprietary notices which appear on and in the
Software.

Reverse Engineering. You agree that you will not attempt, and if you are a
corporation, you will use your best efforts to prevent your employees and
contractors from attempting, to reverse compile, modify, translate, or
disassemble the Software in whole or in part.

Limited Warranty. Integrity warrants that for a period of ninety (90) days from the
date of purchase, the Software, when executing on compatible computers and
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operating systems designated by Integrity, will perform substantially in accordance
with the accompanying documentation (“Limited Warranty”). INTEGRITY AND
ITS SUPPLIERS DO NOT WARRANT THAT THE SOFTWARE OR
DOCUMENTATION WILL SATISFY YOUR REQUIREMENTS, THAT THE
SOFTWARE AND DOCUMENTATION ARE WITHOUT DEFECT OR ERROR
OR THAT THE OPERATION OF THE SOFTWARE WILL BE
UNINTERRUPTED. BECAUSE IT IS IMPOSSIBLE FOR INTEGRITY TO
KNOW THE PURPOSES FOR WHICH YOU ACQUIRED THIS SOFTWARE OR
THE USES TO WHICH YOU WILL PUT THIS SOFTWARE, YOU ASSUME
FULL RESPONSIBILITY FOR THE SELECTION OF THE SOFTWARE, AND
FOR ITS INSTALLATION AND USE AND THE RESULTS OF THAT USE.

Disclaimer of Warranties. EXCEPT FOR THE LIMITED WARRANTY
DESCRIBED IN PARAGRAPH 4 (“Limited Warranty”), INTEGRITY MAKES
NO OTHER EXPRESS OR IMPLIED WARRANTIES TO THE EXTENT
PERMITTED BY LAW AND SPECIFICALLY DISCLAIMS THE WARRANTIES
OF NON-INFRINGEMENT OF THIRD PARTY RIGHTS, MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. IF SUCH DISCLAIMER IS
NOT PERMITTED BY LAW, THE DURATION OF ANY SUCH IMPLIED
WARRANTIES IS LIMITED TO NINETY (90) DAYS FROM THE DATE OF
DELIVERY. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION
OF IMPLIED WARRANTIES OR LIMITATIONS ON HOW LONG AN
IMPLIED WARRANTY MAY LAST, OR THE EXCLUSION OR
LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO
SUCH LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU. THIS
WARRANTY GIVES YOU SPECIFIC LEGAL RIGHTS AND YOU MAY
ALSO HAVE OTHER RIGHTS WHICH VARY FROM JURISDICTION TO
JURISDICTION.

Customer Remedies. Integrity’s entire liability and your sole and exclusive
remedy for a breach of the Limited Warranty for the Software shall be, at
Integrity’s sole discretion, for Integrity to (a) correct the error, (b) help you work
around or avoid the error or (c¢) authorize a refund.

Severability. In the event of invalidity of any provision of this agreement, the
parties agree that such invalidity shall not affect the validity of the remaining
portions of this agreement.

No Liability for Consequential Damages. IN NO EVENT SHALL
INTEGRITY BE LIABLE TO YOU FOR ANY CONSEQUENTIAL,
SPECIAL, INCIDENTAL OR INDIRECT DAMAGES OF ANY KIND
ARISING OUT OF THE USE OF THE INTEGRITY SOFTWARE,
INCLUDING LOST PROFITS, LOSSES ASSOCIATED WITH BUSINESS
INTERRUPTION, LOSS OF USE OF THE SOFTWARE, LOSS OF DATA OR
COSTS OF RE-CREATING LOST DATA, EVEN IF INTEGRITY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Limitation on Liability. IN NO EVENT WILL INTEGRITY’S LIABILITY FOR

ANY CLAIM, WHETHER IN CONTRACT, TORT OR ANY OTHER THEORY

OF LIABILITY, EXCEED THE LICENSE FEE PAID BY YOU. THIS

LIMITATION IS CUMULATIVE, WITH ALL PAYMENTS TO YOU FOR

CLAIMS OR DAMAGES BEING AGGREGATED TO DETERMINE
v
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SATISFACTION OF THE LIMIT. INTEGRITY’S PRICING REFLECTS
THE ALLOCATION OF RISK AND LIMITATIONS ON LIABILITY
CONTAINED IN THIS AGREEMENT.

10 Export. You agree that you will not export or re-export the Software without
the appropriate United States or foreign government licenses.

11 Governing Law. The Software is protected by United States copyright laws and
international treaty provisions. This agreement will be governed by the laws of
the United States and the State of Texas as they are applied to agreements
between Texas residents entered into and to be performed entirely within Texas.
The United Nations Convention on Contracts for the International Sale of Goods
is specifically disclaimed.

12 Tax Liability. You are responsible for paying any sales or use tax imposed at
any time whatsoever on this transaction.

13 Entire Agreement. This is the entire agreement between you and Integrity which
supersedes any prior agreement, whether written or oral, relating to the subject
matter of this agreement and may be amended only by a writing signed by both
parties. No vendor, reseller or other person is authorized to modify this agreement or
to make any warranty, representation or promise that is different than, or in addition
to, the warranties provided in this license agreement.

U.S. GOVERNMENT RESTRICTED RIGHTS

If this product is acquired under the terms of a: DoD contract: Use, duplication or
disclosure by the Government is subject to restrictions as set forth in subparagraph
(c)(1)(i) of 252.227-7013 and restrictions set forth in the accompanying end user
agreement. Civilian agency contract: Use, reproduction or disclosure is subject to
52.227-19 and restrictions set forth in the accompanying end user agreement.
Unpublished: rights reserved under the copyright laws of the United States.

Integrity Software, Inc., P.O. Box 163902, Austin, Texas 78716-3902.

Should you have any questions concerning this agreement, or if you would like to

contact Integrity for any reason, please write: Integrity Software, Inc., P.O. Box
163902, Austin, Texas 78716-3902.
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Chapter 1 Welcome to SofTrack

Welcome to the most advanced enterprise software audit and reporting platform for
Windows networks. With SofTrack Managed Assets you can audit and manage software
usage on all your Windows desktops, thin clients (including Citrix desktops).

SofTrack employs two main components, the SofTrack Server Agent (SSA) and the
SofTrack Workstation Software License and Assets Managed (STSLAM) Agent.
Together, these agents give you a variety of insights of user behavior and software usage
throughout your environment.

SofTrack Managed Assets Overview

SofTrack’s Managed Assets (SMA) functionality provides an automated method to
automatically record and report all application usage including connecting usage to
Applications installed as well as Logon/Logoff activity and workstation hardware and
software inventory. Additionally, SMA provides the ability to centrally store records for
hardware and software.

Features include:
o Detection of Application Active vs Idle time
Detection of Autodesk Named-User and Network License activity
Monitoring of User TCP/IP upload/download activity
Utilization Intelligence Summary including Suites activity
Reporting of workstation lock/screen saver activity
Tracking of every application a user engages
Inventory of installed Applications
Tagging of Applications by Software Category (customer definable)
Inventory of workstation hardware
Recording of Logon, Logoff, Lock and Unlock Activity by User
Storing of all data in Microsoft’s SQL Server®
Categorization of data via separate SQL Databases by business unit or, for
Managed Service Providers (MSP), by customer
Ability to import existing SofTrack inventory and usage data into SQL
Export Reports to Sortable HTML and CSV
Workstation Agent provides full data gathering without network connectivity
Records storage and ability to set Email Reminders for applications and devices
(Contract Management)
Customizable Dashboards charting activity and inventory data
Scheduled Emails of customizable Dashboards, providing timely charts when
needed

O O O OO OO OO0 0 Oo

O O O O

O O
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SofTrack’s Managed Assets provides assistance in assessing workstation inventory and
software installations plus usage.

Solutions include:

O O O O

O O O O ©)

o O

Always up-to-date workstation inventory

Where is a specific application installed

Which application vendors are found across all workstations

Normalized application vendor details (Manufacturer, Application, Version,
Release, Edition)

Software Category tagging, define your own custom categories and easily assign
to applications (self-determined Normalization of any application)

Workstation asset details (Make, Model, Bios, Serial Number, MAC address,
NICs installed, Recent user)

Application installation details, date and method of installation, per workstation
Usage summary per application, number times opened, active time, idle and and
total time

Concurrent usage including timezone adjustment

User Day reporting of each application started and length of usage per user per
day per hour

Maximum usage based on concurrent usage

Idle usage versus active usage

Identify how often Applications are used including recent user per workstation
Reveal where Microsoft® installation keys are used, finding all workstations
using same including Windows O/S and Office applications

Discover unused installed applications per workstation

Reporting User logon, logoff, lock and unlock activity

Separately store data per business unit, or for MSP’s, per customer; storage unit
is entitled “entity” and when required, reports can be produced spanning multiple
entities

Directly import existing SofTrack usage data for inclusion in all reporting
Centralized Records storage for all applications and devices

SofTrack’s Managed Assets operates independently of SofTrack’s other abilities such as
license control, software metering and file activity auditing. SofTrack’s other abilities rely
on the LWA (Local Workstation Agent) and Managed Assets relies on a separate agent,

the STSLAM (SofTrack Software License and Asset Management) agent. These agents
have been designed to independently operate and can be installed on the same workstation.

The STSLAM agent is licensed per workstation and per Windows® terminal server
session. Its licensing is also independent of SofTrack’s LWA (and Quick Inventory)
licensing. However, there is one exception, if your SofTrack installation includes LWA
and/or Quick Inventory licensing, Smart Inventory (via LWA) and Quick Inventory
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records can be directly imported to SofTrack’s Managed Assets SQL database for
inclusion in the reporting provided by Managed Assets. No separate Managed Assets
license is required for importing of existing SofTrack records created by the LWA and
Quick Inventory into SQL for reporting.

The STSLAM agent functions at each user workstation/terminal server in the background
and passively records inventory and application usage including tracking of application
idle versus active time. This agent stores recorded activity in encrypted journal files that
are transmitted via Named Pipes or via TCP/IP to the SofTrack Server Agent (SSA) using
a customer-defined TCP/IP Port whenever the agent is able to connect. If the agent is
unable to connect via Named Pipes, then TCP/IP will be attempted (requires DNS to
resolve the server name provided to is [Pv4 address). If unable to connect, the
workstation’s activity journal files will continue to be created and these files can be
manually transferred at any time, for instance, via email to the SofTrack Administrator,
and copied to the SSA’s log file path for processing by the SSA into SQL.

Once STSLAM activity data is recorded to SQL it becomes immediately available for reporting.

System Requirements — Platforms Supported

SofTrack Server Agent Requirements

* The SofTrack Server Agent (SSA) for Windows can be installed on networks using the
following server systems and will operate properly, regardless of the specific server’s
role. The SSA can be used on the following:

*  Clustered Windows Servers (any version 2008 and later)

*  Windows 2003 64bit

*  Windows 2008/2008R2 (32bit and 64bit)

*  Windows SBS (any version)

*  Windows 2012/2012R2

*  Windows 2016, 2019, 2022

*  Windows Workstation O/S including Win7, Win8, Winl0, Winll (only use
Workstation O/S when licensed for 10 or fewer workstations)

* Any virtualization on the above including Hyper-V and VMware

*  Microsoft’s SQL Server (free Express edition or licensed edition) is required.

When SSA installed on a Windows Workstation O/S, we recommend a maximum of 10
workstations.

SofTrack Administrator System Requirements

* Windows 7 or later
¢ Minimum of 64 MB of RAM

SofTrack User System Requirements

SofTrack Managed Assets workstation agent can be used on any of the following
operating systems:

*  Windows Terminal Servers (including Citrix®)
15



SofTrack Managed Assets Administrator Guide
* Windows 7 (32bit and 64bit)
* Windows 8.x
* Windows 2016, 2019, 2022
* Windows 10, 11
* Any virtualization software, including Hyper-V, App-V and VMware

SofTrack Configuration Components

SofTrack Managed Assets configuration consists of two components:

o SofTrack Server Agent
o SofTrack Software License and Assets Managed (STSLAM) Agent.

The STSLAM Agent is installed at each workstation and terminal server. The
STSLAM Agent is specifically designed to operate offline and upload data when
connected. Collected data is encrypted and can alternatively be manually copied for
processing for workstations that are infrequently or never connected to the SofTrack
Server Agent.

Implementation Planning Considerations for SofTrack Managed Assets

SofTrack Managed Assets (SMA) has been designed for use on all 32bit and 64bit versions
of Windows® workstations starting with Windows 7® including all subsequent versions (i.e.
Windows 10 and Windows 11®). The SMA server host supports all 64-bit Windows
Server® versions 2008 and later including the latest Windows Server® 2022. A centralized

Microsoft® SQL Server is utilized for data storage, the minimum recommended version is
14.0.

There are no specific Windows® workstation configurations required.

The following is regarding recommended server configurations for supporting SMA in
customer engagements of varying capacities.

Background

There are two planning considerations for SofTrack Managed Assets (SMA):

e Network and Server(s) configurations sufficient to support the number of actively
connected workstations/terminal servers; Note: workstation agent does not require a
real-time connection, activity journals can be manually moved without requiring
connection

e SQL Server capacity to support the storage of the amount of data collected from the
total number of workstations and its ability to process activity into SQL Tables.

SMA utilizes one or more SofTrack Server Agents (SSA) that process workstation activity
data into a single SQL Server instance (see Chapter 3). The SMA workstation (STSLAM)
Agent is installed via MSI at each required workstation/terminal server and is configured to
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connect via TCP/IP (IPv4) to a fixed IPv4 address or via Named Pipes to a specific
Windows® server. The STSLAM agent configuration at each workstation can be changed
as required, full details in Chapter 4.

The average workstation (or user session on a terminal server) will generate a total IM-3M
of activity data per day. When online with the SofTrack Server Agent, the STSLAM agent
will attempt to transmit these activity journals every 15 minutes. During the user workday
this would result in an average data transfer of 32KB-100KB once every 15 minutes.

When a STSLAM agent is offline/unable to upload it will continue to attempt until
successful. Note: Connection from STSLAM to the SSA is not required; the STSLAM
agent can be always offline and its activity journals manually moved to the SSA for
reporting. The STSLAM activity data, contained in activity journals (files), can alternately
be transferred to the SSA by a variety of methods for workstations that are offline from the
SSA (reference Chapter 4).

Unless configured to use Named Pipes, the STSLAM agent will initially use TCP/IP Port
3884 when connecting to the SSA, the response from the SSA will indicate the customer-
defined TCP/IP Port to use for uploading of gathered user activity. This requires that both
Port 3884 upload/download traffic and the customer defined TCP/IP port traffic be allowed
to pass through the network without firewall blocking or WAN Accelerator caching. When
using Named Pipes, the STSLAM agent will use standard Windows SMB protocols to
connect and transfer data.

All activity uploads by the STSLAM agent are “in the background” and the user experience
is unaffected by data transfers including any inability to successfully complete transfers.

17
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Implementation recommendations up to 500 workstations

The following are the recommended minimum characteristics for the SMA server host when
hosting up to 500 STSLAM agents, if the server is hosting other distributed services, these
recommendations are in addition to other requirements.

o Dedicated 1Gb Ethernet network adapter

o 12GB RAM for the SofTrack Server Agent (SSA)

o 16GB RAM for the Microsoft SQL Server® installation (if on same server, SQL
Server may be hosted on another server as needed, there is no requirement to
place it on the same host)

2GB disk space to store STSLAM activity journals prior to upload to SQL
25GB disk space for SQL Server (average space required per year of activity)
Dedicated (2) CPU Cores (non-hyperthreaded) for SofTrack Server Agent
May need additional CPU core(s) for SQL Server

If using a virtual server, we recommend the ratio of virtualized CPU (vCPU)
Cores to physical CPU (pCPU) Cores to not exceed 2:1

O O O O O

Implementation recommendations up to 1000 workstations

The following are the recommended minimum characteristics for the SMA server host when
hosting up to 1000 STSLAM agents, if the server is hosting other distributed services, these
recommendations are in addition to other requirements.

o Dedicated 1Gb Ethernet dual-port network adapter (load balancing)

o 16GB RAM for the SofTrack Server Agent

o 16GB RAM for the Microsoft SQL Server® installation (if on same server, SQL
Server may be hosted on another server as needed, there is no requirement to
place it on the same host)

5GB disk space to store STSLAM activity journals prior to upload to SQL
50GB disk space for SQL Server (average space required per year of activity)
Dedicated (4) CPU Cores (non-hyperthreaded) for SofTrack Server Agent
May need additional CPU core(s) for SQL Server

If using a virtual server, we recommend the ratio of virtualized CPU (vCPU)
Cores to physical CPU (pCPU) Cores to not exceed 2:1

O O O O O
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Implementation recommendations up to 2000 workstations

The following are the recommended minimum characteristics for the SMA server host when
hosting up to 2000 STSLAM agents, if the server is hosting other distributed services, these
recommendations are in addition to other requirements.

o Dedicated 1Gb Ethernet quad-port network adapter (load balanced)

o 24GB RAM for the SofTrack Server Agent

o 24GB RAM for the Microsoft SQL Server® installation (if on same server, SQL
Server may be hosted on another server as needed, there is no requirement to
place it on the same host)

10GB disk space to store STSLAM activity journals prior to upload to SQL
100GB disk space for SQL Server (average space required per year of activity)
Dedicated (4) CPU Cores (non-hyperthreaded) for SofTrack Server Agent
May need additional CPU core(s) for SQL Server

If using a virtual server, we recommend the ratio of virtualized CPU (vCPU)
Cores to physical CPU (pCPU) Cores to not exceed 2:1

© O O O O

Implementation recommendations up to 5000 workstations

The following are the recommended minimum characteristics for the SMA server host when
hosting up to 5000 STSLAM agents, if the server is hosting other distributed services, these
recommendations are in addition to other requirements.

o Dedicated 10Gb Ethernet dual-port network adapter (load balanced) or single-port
25/50Gb Ethernet network adapter with a sufficiently capable network switch

o 64GB RAM for the SofTrack Server Agent

o 64GB RAM for the Microsoft SQL Server® installation (if on same server, SQL

Server may be hosted on another server as needed, there is no requirement to

place it on the same host)

40GB disk space to store STSLAM activity journals prior to upload to SQL

300GB disk space for SQL Server (average space required per year of activity)

Dedicated (12) CPU Cores (non-hyperthreaded) for SofTrack Server Agent

May need additional CPU core(s) for SQL Server

If using a virtual server, we recommend the ratio of virtualized CPU (vCPU)

Cores to physical CPU (pCPU) Cores to not exceed 2:1

O O O O O

Implementation recommendations for larger installations

For customer enagagements exceeding 5000 workstations we recommend no more than
5000 STSLAM workstation agents per SofTrack Server Agent (SSA). Due to a
centralized/single SQL Server design for activity data storage, multiple SSAs can be
utilized to gather data from its assigned workstations and transmit to the centralized
SQL Server Host. All SMA Reports will continue to be available as each refer to the
single SQL Server host for its data source.
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Contacting Integrity Software, Inc.
Help resources for SofTrack include:

e This manual

* E-mail: support@softwaremetering.com

* Telephone: (512) 372-8991, ext 2 (available Monday through Friday, between
4:00 a.m. and 6:00 p.m. U.S. Central Time (GMT-6))
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Chapter 2 Installing the SofTrack Server Agent for
Windows®

Overview

SofTrack’s Server Agent (SSA) processes workstation activity as configured.
Configuration is controlled via the SOFTRACK CONSOLE.EXE interface. The SSA must be
installed on at least one server and can be installed on multiple hosts provided each has a
license. SSAs share data because all data is permanently stored in at single, centralized
Microsoft’s SQL Server. Each SSA installed performs the following duties:

* Receives and routes all workstation agent data to SQL Server as directed1
* Interacts with SofTrack STSLAM Agents

* Responds to Administrator and user inquiries
* Creates and emails Dashboard reports as scheduled

Installation Steps

The remainder of this chapter contains a step-by-step discussion of
SofTrack’s Server Agent installation, including:

* Installing or upgrading a fully licensed version of SofTrack

» SofTrack’s use of the Registry

See Chapter 4 for information about installing SofTrack’s Workstation STSLAM Agent.

Installing or Upgrading a Fully Licensed Version of SofTrack

This section describes the procedure for installing a fully licensed version of SofTrack. The
procedure is the same whether you are upgrading from a current, an earlier, or an expired
version of SofTrack.

Obtaining the Current Version of SofTrack
The current version of SofTrack is always available from:

http:// www.softwaremetering.com/outgoing/softrack_full.zip

This download and the TOKEN file(s) that you received upon purchase are all that is required
for a fully licensed version of SofTrack. This download is internally date-stamped. This date
stamp is checked by the TOKEN, which is described in the subsequent section.

NOTE: If your TOKEN’s maintenance has expired, you will need to renew your
maintenance (signified by receipt of a new TOKEN) before you can actively use

! The SSA does not need to be active to for the creation of reports from data it has been previously acquired.
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SofTrack for any purpose other than reporting previously obtained data.
NOTE: If an Evaluation TOKEN has been initially used, it will become a “full version”
simply by installing the purchase TOKEN(s), the actual SSA file components are
identical.

Determining Your Last Date of SofTrack Maintenance

The TOKEN file contains several details regarding your purchase, including your Company
Name, Contact Name, Phone Number, and the end of SofTrack maintenance date. The
SofTrack product is internally date-stamped with a “Build Date”. For the SofTrack product
to recognize the TOKEN, this “Build Date” must be before the end-of-maintenance date
within the TOKEN. The end of SofTrack maintenance date is usually one year from date of
purchase. To determine the “Build Date” of the SofTrack product, view the BUTLD. DAT file
included in the download. To determine the end-of-maintenance date within your TOKEN
file, open the xxxxx.tkn file with any text viewer, such as NOTEPAD.EXE.

IMPORTANT: Unless you are using a SofTrack SUBSCRIPTION TOKEN, your right to
use the SofTrack product never expires—only your right to receive and use
the latest product maintenance and support. You can use the SofTrack
product perpetually as long as the “Build Date” of your SofTrack product
is before the end-of-maintenance date of your TOKEN. Remember, the
end-of-maintenance date of the TOKEN only indicates which releases of
SofTrack you are entitled to install and use.

NOTE: You must install the TOKEN on every server that hosts an SSA.

Installation: SofTrack Server Agent (SSA)

To install the SofTrack Server Agent on your Windows server, perform the following
procedure:

1 From a remotely connected workstation or directly at the server, log in
with permissions equal to that of the Administrators Group. For
purposes of installing SofTrack, the account you use must have full access
to the Registry of the server to which you install.

2 Open SOFTRACK_CONSOLE.EXE

v

Install
3 Click the Install Server icon from on the Home tab:

4 On the resulting screen (Figure 2-1) Fill in the Name of the Server for
SofTrack Installation and Name of Share fields; use the Path Assistance
button to fill in both fields. This example uses STLOG as the share path.
Note, the share path must already exist, if not, use Windows® Explorer to
create a Share for the server hosted path to use. Click Next.
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ﬁl Select a Windows Server for SOFTRACK Installation

Name of Server for SOFTRACK Installation:

MX¥L1281 i :
NetBIOS name (server); or its |Pv4 address (10.1.1.7)

MName of Share on selected Server:

STLOG

Click for assistance in locating Server + Share

|
Step 1/4

*You can specify the server's FQDN (server.acme local);

Share specified must already exist on selected Server.

SofTrack Managed Assets Administrator Guide

Cancel

Figure 2-1

5 On the resulting screen (Figure 2-2) Use the Lo

cate Installation License

button to complete the Filename of SOFTRACK License File to Install

field. Click Next

Select a License File for SOFTRACK Installation

Filename of SOFTRACK License File to Install:
C:temp'st2018404np 005d tkn

The SOFTRACK License File, also called a Token File'is a file created
exclusively for use by your Organization. The file's contents will be installed
to the Registry of the selected server.

Click for assistance in locating Token File

[

W

| I
Step 274

Cancel

Figure 2-2

6 On the resulting screen (Figure 2-3) confirm the
Click Next
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SOFTRACK: Install Options

L

L Select SOFTRACK Installation Options

Copy settings, profiles, and all data from selected server

SEerver.

Migrate from server: DC1

Select this option to migrate all settings except the tolken(s) and defined Share path, this
option will migrate{copy) all data from selected server - no changes will occur on the selected

| I
Step 3/4

MIGRATE ONLY

| iffter successful installation, automatically start the SOF TRACK Server Agent

immediately upon successful installation.

The SOFTRACK Server Agent will be automatically corfigured to start the next time the
server is rebooted.  Select this option if you would like to also start the SOFTRACK Service

e Cancel

Figure 2-3

7 On the resulting screen (Figure 2-4) verify installation details. Click Install

K: Verify and Begin Installation

- I';‘I -
L [ l ‘ Verify SOFTRACK Installation Selections Step 4/4
Please review the following and if comect, click Install button to continue.
Server to Install: MXL1281
Share to Use: STLOG
License File: C:temp'st2018404np 005d tkn
Migrate S5A Settings and Data: NO
Start Server now: YES
Install now Cancel
Figure 2-4

If this is the first time SofTrack has been installed, you will be presented with the

following End User License Agreement:
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SofTrack End User License Agreement

Flease carefully read the following:
INMTEGRITY SOFTwARE LICEMSE AGREEMEMT FOR SOFTRACE, SOFTWARE -

THIS SOFTWARE IS LICEMSED, MOT 501D, AND AVAILABLE FOR USE OMLY UMDER THE
TERMS OF THIS LICEMSE AGREEMENT. PLEASE READ THIS LEGAL AGREEMEMNT
CAREFULLY. INTEGRITY SOFTwWARE #ILL OMLY LICEWSE THE SOFTWARE PROVIDED
WITH THIS AGREEMEMNT TO¥0U IF¥0U FIRST ACCEFT THE TERMS OF THIS AGREEMENT.
REGARDLESS OF HOW wOU ACOUIRE THE SOFTWARE, USE OF THE SOFTwARE
COMSTITUTES %OUR ACCEPTAMCE OF THESE TERMS.

Integrity Software, Inc. [Mntegrnty''] grants you a nonexclusive, nontransferable license under the
terms ztated below to the Software in the county in which pou acquire it

1. Lizehze Grant. Thiz licenze agreement iz your proof of license to uze the Software and

muzt be retained by pou. Integrity Software, e, [Mntearnty™] grantz b wou [gither as an individual or
entity] a perzonal, non-transferable, and non-exclusive object code only licenze to usze the copy of the
abject code werzion of the Intedrity zofbware accomparying this icense (the "Software"] b i)

inztalling the Software on one server, (i) wnning the install program to create the number of remate

uzer copies and azzociated uzer D7z for which pou have a paid-up licenze, [il] loading such remate
uzer copies and uzer 107 an remote personal computerz, and [iv] making backup or archival copies.
'ou agree you will not copy the Saoftware escept as permitted under the terms of thiz icense. You =

| accept this agreement Do Mot Accept

Once accepted a progress window such as the one shown in Figure 2-5 will
appear:

SOFTRACK Add Mew Server Results

Step Count: Server Action Result

‘:’ 00001: M¥L1281  Connecting to Registry

Eb M00002: MXL1281  Opening Registry connecting...

‘:’ 00003: M¥L1281  Connecting to Service Control Manager

00004 MXL1281  Stopping SOFTRACK Server Agent

00005; MXL1281  processing... SofTrackService Stopped

00006: M¥L1281  Copying Agent Files

00007: MXL1281  processing... SOFTRACK Server Agent files successfully copied

00003: M¥L1281  Instaling SOFTRACK Service

oo ded go ke,

00009: MXL1281  processing... SOFTRACK Service [kernel driver] already installed

ﬁ 00010: MiL1281  Token Installation ?;lu:u:)es;ﬁ.l?y Installed Token for: | Company: M & Associates LLC | Contact: J + PE;
0 00011: M¥L1281  Starting SOFTRACK Server Agent

¢ 00012: MXL12831  processing... SOFTRACK Service Started

ﬁ 00013: M¥L1281  Installation Complete <done =

4 4

Figure 2-5
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Note: The SofTrack Service files are copied to the

%S SystemRoot%\System32\Drivers directory and on 64bit systems the
EXE and DLL files are copied to %SystemRo00t%\SysWow64
directory.

When ready, click the "Done" button.

If there were any issues shown, click the “Save Results” button to save the full results
and send via email to support@softwaremetering.com

The installed server will now appear in the Home console window (Figure 2-6).

VCSLOCALDCO1

Started: Jun 17, 2022, 03:47PM
Version: v&16b | v M
License: 113 Workstations

License Use; 2 | 2
S5LAM License:r 455 Workstations
S5LAM License Use; 2

198.206.217.45 Online

Figure 2-6

If you ever see the same tile in Green (image below) this indicates the named
machine is the current machine and was automatically shown because there
are no servers added to the console. The list of servers shown is local to your
PC where the SofTrack Console is run.

VCSLOCALDCO1

Started: Jun 17, 2022, 03:47PM
Version: v8.16b | vid.32x
License: 113 Workstations

License Use; 2 | 2
SLAM License: 455 Workstations
SLAM License Use; 2

198.206.217.45% Online

To add a server to the Console, use the console ribbon button Add Server to
Console:

Add Server Remove Server | Update Start  Stop Uninstall
to Console from Console

Server Agent Assistance

Add Server to this Console
Add existing server hosting

SofTrack Server Agent to this
console
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Manually Updating the SofTrack Server Agent and Console

The SofTrack Console includes the ability to directly update the SofTrack Server Agent
(SSA). When only using SofTrack Managed Assets the SSA can be updated anytime, all
workstation agents reporting will automatically delay uploading their data until the SSA is
again active. If also using SofTrack License Control, please refer to its update instructions
as user activity will be interrupted.

1 Select the Home page and Server to update
2 Click “Update SofTrack Server Agent (SSA)” button as shown in Figure 2-7

Server VICSLOCALDCOL: Home - SofTrack Console - 0 x
Home Profiles Settings Reports Managed ~ Style ™ o
Website Evaluators Guide Support FAQ Webpage 4
E-mail Support Quick Installation Guide [512) 3728991 Option 2 =

Install Refresh Export Add Server Remove Server Update Start  Stop Uninstall
Download Latest Administrator Guide to Console from Console
SOFTRACK Assistance Links Server Agent Assistance
Update 55A
Home SofTrack Server Age poate

Server Home Update 554 on selected server -
you will recaive a further prompt

|=| Autodesk Mot Tracked Report i $ for how to u

pdate

Bentley Mot Tracked Report VC S LO(_A LDCO ].

Figure 2-7

3 On the resulting screen (Figure 2-8) select the desired option, click UPDATE.

Update SOFTRACK Server Agent on server MXL1281

if SOFTRACK Agent cumrently installed:

# Stop the Agent, update and restart
Stop the Agent, update and do not restart

Do nothing f Agent is cumenthy running (skip updating)
MOTE: If the SOFTRACK Server Agent has never been installed on the selected server

This update will install the agent but will not start it. After installation, use the "Settings'tab
on the main menu to complete the corfiguration.

Cancel UPDATE

Figure 2-8

4 A progress window will appear:
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Step Count: Server

4." 00001: MXL 1281
¢." 00002: MXL 1281
[m]» moooo3: M 1281

‘:’ 00004: MXL1231

c 0000S: MXL1281
o 00006: MXL1231
Y

boooo?: MXL1281
¢ 0000B: MXL1281
o 00009: MXL1231
o 00010: MX_1281
)

E 00011: MXL1281
c 00012: MXL1281
o 00013: MXL1281
ﬁ 00014: MXL1281

Action

Connecting to Service Control Manager

Connecting to Registry

Opening Registry

Result

connecting...

Connecting to Service Control Manager

Stopping SOFTRACK Server Agent

Processing...

Copying Agent Files

processing...

SofTrackService Stopped

SOFTRACK Server Agent files successfully copied

Instaling SOFTRACK Service

ProCessing. ..

Token Installation

SOFTRACK Service [kernel driver] already installed

<no token spedfied>

Starting SOFTRACK Server Agent

Processing...

Installation Complete

SOFTRACK Service Started

<done>

Obtaining in-use status...

»

Save Results

5 Optionally, once the update is complete you can click on the Start SSA button as shown in

Figure 2-9:

Update Start

ance

SofTr.

1
()

Stop Uninstall

Start 55A

Start 55A on selected server - if
already running, no futher
action will occur

Figure 2-9

SofTrack Server Agent installation is complete.
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SofTrack’s Use of the Registry on a Windows Server
This section describes how SofTrack uses the Registry on a Windows server.

When SOFTRACK CONSOLE.EXE connects to a Windows server, it attempts to create the
following Registry Key:

HKEY LOCAL MACHINE\Software\Integrity Software,Inc.

Within this Registry Key, a SofTrack key is created. Subordinate to the SofTrack key are several
other keys and values.

Installation: Backing up your SofTrack configuration and data

To backup your SofTrack Configuration requires two steps:

1. Backup all files located in the STLOG or other Share you defined at the server hosting the
SofTrack Server Agent as the Log File Path (Share) as shown on the Settings tab when you
run the SOFTRACK CONSOLE application.

2. Run REGEDIT at the server hosting the SofTrack Server Agent and export the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Integrity Software, Inc.
Together, those two items will complete the backup of your SofTrack Server Agent configuration

and data.

Separately, follow Microsoft’s instructions to backup data stored in SQL Server®.
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SofTrack and Window 64bit Firewall settings

This section describes how SofTrack modifies the Windows Firewall on a Windows 2008 (or
later) 64bit server.

When the SofTrack Service starts and it detects it is running on a Windows 2008 64bit server (or
later) it will automatically add two monitoring rules to the Windows Firewall:

SOFTRACK64_TCP
SOFTRACK64_UDP

These rules open SofTrack Port 3884 to all traffic. This port is used by many components of
SofTrack and if not open will prevent SofTrack from properly functioning.

E_, Server Manager » i
File  Acton \View Help
== | 2iE| = HIEE
__5;‘* Roles
il Features e SOFTRACKG64_TCP Properties 1 £
3 Diagnostics @DFS Management (W] =
= Eﬁ;l!‘_ Configuration @DFS Repl?cat?on {(RPCE General I Advanced I
ok Bchedider @ DFs Replication (RPC-It -
=l Windows Firewall with Advz | @)File and Printer Sharing “ SOFTRACKE4_TCP
3 Inbound Rules @File and Printer Sharing ﬂ
Outbound Rules @File and Printer Sharing o
52"!:* Connection Security Ru File and Printer Sharing
= B2, Monitoring @ File and Printer Sharing Local P address: e
B8 Firewall @File and Printer Sharing Remaote P address: Ay
= = ¥ gonn?;ﬁ:” Se_cutr_itg @ File and Printer Sharing Protocol: TCP
i Security Associatior : ; ;
. B @Flle and Printer Sharing Eocatriat 2384|
oy CrMCES @ File and Printer Sharing ;
E=i WMIIControl i @ File and Printer Sharing ) .e Hor .
. .go Localksers and:Groups File and Printer Sharing Direction: Inbound
r :
=23 Storage @File and Printer Sharing ICMF settings: None
@File and Printer Sharing
@File and Printer Sharing
@ File Replication (RPC)
@ File Replication (RPC-EF )
@K&rberos Key Distributic .P'ppﬁ-catlon. &
Kerberos Key Distributic Service Ay
@K&rberos Key Distributic
@Kerberos Key Distributic = =
@Networkjng - Router So
@Portx‘rz oK I Cancel Apply
@B Remote Desktop (TCP-lry - = Soare e o
@ soFTRACKS4_TCP Allow Mo Inbound Ay Any
@ sOFTRACKES_LDP Allow Mo Inbound Arvy Any
Figure 2-10

WAN Accelerators

If your network includes WAN Accelerators such as those by Riverbed Systems, it critical that
“pass through” rules be created for each end of the WAN for IP Port 3884. The SofTrack Server
Agent acts as both “server” and “client” so the pass through rules must not cache any TCP/IP
packets where the source or destination IP Port is 3884.

All SofTrack Server Agent TCP/IP communications initially occur on port 3884.
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Please note that the SofTrack Server Agent has been permanently assigned TCP/IP port 3884 (a
decimal number) by the Internet Assigned Numbers Authority, see this link:

http://www.iana.org/assignments/port-numbers

All workstation agent to SofTrack Server Agent TCP/IP communications initially occur on port
3884 and then continue on the port defined when configuring SofTrack Managed Assets, see
Chapter 3 for further details. Creation of “pass through” rules for all inbound/output traffic for this
customer defined Port are also required.

SofTrack Administrator (SOFTRACK_CONSOLE.EXE)

1 Unzip the download (usually softrack full.zip) with folders (directories) included. Extract
to a new directory so none of the old files are included.

2 The SofTrack Administrator’s files are contained in the root of the folder (directory) you
selected for unzipping.

3 You can copy these files any preferred location, however, the exact folder (directory)
structure must be retained.

The file "softrack console.exe" is the filename to open. It can be used on a workstation that
whose user has an administrative logon to the server(s) hosting the SofTrack Server Agent. The
softrack console.exe can also be directly used on the server hosting the SofTrack Server Agent.

Server Host Recommendations

BIOS Settings

Set the computer’s BIOS to High Performance, with C-states disabled. However, note that
this is system and BIOS dependent, and some systems will provide higher performance if
the operating system controls power management. You can check and adjust your power
management settings from Settings or by using the powercfg command.

For more information, see Powercfg Command-Line Options
https://technet.microsoft.com/library/cc748940.aspx

Otherwise, set the "Windows Power Plan" to Maximum or High-Performance. Note, see
above, this will not work properly if the system BIOS has been set to disable operating
system control of power management.

Many hardware systems use System Management Interrupts (SMI) for a variety of
maintenance functions, including reporting of error correction code (ECC) memory errors,
legacy USB compatibility, fan control, and BIOS controlled power management.

The SMI is the highest priority interrupt on the system and places the CPU in a management
mode, which preempts all other activity while it runs an interrupt service routine, typically
contained in BIOS.
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Unfortunately, this can result in latency spikes of 100 microseconds or more.

To achieve the lowest latency, please request a BIOS version from your hardware provider
that reduces SMIs to the lowest degree possible. These are frequently referred to as “low
latency BIOS” or “SMI free BIOS.” In some cases, it is not possible for a hardware platform
to eliminate SMI activity altogether because it is used to control essential functions (for
example, cooling fans).

Note:
The operating system can exert no control over SMIs because the logical processor is
running in a special maintenance mode, which prevents operating system intervention.

Hosting in a VMware environment

In addition to the recommendations found in above, if using the SSA on a VMware host, your
configuration you may need to dedicate physical network adapter(s) to the SSA host to ensure
it has the bandwidth it requires.

For configurations with more than 300 workstations being connected to the SSA and the SSA
is hosted within a VMware configuration, we strongly recommend adhering to the
recommendations in this document:

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/techpaper/vmw-
tuning-latency-sensitive-workloads-white-paper.pdf

And on this following link:

https://docs.microsoft.com/en-us/windows-server/networking/technologies/network-
subsystem/net-sub-performance-tuning-nics

Futher improvements include:

e Utilizing Solid State Drives versus spindle disk drives. SSD drives provide significant
performance benefits.

e Dedicating physical CPUs to the SSA host, or maintain a virtual CPU to physical CPU
ratio of no more than 2:1 to ensure CPU availability for receiving and processing of
network packets. Do not include hyperthreaded CPUs in the ratio as they are not
equivalent to an entire CPU core. For instance, if your hardware includes 2 sockets (2
physical CPUs) with 12 cores each, that is a total of 24 CPUs. If you have enabled
hyperthreading it will then appear to be 48 CPUs, for purposes of the 2:1 ratio only count
actual CPU cores not those resulting from enabling hyperthreading.

e Ensure RAM allocated to the VMware guest VM hosting the SSA is not overcommitted
by the VMware hypervisor (over sharing of RAM between active guest VMs).

e Ensure RAM within the VM is not overcommitted where “committed bytes” exceeds
amount of physical RAM, you can verify this using Windows TaskManager, Performance
Tab, Memory section.
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Best Practices for Oversubscription of CPU, Memory and Storage in vSphere Virtual
Environments:

https://communities.vmware.com/servlet/JiveServlet/previewBody/21181-102-1-
28328/vsphee-oversubscription-best-practices[1].pdf

Hosting in a Hyper-V environment

In addition to the recommendations found in above, if using the SSA on a Hyper-V host, your
configuration may need to dedicate physical netork adapter(s) to the SSA host to ensure it has
the bandwidth it requires.

For configurations with more than 300 workstations being connected to the SSA and the SSA
is hosted within a Hyper-V configuration, we strongly recommend adhering to the
recommendations in this document:

Please review this link for minimizing potential problems:

https://docs.microsoft.com/en-us/windows-server/administration/performance-
tuning/role/hyper-v-server/detecting-virtualized-environment-bottlenecks

This tutorial includes many valuable insights and recommendations:

Hyper V » Tutorials » 6 Hardware Tweaks that will Skyrocket your Hyper-V Performance
6 Hardware Tweaks that will Skyrocket your Hyper-V Performance
https://www.altaro.com/hyper-v/hardware-tweaks-hyper-v-performance/

SofTrack Server Agent connectivity troubleshooting

Reviewing SSA host network communication faults

The following is based on this link:

https://docs.microsoft.com/en-us/windows-server/networking/technologies/network-
subsystem/net-sub-performance-counters

The following performance counters are relevant to potential network problems.

Network Interface(*), Network Adapter(*)
Packets Received Discarded

Packets Received Errors

Packets Outbound Discarded

Packets Outbound Errors

WEPv4, WFPv6
Packets Discarded/sec

UDPv4, UDPv6
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Datagrams Received Errors

TCPv4, TCPv6
Connection Failures
Connections Reset

Network QoS Policy
Packets dropped
Packets dropped/sec

Per Processor Network Interface Card Activity
Low Resource Receive Indications/sec
Low Resource Received Packets/sec

Microsoft Winsock BSP
Dropped Datagrams
Dropped Datagrams/sec
Rejected Connections
Rejected Connections/sec

Receive Side Coalescing (RSC) performance

The following performance counters are relevant to RSC performance.
Network Adapter(*)

TCP Active RSC Connections

TCP RSC Average Packet Size

TCP RSC Coalesced Packets/sec

TCP RSC Exceptions/sec

https://docs.microsoft.com/en-us/windows-server/networking/technologies/network-
subsystem/net-sub-performance-top

The above statistics can be viewed in Windows PERFMON but it can be cumbersome to
configure. The following powershell script can assist in gathering these statistics:

https://gallery.technet.microsoft.com/Get-Perfmon-Counter-c6ca9070

Description:

The script located on the link above was initially created to analyse the Packets
Received Discarded on multiple Exchange servers. This is due to experiencing
multiple performance issues and one KPI of the underlying issue was the number of
discarded packets.

The script will get a collection of NICs from the specified server, and then loop
through them and remove the non-physical ones.

For example it will remove the Teredo, ISATAP or 6to4 interfaces. For the purposes

of this script we are concerned with the physical ones, and that includes the "physical"
NICs that are made visible in virtual guest Operating Systems.
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NIC names are not hardcoded into the script else it would not be portable across
physical server types and hypervisors.

Packets Received Discarded is the performance counter reported to Windows by the
NIC which states how many packets were sucessfully received, i.e. not corrupt or
failed checksum that were discarded before the NIC could push them up the stack.
This has been documented as a known issue with certain hypervisors when the virtual
NIC buffer is not set high enough or there are other issues on the hypervisor host such
as a configuration or performance issue.

Script will report to the screen the number of discarded packets. This script includes
output to CSV using standard methods. In the CSV file there will be one line per
selected interface on each server queried. Thus if a server has two physical NICs then
there will be two lines for that particular server. See note above stating that logical
interfaces will be filtered out.

Using Telnet to verify communication

If TCP/IP ports are exhausted, the workstation agents will not be able to connect to the
SSA. If you ever think this is occurring you can run the following command from a
CMD.EXE window on the workstation:

telnet nnn.nnn.nnn.nnn 3884

replacing nnn.nnn.nnn.nnn with the TCP/IP address of your SSA server host.

If the message “Connection to host lost” appears that indicates the workstation was
successfully able to open TCP/IP port 3884 at the SSA host. The “connection lost”
appears because port 3884 at the SSA does not respond to telnet commands so the telnet
client aborts.

If any other message appears, for instance:

Could not open connection to the host, on port 3884: Connect failed

then that workstation is unable to connect with the SSA via TCP/IP. Either the SSA is
inactive, the server hosting the SSA is out of ports, Reverse IP Lookup is disabled or

there is a firewall blocking port 3884.

If your workstation does not have telnet.exe available you can enable it by doing the
following:

Open control panel.
Next go into Programs.

Then in programs and features there should be a part that says "turn windows features on
or off .
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Click “turn windows features on or off * then on the list that appears simply check the

box beside: Telnet Client.

Then click ok. A Please Wait message will appear while the Telnet Client is enabled.

T TR TS~

@v| v Control Panel » Programs »

Control Panel Home

i

Systern and Security

Run programs made for previous versions of Windows

Metwaork and Internet

hj Programs and Features
Uninstall a program

'.'5'1' Turn Windows features on or off | Vi
How te

Hardware and Sound Windnﬁws Features

m@ﬂ

* Programs

User Accounts and Farnily]
Safety

Appearance and

Turn Windows features on or off (7]

To turn a feature on, select its check box, To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Personalization

Clock, Language, and Regl

N Telnet Client

; Telnet Server
; TFTP Client

Ease of Access

[+
NEOEOEOOEEO

| Windows Search

. XPS Services
KPS Viewer

J Simple TCPIP services (i.e. echo, daytime etc) -
, Tablet PC Components

<

. Windows Gadget Platform
; Windows Process Activation Service

. Windows TIFF IFilter

m

1

] [ Cancel

Now TELNET.EXE will be available on the workstation.

VMware Solutions for Poor Network Performance

The following is an excerpt from this link:

https://pubs.vmware.com/vsphere-

50/index.jsp?topic=%2Fcom.vmware.vsphere.monitoring.doc 50%2FGUID-C4EA&6FD-95CB-

4DE7-A9E3-63F6BFC1A268.html

Network performance is dependent on application workload and network configuration. Dropped
network packets indicate a bottleneck in the network. Slow network performance can be a sign of

load-balancing problems.

Problem
Network problems can manifest in many ways:
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Packets are being dropped.

Network latency is high
Data receive rate is low.

Network problems can have several causes:

Solution

Virtual machine network resource shares are too few.

Network packet size is too large, which results in high network latency.
Use the VMware AppSpeed performance monitoring application or a third-
party application to check network latency.

Network packet size is too small, which increases the demand for the CPU
resources needed for processing each packet. Host CPU, or possibly virtual
machine CPU, resources are not enough to handle the load.

Determine whether packets are being dropped by using esxtop or the
advanced performance charts to examine the

droppedTx and droppedRx network counter values. Verify that VMware
Tools is installed on each virtual machine.

Check the number of virtual machines assigned to each physical NIC. If
necessary, perform load balancing by moving virtual machines to different
vSwitches or by adding more NICs to the host. You can also move virtual
machines to another host or increase the host CPU or virtual machine CPU.
If possible, use vmxnet3 NIC drivers, which are available with VMware
Tools. They are optimized for high performance.

If virtual machines running on the same host communicate with each other,
connect them to the same vSwitch to avoid the cost of transferring packets
over the physical network.

Assign each physical NIC to a port group and a vSwitch.

Use separate physical NICs to handle the different traffic streams, such as
network packets generated by virtual machines, iSCSI protocols, VMotion
tasks.

Ensure that the physical NIC capacity is large enough to handle the
network traffic on that vSwitch. If the capacity is not enough, consider
using a high-bandwidth physical NIC (10Gbps) or moving some virtual
machines to a vSwitch with a lighter load or to a new vSwitch.

If packets are being dropped at the vSwitch port, increase the virtual
network driver ring buffers where applicable.

Verify that the reported speed and duplex settings for the physical NIC
match the hardware expectations and that the hardware is configured to run
at its maximum capability. For example, verify that NICs with 1Gbps are
not reset to 100Mbps because they are connected to an older switch.

Verify that all NICs are running in full duplex mode. Hardware
connectivity issues might result in a NIC resetting itself to a lower speed or
half duplex mode.

Use vNICs that are TSO-capable, and verify that TSO-Jumbo Frames are
enabled where possible.

Ensure the Storage Device used by the SSA to store workstation activity
log files and processing each into SQL Server is not introducing its own
latency
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Poor network performance can also result from an overcommited virtual host. For VMware,
statistics provided by esxtop can provide insights.

Follow this link:

https://www.yellow-bricks.com/esxtop/

Search on these items:
%RDY

%MLMTD

%CSTP

Further here:

https://communities.vimware.com/t5/Storage-Performance/Interpreting-esxtop-4-1-Statistics/ta-
p/2786881

That will allow you to review the history of that virtual machine hosting the SofTrack Server
Agent.

We recommend a %RDY of no greater than 10 but there are other potential issues as found by
searching on those other items noted above.

Note: Excessive %CSTP (Co-Stop) will directly relate to the slowness since the CPUs of the
virtual machine were inactive for large amounts of time and incapable of processing network I/O
traffic.

Upgrading Existing Installation of SofTrack Managed Assets

The following instructions are intended to assist in upgrading an existing installation of
SofTrack Managed Assets. These instructions are not intended to be utilized during the
original installation of SofTrack Managed Assets.

To upgrade an existing installation of SofTrack Managed Assets will require one or all of
the following procedures. Proceed with upgrading in the order provided regardless of the

actual components involved.

To begin, download the latest version of SofTrack. There is a button on the home page of
the SofTrack Console or you can directly download from this link:

www.softwaremetering.com/outgoing/softrack full.zip

Next, extract all items in the downloaded zip file, it is ok to overwrite an existing path where
the SofTrack Console has been previously installed or you can extract to a new path.
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Launch the console with the following command line (the command line is not case
sensitive):

softrack console /SQLupdate

Once open, click on the Managed section and the following or similar will be presented:

Server VCSLOCALDCD1: Managed - SofTrack Console

Home Agents Profiles Settings Reports Managed
: : feer] — e ] E E Managed Assets Administrator Guide
Refresh  Export SGQL Update Add
Statistics = Configuration @ all Entities = Entity
Assistance Management Assistance
Managed SofTrack SQL Entity Databases found
F= Home

Ensure the Home section (at left side menu) is selected and then click the Update all
Entities ribbon button (highlighted above).

The following will be presented:

CONFIRMATION REQUIRED

CONFIRM REFRESH OF EXISTING
SOFTRACK_ENTITY DATABASES

Yes Mo

Click Yes and a status window will appear that indicates all actions.

Note: NO DATA WILL BE DELETED

This update will ensure all existing SQL Databases are updated with the latest Tables
definitions including new Tables, Stored Procedures and other. New Tables are not always
part of an upgrade, but this step ensures your SQL Tables (for each SQL Database) are

correctly formed.

The following is an example output of the SQL Database update process:
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SofTrack updating SQL Entity databases x

Step Count: Server Action Result -
‘-—' 32;5?.):CALDCD 1\SQLEXP Stored Procedure Already Exists: ADESK_R30S oK
0027a: .

=" yooiocapon 1\GOLEXP. . Creating Table TCPUDP_STATS

‘-—' %EEEALDCD 1\SQLEXP Successfully Created Table TCPUDP_STATS oK
wfp 00275 Successfully Created Index T_UserName on Table ok

= VCSLOCALDCONSQLEXP... | TCPUDP_STATS

‘-—' %EEEALDCD 1\SQLEXP Creating Stored Procedure TCPIUDP_T30

‘:' Sgéfg:CALDCD 1\GOLEXP Stored Procedure Already Exists: TCPUDP_T30 oK

‘-—' 32;?3(:.&@@ 1\SQLEXP Creating Stored Procedure TCPUUDP_T33

‘:' Sgéfé:CALDCD 1\GOLEXP Stored Procedure Already Exists: TCPUDP_T33 oK
wp 00283 Creating Table SOFTRACK_DB_Dates on

#=" yCSLOCALDCO1\SQLEXP... | SOFTRACK_ENTITY_TEST
wmp 00234 Successfully Created Table SOFTRACK_DB_Dates on ok

WCSLOCALDCO1VSQLEXP... | SOFTRACK_ENTITY_TEST

-

b

Please use the Save Results button to export the results of the update. This button will
present a prompt for a filename. Enter a filename, it will be saved as a CSV file with a
.CSV extension.

The “Result” column (shown in the image above) can be clicked to sort, if all values are
either “...” or “OK” then the update was 100% successful. If any other value appears,
please send the results CSV file to support@softwaremetering.com for assistance.

The next step is to update the SofTrack Server Agent. Click here to find the update
instructions previously detailed in this chapter.

The final step is to update the workstation agent. Click here to find the update instructions
for the SofTrack Managed Assets agent. If, after following the instructions in the linked
section, the workstation agent installation fails, use the following command to install:

In the examples below, replace the “stslam-install-ENTITYNAME.msi” with the actual
filename of your installation MSI.

msiexec /I stslam-install-entityname.msi REINSTALL=ALL REINSTALLMODE=A
or this command

MSIEXEC /faevmus stslam-install-ENTITYNAME.msi
SLAM MSI Re-Installation and Error 1603 or Error 2753
This section details how to successfully re-install your SofTrack Managed Assets

installation on a workstation when the commands in the previous section fail due to error
1603 or 2753 (The File ‘stswrap.exe’ is not marked for installation.)
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Causes:

When the SLAM MSI filename has changed, for example, if re-targeting a workstation to a
use new Entity (and thus the MSI filename is different from the original time the MSI was
installed) or if the MSI filename being used is different than what was originally used,
specifically the MSI filename is for an IP address instead of the server name (or server name
instead of an IP address), this will cause the MSI installation to fail with error 1603.

Solution:
To re-install the MSI when error 1603 is occurring, please use the following command:
REG DELETE HKCR\Installer\Products\A6ASDB28BBEAE4E4D9AAEE3AFOF7ECB7

The command above will remove the SLAM MSI installation registry key that was based on
the previous SLAM MSI filename.

After completing the above instruction, use only the following command to re-install:

MSIEXEC /I stslam-install-ENTITYNAME.msi

If, after using the REG DELETE command, you use one of the other re-installation
command lines shown in the previous section, you will receive an error 2753. To resolve,
use only the command:

MSIEXEC /I stslam-install-ENTITYNAME.msi

If you have any issues upgrading your SofTrack Managed Assets installation, please contact
our support team at:

support@softwaremetering.com
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Chapter 3 SQL Server® Configuration and
Entity Planning

Overview

SofTrack Managed Assets utilizes Microsoft’s SQL Server® or SQL Server Express® to store
all activity data for reporting. The minimum recommended version of either SQL product is
14.0 (suitable for use on Windows® Server 2012 and all later versions of Windows® Server).

Use of SQL Server Express® restricts each database to a maximum size of 10GB. This size is
equivalent to approximately 1 year of activity data from 200-250 workstations. Each
workstation is expected to average 2MB-4MB of data per day, not including disk space required
for SQL Server’s Transaction Log maintained per database. Only those installations with 100 or
fewer workstations should consider use of SQL Server Express®.

SofTrack Managed Assets (SMA) utilizes one or more SQL Databases (termed “Entities”) to
differentiate data collected as required. For example, each Entity separately stores data per
business unit, geographic area, for MSP’s, per customer; or any other requiment. SMA
Reporting can be produced for any specific Entity or spanning multiple entities.

About Azure SQL

SofTrack has been designed to work with Microsoft’s SQL Server®. SQL Server® can be
installed on Azure Virtual Machines (VMs) on the Windows platform.

https://learn.microsoft.com/en-us/azure/azure-sql/virtual-machines/windows/sql-server-on-azure-
vm-iaas-what-is-overview?view=azuresql

The design of Microsoft’s Azure SQL® is sufficiently different from SQL Server® to make it
incompatible with SofTrack.

https://learn.microsoft.com/en-us/azure/azure-sql/azure-sql-iaas-vs-paas-what-is-
overview?view=azuresql

Only SQL Server® or SQL Server Express® can be used by SofTrack.

SQL Server Database Recovery Model Configuration

SofTrack’s use of SQL Server only requires use of the Simple Recovery Model. Utilizing the
Simple Recovery Model will reduce disk space requirements for SQL Server’s Transaction Log.
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The Recovery Model is configured per Database.

Review the following link for all Recovery Model Configurations including how to change the
recovery model:

https://learn.microsoft.com/en-us/sql/relational-databases/backup-restore/view-or-change-the-
recovery-model-of-a-database-sql-server?view=sql-server-verl6

If using the SQL Server Management Studio you can directly change the recover mode via the
command

ALTER DATABASE SOFTRACK ENTITY DEFAULT SET RECOVERY SIMPLE;
This will need to be repeated for each SofTrack Entity Database.

SQL Configuration

SofTrack’s Managed Assets requires two primary configurations. The first is defining the
connection to the selected Microsoft® SQL Server. The second is the installation of the
workstation agent (ST _SLAM Agent — detailed in Chapter 4).

SofTrack’s Managed Assets utilizes Microsoft’s SQL Server (free Express edition or licensed
edition). It is presumed a Microsoft® SQL Server has been previously installed and accessible by
both the SofTrack Server Agent host and any workstation using the SofTrack Console for
managing or reporting of SofTrack Managed Assets.

To begin, open the SofTrack Console, select the Managed section and click the SQL Configuration
ribbon button:

Server WVCSLOCALDCOL: Managed - SofTrack Console

Home Agents Profiles Settings Reports

Refresh  Export SQL SQL Add
Statistics = | Configuration ' Maintenance = | Entity
Assistance
Ma naged Configure S0L
g- Home Configure 50L Server Database
; Entity (DEFA Connection; Configure TCR/IP

Port for STSLAM Agents
| Communication

And the following window will appear:
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5CL Transfer Configuration for server DC1 x

Master Configuration to be used by ALL Sof Track Entity Databases
Enter Mame of SQL Server:

Bxample SCOL Server Name: DCTWSGLEXPRESS
Please ensure that the selected "SGL Server Network Connection” is configured for TCP/IP and, #
needed, Mamead Pipes

Mote: To perform the following functions your cumrent logon credentials must have sufficient privileges
on the selected SQL Server

Click here to connect to defined SGL Server and add cument server object as ‘sysadmin’ role and
create/update Sof Track Entity Default DE + Tables

Define TCPAIP Port for STSLAM Agent communications:

[

Port must be unused for any other software on your network
Suggested Port value: 50000 - 64000; madmum value = 64000
Selected Port must be allowed at all hardware and software Firewalls + passthm rules at each WAN Accelerator

Changing an existing Port to a new value while the 554 is cumenthy active will be recognized after nest 554
restart

ff set to 0, agent communications via TCP/P will not occur, however, communication via named pipes will
remain available, otherwise all agent activity joumal files can be manually copied from each workstation to
STLOGNSTSLAM folder

Begin by entering the server name + SQL server instance name.

Next, click the button “Click here to connect to defined SQL Server...”, a progress window will be
shown:

Creating the DEFAULT Entity
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4

«* o000
? ooooz:
? oooos:
? oo0os
« oooos:
= oonce:
«* o000
= oooos:
? o00os:
? oo

Step Count: Server

DC1\SOLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SOLEXPRESS

DC1\SQLEXPRESS

Action

Connecting to SQL Server

Found SOFTRACK_ENTITY _DEFAULT Database (already exists, defined)

Add Login for local [NT AUTHORITY\SYSTEM]

Already Exists: Login for [NT AUTHORITY\SYSTEM]

Add ROLE sysadmin for local [NT AUTHORITY\SYSTEM]
Successfully added ROLE sysadmin for local [NT AUTHORITY\SYSTEM]

Add Login for Remote Mame of SOFTRACK Server Agent [TESTDOMAIN\DC 18]

Already Exists: Login for [TESTDOMAIN'DC 1£]

Add ROLE sysadmin for [TESTDOMAIN'DC 18]

Successfully added ROLE sysadmin for [TESTDOMAIN'DC 18]

Result

QK

QK

oK

QK

Save Results

SofTrack DEFAULT Entity

QL Configuration for

*-’ 00016

4
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& ooz
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Step Count: Server

DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SOLEXPRESS
DC1\SQLEXPRESS

DC1\SQLEXPRESS

: DC1\SQLEXPRESS

DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS

DC1\SQLEXPRESS

Action

Creating Table EntityConfiguration
Successfully Created Table EntityConfiguration
Creating Table INVENTORY

Successfully Created Table INVENTORY
Creating Table INVENTORY_RAM

Successfully Created Table INVENTORY_RAM
Creating Table INVENTORY_CPU

Successfully Created Table INVENTORY_CPU
Creating Table INVENTORY_VIDEQ

Successfully Created Table INVENTORY _VIDEO

Result

oK

QK

QK

oK

oK

Save Hesults

Done
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Step Count: Server

DC1\SOLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SOLEXPRESS

DC1\SQLEXPRESS

Action

Creating Table INVENTORY_MONMITOR

Successfully Created Table INVENTORY _MOMITOR
Creating Table INVENTORY_VOLUME

Successfully Created Table INVENTORY _VOLUME
Creating Table INVENTORY_HDD

Table Already Exists: INVENTORY_HDD

Creating Table INVENTORY_NETWORK
Successfully Created Table INVENTORY_NETWORK
Creating Table INVENTORY_PRINTER

Successfully Created Table INVENTORY_PRINTER

Result -

QK
QK
oK
oK

QK

b

Save Results

SofTrack DEFAULT Entity SOL Configuration for
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? ooos:
? ooz
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& ooz
? 00037
«* o0oss:

4

Step Count: Server

DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SOLEXPRESS
DC1\SQLEXPRESS

DC1\SQLEXPRESS

: DC1\SQLEXPRESS

DC1\SQLEXPRESS
DC1\SQLEXPRESS
DC1\SQLEXPRESS

DC1\SQLEXPRESS

Action

Creating Table INVENTORY_PRINTER
Successfully Created Table INVENTORY_PRINTER
Creating Table INVENTORY_MSKEYS

Successfully Created Table INVENTORY _MSKEYS
Creating Table INVENTORY_AFP

Successfully Created Table INVENTORY _APP
Creating Table ALL_SOFTWARE_USAGE

Successfully Created Table ALL_SOFTWARE _USAGE

Creating Table SOFTRACK_DB_Dates on SOFTRACK_ENTITY_DEFAULT

Successfully Created Table SOFTRACK_DB_Dates on SOFTRACK_ENTITY _DEFAULT

Result -

oK
QK
oK
oK

oK

»

Save Hesults

Definitions for each SQL Table are located in Chapter 9.

ST_SLAM TCP/IP Configuration

If any errors occur, click the Save Results button and send via email to
support@softwaremetering.com - once successfully complete, click Done and then set the TCP/IP

Port:
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Define TCP/IP Port for STSLAM Agent communications:

Port must be unused for any other software on your networl
Suggested Port value: 50000 - 64000; madmum value = 64000
Selected Port must be allowed at all hardware and software Firewalls + passthru rules at each WAN Accelerstor

Changing an existing Port to a new value while the 554 is cumenthy active will be recognized after nesdt 554
restart

If set to 0, agent communications via TCP/IP will not occur, however, communication via named pipes will
remain available, otherwise all agent activity joumal files can be manually copied from each workstation to

STLOGMNSTSLAM folder Q

If the TCP/IP Port is not defined, the SofTrack Managed Assets Agents will be unable to connect
via TCP/IP. However, if workstations are on the same local network as the SofTrack Server Agent
Host, communication via Named Pipes will be attempted.

The Port value is customer-defined, select any Port not currently in-use at the SofTrack Server
Agent host in the range 50000 through 64000. Ensure all inbound and outbound activity for the
selected Port is allowed at all Firewalls (software and hardware). If using any network caching
devices such as those provided by Riverbed®, ensure “pass-through” rules are defined for all
inbound and outbound activity on the selected Port.

Except for the initial configuration, if the Port value is changed it will take effect the next time the
SofTrack Server Agent (SSA) is started.

When the SSA starts and the Port (above) is defined, it will automatically add that Port value as an
inbound firewall rule to allow its activity to be received by the SSA:

b Windows Firewall with Advanced Security

File Action VMiew Help
e =5 =
ﬂ' Windows Firewall with Advance

£ Inbound Rules
Cutbound Rules
,'t"lh. Connection Security Rules

Mame

@ SOFTRACK64_SLAM_TCP
@ SOFTRACKE4_SLAM_UDP
@) SOFTRACKE4_TCP

@ SOFTRACKS4_UDP

b B Monitoring

Important:
If the Port is changed, the firewall rule will not be automatically updated to indicate the new Port.
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Ensure the server’s Windows® firewall rules SOFTRACK64 SLAM_TCP and
SOFTRACK64 SLAM UDP are updated with the new Port value.

SQL Transfer

The SofTrack Server Agent automatically starts an application with the filename SQLSTSXF.EXE
to process workstation activity files (*.STS) found in the STLOG\STSLAM path that has been
licensed verified (becomes filename matching *.STSSQL). This process will insert activity data in
the appropriate SofTrack Entity SQL Table(s) and upon successful completion remove the
*.STSSQL file.

If any errors occur during processing, SQLSTSXF.EXE process will record each to a log file
named sglstsxf.log and this log file will be found in the same path as the SofTrack Server
Agent’s files (typically C:\Windows\Syswow64\Drivers or C:\Windows\Syswow64).

Depending on the number of unprocessed *.STSSQL files, the SQLSTSXF.EXE process will
create up to 249 threads to enable expedited processing of workstation activity into SQL Server.
This can result in the SQLSTSXF.EXE process using close to 1GB of RAM, this is normal and
expected.

Entity Configuration

About DEFAULT Entity

The SofTrack Managed Assets (SMA) SQL Configuration automatically creates the DEFAULT
Entity in the initial configuration (shown 2 pages previous). The DEFAULT Entity (SQL Database
with multiple SQL Tables) is always required as SofTrack depends on its existence for several
items included location for SQL Server Stored Procedures (used for reporting) and various
configuration definitions. Further, the DEFAULT Entity can also be used for storage of user
activity.

SofTrack enables grouping of related workstations per “Entity”, creating a separate SQL Database
with multiple tables for each. Any number of Entities can be defined for any requirement by the
customer. SofTrack defines the “DEFAULT” Entity that will be initially created and used by
default. For many customers, this may be the only Entity used. For other customers, Entities could
be created to separately track different organizational divisions, geographic locations, or any other
requirement. For Managed Service Providers (MSP), Entities would typically represent separate end-
customers. There is no limit on the number of Entities that can be created and used.

Within an Entity SQL database, the combination of workstation name + Machine GUID (provided by
Windows®) is presumed to be unique. Each unique workstation will require a SofTrack Managed
Assets license. SofTrack’s Managed Asset licensing is independent of the number of Entities, only
the number of unique workstations (using the STSLAM agent) are identified and tallied (across all
Entities) towards the number of licenses required. If the STSLAM agent is installed on machine
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using Windows® terminal server licensing, the number of RDS/CALSs (Remote Desktop
Services/Client Access Licenses) installed will be tallied and require an additional SofTrack
Managed Assets terminal server session license. If a workstation is retired or otherwise no longer
requires a license, its license can be freed for use by another workstation. Data from a workstation
whose license has been freed (removed) will continue to be available for reporting, no data is deleted
when a workstation license is freed.

As found in the SofTrack Console, Managed section, the Home view shows all SofTrack Entity SQL
Databases and related statistics.
SofTrack SQL Entity Databases found

Sof Track Ertity Databases & Date Created Database Size Transaction Log Size Mumber of Computers
W |test| | zall L all> P <l L «all> jo.
SOFTRACK_ENTITY_TEST 2022-06-05 21:54:09.... 1590.50 MB 52 MB
SOFTRACK_ENTITY_TESTO3 2023-11-05 20:13:15.... 16.25 MB & MB 36
SOFTRACK_ENTITY_TESTZ2 2023-10-11 16:48:58... 863 MB < 1MB

Defining additional Entities

SofTrack’s Managed Assets (SMA) provides the ability to define separate databases as needed. Each
database is termed an “Entity” and, as shown in the image above, always includes the prefix
“SOFTRACK ENTITY ” followed by the customer-defined Entity name. The customer-defined
portion of the Entity name can be up to 32 characters in length.

For organizations with fewer than 2000 workstations a single Entity may be the correct choice, either
DEFAULT Entity can be used or one or more new Entities created, for example, named for the
company, department, location, function or any other differentiation.

Adding an Entity

To add a new Entity (therefore creating a new SQL Database + Tables), in the SofTrack Console,
click on the Home section and click the Add Entity button:
Server VCSLOCALDCOL: Managed - SofTrack Consaole

Home Agents Profiles Settings Reports Managed

TR S S

Refresh Export SQL SQL Add
Statistics = | Configuration ' Maintenance = | Entity
Assistance Management Assistance
Ma naged Add Entity
B Home “ Add new Entity to 5QL Database

The following prompt will appear:
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50CL Entity Dratabase Creation server D1 x

Create new Sof Track Entity Database Cancel

Mame of SGL Server Host:
DC1\SQLEXPRESS

Enter name of new SOFTRACK ENTITY Database:

MName can contain A-Z, 09 and symbols "8 "§ '@ "

Maximum name length is 32 characters
MNamed entered wil automatically be pre-pended with "SOFTRACK_ENTITY_

Click here to create Sof Track: Entity Database + Tables

As shown above, the name defined can be up to 32 characters. Letters A-Z, numbers 0-9 and
symbols $ # @ _are allowed. If any spaces or other characters (such as a period or dash) are
entered in the name to create, each will be automatically converted to an underscore before creating
the Entity.

The name entered will automatically be pre-pended with the name ‘SOFTRACK ENTITY ’
All SofTrack SQL Databases start with the name

SOFTRACK _ENTITY _

If the name entered exactly matches an existing Entity, the Entity’s SQL Tables, Indexes and
Stored Procedures will be re-created (if any were missing). The Existing Table’s data will be
unchanged and no data lost.

A progress window will appear after clicking the button (shown in the image above):

Click here to create SofTrack Entity Database + Tables

Considerations for planning Entity creation

SofTrack Managed Assets (SMA) allows any number of Entities to be created. Additionally,
Entities can be merged and deleted. SMA workstation STSLAM agents are pre-configured to
report to a specific Entity, this connects each workstation agent to a specific Entity. All data
gathered for each STSLAM agent will be reported and stored in the pre-defined Entity’s database.
When required, data from one or more individual workstation’s agent can be selectively moved to a
different Entity. Additional functionality is detailed in Chapter 5.

The following is a simple example of an Entity Structure using 2 Entities:

Active
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Retired

The Active Entity receives all gathered activity data from STSLAM agents. Later, as workstations
are retired or removed (i.e. lost, stolen, destroyed, etc) the activity data for those workstations are
moved to the Retired Entity. This can provide an easy method to constrain reporting without
requiring any special reporting rules. Simply report from the Active Entity for current activity,
and, when required, report past activity from the Retired Entity.

Another simple Entity example is one that a school system might use:

Staff

Students

Labs
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The following is a more complex example of an Entity Structure using 5 Entities:

Accounting

Engineering

Management

Field

Retired

The business units Accounting, Engineering and Management Entities receive data gather from
workstations used by persons in those specific areas of the organization. The Field Entity receives
data from offline sources such as Laptops used on outside projects and are not regularly in the

office.

The following is a more complicated example of an Entity Structure using business unit and
region:

Main_Austin
Main New York
Main_Dubai
Main_London
Main_Signapore
Main Australia
Main_ Americas
Engineering_Austin
Engineering_Dubai
Accounting New_York
Field Dubai

Field Singapore
Field Canberra

The goals of segmenting Entities as shown above is two fold:
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One result is is it enables reporting to quickly and easily identify relevant organization divisions
and associated usage.

The other, is for performance, each Entity above could utilize a separate SofTrack Server Agent
(SSA) and therefore streamline data collection local to each separate office while requiring only a
single connection (i.e the SSA) from each location to the centralized SQL Server host that stores all
activity for all Entities. This can be particularly important for larger organizations with thousands
of workstations. To be clear a single SSA can handle processing of an unlimited number of
Entities, there is no requirement to have a separate SSA for each Entity.

Automatic SQL Maintenance

Server VCSLOCALDCO1: Managed - SofTrack Console 4
Home Agents Profiles Settings Reports Managed A Style e
- Managed Assets Administrator Guide
- ++ x ’ Interactive Report Configuration
Refresh  Export SQL SQL Add  Import Merge  Delete  Manage Reports Reports
Statistics = Configuration | Maintenance = | Entity Data Entity Entity Entity | [4pps)~ (Devices)~
Assistance Management Assistance
SQL Maint :
Managed QL Maintenance SofTrack SQL Entity Databases found
SQL Server Maintenance
H
= ome = Options At... Database Size Transaction Log Size Number of ...
W |test e j:ﬁ' <all= j::' <all = ,f::' <all= j::‘
b | SOFTRACK_ENTITY_TEST 20:22-06-05... 150.50 MB 52 MB 36

SofTrack’s Managed Assets (SMA) includes automatic SQL Maintenance features. These abilities
provide data purging as indicated in this section of each SMA Entity Database.

To review the current SQL Server® details, from the SQL Maintenance ribbon button, select
Configure SQL Server Database Maintenance:

Server VCSLOCALDCOL: Managed - SofTrack Cons
Home Agents Profiles Settings Reports Managed
b
L A
e ++ x #
Refresh Export SOL SOL Add  Import Merge  Delete  Manage
Statistics = | Configuration | Maintenance = Entity Data Entity Entity Entity
Assistance Configure SOL Server Database Maintenance BNt Assiste
View SOL Server Purge Activity Lo
Managed Q ae Adity Lod
View SQL Ser| 5QL Maintenance Configuration
[El-= Home e |
SO TTEEK By Lt SOL Server Maintenance Configuration
X |test for automatic data purge

The following will appear:

53



SofTrack Managed Assets Administrator Guide

SQL Database Maintenance for server VCSLOCALDCO1 x

SQL Server Express Edition Notes:

EXPRESS Edtion detected:

The size of each Entity Database will be automatically reduced
when »8GE in-use, oldest activity data will be removed until size
is less than 8GE (checked daily at midnight)

SQL Server Version:

Microsoft SQL Server 2014 (SP3) (KB4022619) - 12.0.6024.0
(¥64) iSep 72018 01:37:51 ICopyright (c) Microsoft
Corporation |Express Edition {64-bit) on Windows NT 6.1 X645
(Build 7601: Service Pack 1)

~| Engage automatic purge activity data
(occurs at midnight on first Sunday of each month)

Purge Options:
‘Purge activity data older than 18-menths!

*) Purge activity data older than 24-months
Purge activity data older than 30-maonths

Purge activity data older than 36months

Entities Excluded from Punge option Add

14 [ Remove

Save Configuration

This window shows the version of SQL Server® in-use and if Express® edition detected. This
window also provides options to automatically trim the SQL Databases for each selected Entity
(this is described later in this Chapter).

Automatically Maintaining SQL Server Express®

SMA can use Microsoft’s SQL Server® or SQL Server Express®. An important limitation of the
Express® edition is each SQL Database is allowed a maximum of 10GB of space and once reached
no more data can be added.

When the Express® edition is in-use, to assist with maintaining the data collected by SMA, the
SofTrack Server Agent (SSA) will automatically (no configuration required), each day at midnight,
connect to SQL Server Express® and obtain the size of each SMA Entity Database and if any are
found to be using more than 8 GB of space, a process will be started by the SSA to remove the
“oldest” 30 days of activity from the following tables:

ALL SOFTWARE USAGE
ALL PAGE_TITLE_ACTIVITY
TCPUDP_STATS

ALL LOGON_ACTIVITY

The other tables do not grow in response to time and are unlikely to be of a significant influence on
the overall size of the SQL Database (per Entity database).

The date of the oldest activity is first detected via a SQL Query and then the 30-day period after
that time is determined. This process is completely automatic.

When data is removed a log file named SQLSTSXF.TRIM will be created (and maintained) and
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activity performed detailed within. This file is found in the path where the SSA is installed
(typically c:\windows\syswow64 at the SSA host server).

Sample result:

[ver=2023.11.09]Event €@ 11/5/2023 00:00:06 :TRIM SQL DATABASE; SOFTRACK ENTITY TEST03; Current Size: 8158 MB;
[ver=2023.11.09]Event @ 11/5/2023 00:00:16 :DELETE RECORDS WORKED; DELETE FROM [SOFTRACK_ENTITY_ TESTO03].[dbo].[ALL_SOFTWARE_USAGE]
WHERE ((EXEExitTime <= '2021-11-01 00:00"));;

[ver=2023.11.09]Event @ 11/5/2023 00:00:16 :DELETE RECORDS WORKED; DELETE FROM

[SOFTRACK_ENTITY TESTO03].[dbo].[ALL_PAGE_TITLE ACTIVITY] WHERE ((PageViewStartTime <= '2021-11-01 00:00"'));;

[ver=2023.11.09]Event €@ 11/5/2023 00:00:16 :DELETE RECORDS WORKED; DELETE FROM [SOFTRACK ENTITY TEST03].[dbo].[TCPUDP_STATS] WHERE
((ConnectionStartTime <= '2021-11-01 00:00"));;

[ver=2023.11.09]Event @ 11/5/2023 00:00:16 :DELETE RECORDS WORKED; DELETE FROM [SOFTRACK_ENTITY TESTO3].[dbo].[ALL LOGON_ACTIVITY]
WHERE ((RecordType=193) AND (LogoffTime <= '2021-11-01 00:00'));;

[ver=2023.11.09]Event @ 11/5/2023 00:00:16 :DELETE RECORDS WORKED; DELETE FROM [SOFTRACK_ENTITY_ TESTO03].[dbo].[ALL_LOGON_ ACTIVITY]
WHERE ((RecordType=200) AND (UnlockTime <= '2021-11-01 00:00'"));;

[ver=2023.11.09]Event @ 11/5/2023 00:00:19 :SHRINK DATABASE WORKED; DBCC SHRINKDATABASE (SOFTRACK ENTITY TESTO03);

This file’s contents can be viewed within the SofTrack Console:

Server VCSLOCALDCO1: Managed - SofTra

Home Agents Profiles Settings Reports Managed

A

S—

N +4+ x
Refresh  Export SQL SQL Add  Import Merge  Delete kA

Statistics = | Configuration ' Maintenance = = Entity Data Entity Entity
Assistance Configure SQL Server Database Maintenance BN

View SQL Server Purge Activity Log

Managed
WView 50
[El-= Home - sorraceErm  View SQL Purge Log

o [test View S0L Server Data Purge Log
b | SOFTRACK ENT (s9lsts:f.trim)

Optionally Purge Older Data of each SQL Server® Database

SofTrack Managed Assets (SMA) can be optionally configured, per SofTrack Entity Database, to
purge data with timestamps older than one of the following time periods:

e 18 month
e 24 month
e 30 month
e 36 month

To configure, from the SQL Maintenance ribbon button menu, select Configure SQL Server
Database Maintenance.

The following window will appear:
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SQL Server Version:

Purge Options:

5L Database Maintenance for server VCSLOCALDC01 X
SQL Server Express Edition Notes:

The size of each Ertity Database will be automatically reduced
when =8GE in-use, oldest activity data will be removed until size
is less than 8GE (checked daily at midnight)

Microsoft SQL Server 2014 (SP3) (KB4022619) - 12.0.6024.0
(¥6d) ISep 72018 01:37:51 Wopyright (c) Microsoft
CorporationlExpress Edition {64-bit) on Windows NT 6.1 <X
(Build 7601: Service Pack 1)

+| Engage automatic purge activity data

{occurs at midnight on first Sunday of each morth) @

:Purge activity data older than 18-morths:

*| Purge activity data olderthan 24-months
Purge activity data older than 304months
Purge activity data older than 36months

Entities Excluded from Purge option

Save Configuration

Add

» Remave
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Click the “Engage automatic purge activity data..” checkbox and then select the time period. The
time period configured will only purge data from the following tables of each included SofTrack
Entity Database that was collected prior to the indicated time period (using the current date
performed to determine the purge date to use).

ALL SOFTWARE USAGE

ALL PAGE_TITLE ACTIVITY
TCPUDP_STATS
ALL LOGON ACTIVITY

When configured, the purge process is automatically performed by the SofTrack Server Agent
(SSA) at midnight on the first Sunday of each month. The details of the purge process is saved to
the SQLSTSXF.TRIM file located in the SSA path at the host server. Typically this path is
c:\windows\syswow64. Further, the contents of this file can be directly viewed via the View SQL
Server Purge Activity Log menu item:

Assistance

Home Agents Profiles
-
S—
—r
Refresh  Export SQL

Statistics - | Configuration

Settings

s0L

Maintenance = Entity Data Entity Entity Entity | [Apps)~ [Devices)~

Server VCSLOCALDCO1: Managed - SofTrack Console

Reports Managed

++ x s
Add  Import Merge | Delete  Manage Reports

Configure SQL Server Database Maintenance ENtAssistance

Managed View SQL Server Purge Activity Log
- View SQL-Sanume Teancfae febivit |
IqE‘ Fome » v Sorrrack ey View SQL Purge Log Ltabase Size
w — W= P s X |test View SQL Server Data Purge Log
w IE -~ @ - b |SOFTRACK_ENTI| (sglstsxf.trim) H50.50 ME

Reports

SofTrack SQL Entity Databases found

- O x
~syle ~ @

Managed Assets Administrator Guide

Interactive Report Configuration

Transaction Log Size Number of .. &
Ll Je]

Fil= Edit Farmat ‘iew Help

[ver=2023.
[ver=2023.
[ver=2023.
[ver=2023.
[ver=2023.
[ver=2023.
[ver=2023.

.09]Event
.09]Event
.09]Event
.09]Event
.09]Event
.09]Event
.09]Event

12/3/2023 00:00:05 :TRIM SQL DATABASE; SOFTRACK_ENTITY_TESTO3;
12/3/2023 00:00:05 :DELETE RECORDS WORKED; DELETE FROM [SOFTRAC
12/3/2023 00:00:05 :DELETE RECORDS WORKED; DELETE FROM [SOFTRAC

12/3/2023 00:00:06 :DELETE RECORDS WORKED; DELETE FROM [SOFTRAC
12/3/2023 00:00:06 :DELETE RECORDS WORKED; DELETE FROM [SOFTRAC

@
@
@
@ 12/3/2023 00:00:06 :DELETE RECORDS WORKED; DELETE FROM [SOFTRAC
@
@
@

12/3/2023 00:00:07 :SHRINK DATABASE WORKED; DBCC SHRINKDATABASE
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This option can be configured to exclude specific Entities from being automatically purged. Use
the Add and Remove buttons to manage.

Viewing the SQL Server® transaction activity log

SofTrack Managed Assets (SMA) includes the ability to review any exceptions that have occurred
during inserting of workstation agent data into SQL. This option may be requested by our support
team to help review and correct issues preventing collected data from being inserted into SQL.

Server VCSLOCALDCOL: Managed - Sof

Home Agents Profiles Settings Repaorts Managed

-

—

et +4+ x
Refresh  Export SaQL SaQL Add  Import Merge  Delete

Statistics = | Configuration | Maintenance = Entity Data Entity Entity
Assistance Configure SQL Server Database Maintenance ©
Managed View SQL Server Purge Activity Log

View SQL Server Transfer Activity Log

Home A
SOTTTACK T T IAT S e | [=TE | TS

Entity(COLA) ) o
- hd test View 5QL Transfer Activity Log

4- ) 4
b | SOFTRACK_ View SCIL Server Data Transfer Activity
Q » SOFTRACK_ | Log (sqlstsxf.log)

— SOFTRACK b

File Edit Format View Help

[ver=2022.12.29]Event @ 1/14,
[ver=2022.12.29]Event @ 1/14,
[ver=2022.12.29]Event @ 1/14,

Viewing the SMADASH_RPT Error log

SofTrack Managed Assets (SMA) includes the ability to review any exceptions that have occurred
during scheduled reports (SMADASH RPT.LOG). This option may be requested by our support
team to help review and correct issues preventing scheduled reports from successfully completing.

Server VCSLOCALDCD1: Managed - SofTrack Console

Home Agents Profiles Settings Reports Managed

— = = E;' C—1
— + ¥+ #
Refresh  Export SaQL SQL Add
Statistics = Configuration | Maintenance = = Entity
Assistance Configure SQL Server Database Maintenance 15

View SQL Server Purge Activity Log

Managed
Home View S0L Server Transfer Activity Log
Agents View SMADASH_RPT (Scheduled Reports) Error Log |°
Applications e
Devices View SMADASH_RPT Error Log
M d
+ an:bge d View SMADASH_RPT (Scheduled Reports)
Dashboards Error Log (smadash_rpt.log)

File Edit Format Wiew Help
[F1.4.0.51TAua 6. 2022 @ .

$ | SMADASH_RPT - Notepad
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Chapter 4 Installing the Workstation Agent

Overview

User and workstation activity is gathered by the SofTrack Managed Assets (SMA) workstation
STSLAM agent. Without further configuration, the STSLAM agent automatically gathers all
data. The only configuration required is the name of the Entity to report to and the server to
transmit gathered activity for inclusion into SQL Server. The STSLAM agent does not require
connectivity to the SofTrack Server Agent (SSA). For those workstations operating offline, the
STSLAM agent records all activity to journal files and those files can be manually copied to the
SSA for reporting.

To begin the process of configuring the STSLAM agent installation MSI, open the SofTrack
Console and select the Managed tab.

Workstation Agent installation via MSI

Open the Agents view within the Managed section of the SofTrack Console and select the desired

Entity.
Server DC1: Managed Agents Entity - SofTrack Console
Home Agents Profiles Settings Reports Managed
. 4
Refresh  Export Create
Statistics = | Agent MSI
Assistance Assistance
Managed
b= Home = Status 4 Disabl.. | Ertiy
4-§p Agents
P Entity(DEFAULT)

Click the Create Agent MSI button in the ribbon bar. It will respond with a two pop-up messages:

The path shown in the pop-up messages will be the same as where the SofTrack Console was
opened.
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MSI CREATED x

| Chternphst201 8\stslam-install-DEFAULT .rsi

oK

and

MSI CREATED x

| Chternphst2018\stslam-install-DEFAULT -via-193-206-217-44. msi

oK

The first MSI will default to using Named Pipes via the server name and if Named Pipes is not
available it will then attempt communication via TCP/IP if the server’s IPv4 address is resolvable
via DNS. This MSI also includes the Entity name and will be used to configure the agent when
installed.

The second MSI will default to using TCP/IP via the IPv4 address detected for the current
SofTrack Server Agent host (198.206.217.44 based on the image above). If communications via
TCP/IP are unsuccessful the agent will not attempt Named Pipe communications. This MSI also
includes the Entity name and will be used to configure the agent when installed.

IMPORTANT:
Choose one MSI to install the STSLAM agent, the choice of communication style is the only
difference between the 2 MSIs created by this process.

Anytime the STSLAM agent is unable to connect to the SofTrack Server Agent (SSA) it will
continue to track activity to journal files located in the local ST SLAM.ASL path as further
discussed in this section. Once network connectivity again allows connection the SofTrack Server
Agent, the collected activity journals will automatically be transmitted. However, the STSLAM
Agent can operate completely offline at all times and only its activity journals (rendered in files)
need be moved to the SSA for inclusion in reporting.

The Create Agent MSI function uses the stslam-install.msi file that was created during the
extraction of the SofTrack files. Never directly modify or use the stslam-install .msi file
- this is the unconfigured msi file used as the basis to create MSIs for each Entity.

The resulting files, in the example above ‘stslam-install-DEFAULT.msi’ and ‘stslam-install-
DEFAULT-via-198-206-217-44.msi’ are ready for distribution to your workstations. This MSI can
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be manually run and it can also be distributed via a GPO in Active Directory environments or other
distribution tool.

When manually launched, the MSI will appear similar to the following:

i@ SofTrack-SLAM-Install Setup
Ready to Install

The Setup Wizard is ready to begin the SofTrack-5SLAM-Install installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Badk”™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back

Cancel |

After clicking the Install button, the installation will quickly complete.

However, the Installation process is not complete, it automatically starts a process named:

STSWRAP.EXE

And this process can take up to 2 minutes to complete.

it Windows Task Manager
File Options View Help

.Applimtions Processes |Ser'u'ices I Performance I Metworking I Users I

Image Mame = PID

Once its process exits, the agent is immediately started (i.e. STSWRAP.EXE process ends and the
ST SLAM.EXE process is started).

The agent installation (stswrap.exe) will result in the following files

ST SLAM.EXE
TSLTSE64 .EXE
SMA 32.DLL
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SMA 64.DLL
SLAM K64.SYS
INVENTRY . EXE (this file is shared with the SofTrack License Control workstation agent,
icensed separately)
SMAADESK.DLL (this file is used to track Autodesk® Plugin and Addin usage)
SMAAG64c.EXE

Being created in the following path:

(64Dbit system)
C:\windows\syswow64\drivers

(32bit system)
C:\windows\system32\drivers

The file SLAM_K64.SYS is for 64-bit systems and is installed in the path
C:\windows\system32\drivers

Once started, the STSLAM agent will create a new folder, ST SLAM.ASL in the path where it is
installed. This folder will be used to stage encrypted journal files (*.STS) for delivery via TCP/IP
or Named Pipes. These files can also be manually moved to the SofTrack Server Agent path:

STLOG\STSLAM

for processing.
Also, after the STSLAM agent is in-use, the file

inventory.isw
will be created, do not move or remove this file it is used internally by the STSLAM agent.

The agent installation process creates 2 Windows services, the “SofTrack Software License Asset
Managed (STSLAM) Service” and, only on 64-bit systems, the “SLAM_Ko64” service. The
SLAM_K64 service is not shown in the Windows® services control panel, it is only started and
stopped by the “SofTrack Software License Asset Managed (STSLAM) Service”.

Reconfiguring Server name or Entity name

Important:

If you change the SERVERNAME or ENTITYNAME used by any workstation where the
STSLAM Agent (MSI) has been installed you have two methods to make changes to either or both
of these values:

Option #1:

Create a new MSI via the SofTrack Console and on the workstation, manually re-cache it with the
following command:
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MSIEXEC /fv install-stslam-ENTITYNAME.msi

This will force the new MSI to be used instead of the cached version of the previous version of the
MSI used for installation. This command will ensure this newer MSI will be cached on the
workstation where installed.

Next, to perform the re-installation enter the following command:

MSIEXEC /fa install-stslam-ENTITYNAME.msi

If either or both of the above fail to successfully complete, use the following command:

msiexec /I stslam-install-entityname.msi REINSTALL=ALL REINSTALLMODE=A

The MSI process screen will complete/close, however, the update process continues. Please wait
until it completes before rebooting the workstation.

Option #2:
The server name and entity can be re-configured on a specific workstation without re-installing the
MSI.

To change the server name, create a text file named:
server.st slam

and make its only contents either the server name such as FSI or the server’s IPv4 address such as
10.1.1.1

To change the entity name, create a text file named:

entity.st slam
and make its only contents the name of the entity such as DEFAULT or IT DEPARTMENT.
After the file is created there are two possible paths to place the file:

(64bit system)
C:\windows\syswow64\drivers

(32bit system)
C:\windows\system32\drivers

_OI‘_
C:\users\<username>\Desktop
The STSLAM agent will check once per minute for these files and if found will read the file, store

the new value(s) to the local workstation Windows® Registry and then delete the file
(server.st slamorentity.st slam).
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Communication Methods

The first STSLAM Agent MSI (i.e. “stslam-install-EntityName.msi) is always configured using the
Server Name. This server name is used by the STSLAM Agent to attempt communications to
deliver the workstation’s activity journal (log files). The agent will initially attempt to
communicate via Named Pipes. Named Pipes utilize normal Windows communications methods
and do not require any changes to any firewalls. If Named Pipe communications are not available
the agent will then attempt to look up, via DNS, the IPv4 address of the Server (by the server’s
name). If successful in acquiring the IPv4 address the agent will attempt to communicate first via
Port 3884 (SofTrack’s static port assigned by the IANA for worldwide use) to determine the
Managed Assets Port to be used. If no port is configured (i.e. Port value is 0) or if communications
via Port 3884 are not successful the agent will be unable to deliver its journal files via the network.

The second STSLAM Agent MSI (i.e. “stlsam-install-EntityName-via-198.206.217.44.MSI) is
always configured to use the IPv4 address of the SofTrack Server Agent. The agent will attempt
to communicate first via Port 3884 (SofTrack’s static port assigned by the IANA for worldwide
use) to determine the Managed Assets Port to be used. If no port is configured (i.e. Port value is 0)
or if communications via Port 3884 are not successful the agent will be unable to deliver its journal
files via the network.

As shown in the previous section, the server name value can be configured to be a direct IPv4
address. When the configuration is set to use a direct IPv4 address, there will not be any attempt to
transmit via Named Pipes, only TCP/IP will be attempted.

In the SofTrack Console, Managed tab, Agents view, open the Entity to review the last
communication times and method used for each workstation agent. If the workstation agent is
unable to communicate you will either not find a value for its Last Communication or that time will
be in the past. If the agent is able to communicate via the network, transmission is performed once
every 15 minutes, however, if no ready journals are present, the agent will not communicate, re-
checking every 15 minutes.

Agents View for Entity(COLA)

Status & Disabled U... | Entity  Workstat... | M... TSECALs | Agert Version | Last IP Addr... | Last Communication | Last File Upload

M|l s PRI all= ) «alls 2| =l A =l 2|l
ALLOWED coLAa vCsiDcr (37.. |0 7.0 198206.217.... Sep 21, 2020at 1... | Sep 20. 2020 at 14

Separately, the “Last File Upload” column indicates the last time a workstation agent’s journal
file(s) were directly copied to the STLOG\STSLAM folder.

Agents View for Entity(COLA)

Status & Disabl... | Entity Workstation | Machine G...  TSECALs Agert Vers... | Last IP Ad...  Last Comm... Last File U...
;:‘ <all ,:':' <all ,:'::' <l ;:‘ <all ,:'::' <all> ,:':' <all ,:':' <all ,:':' <all > ,:'::' <all > ,:'::' <l j:‘
ALLOWED COLA DESKTOP-... NO_MGUID |0 SI_IMP Aug 11, 200
ALLOWED COLA M¥L1281 8eb76cZa-.. 0 7.01a Aug 25, 20...

In the view above “SI_IMP” value in the Agent Version column indicates that workstation was
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imported (this type of agent will not use a license). SI=Smart Inventory, IMP=Import. This type
of import is detailed later in this chapter.

Manually Upload STSLAM Agent Activity to SofTrack Server Agent
For workstations where the STSLAM agent has no connectivity to the SofTrack Server Agent there

is the option to copy/move its journal files for reporting. To manually copy the agent’s journal
files, locate the following folder on the workstation:

(64bit system)
C:\windows\syswow64\drivers\ST SLAM.ASL

(32bit system)
C:\windows\system32\drivers\ST SLAM.ASL

This folder stores encrypted journal files (*.STS). These files can be manually moved to the
SofTrack Server Agent path:

STLOG\STSLAM

The data within these files is encrypted and serialized for uniqueness. If these files are accidentally
duplicated, there will be no duplication of data within the SQL Tables.
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Communication Failure

If the STSLAM Agent is not connecting to the SofTrack Server Agent, at the affected workstation,
enter the following command:

C:\windows\syswow64\drivers\ST SLAM -verify
It will present a status window detailing the communication problem.

Example verify result:

SOFTRACK VERIFICATION RESULTS (Placed in PASTE buffer) *

'6' SofTrack Software License Asset Management Agent v7.03c

[COMMECTIMNG TO SOFTRACK ON IP 152.206.217.44]...

Failed (=timeout> could be firewall blocking port 3884) to connect
[2cd9cecl], unable to send message.

Send to TCP/IP Port is not defined

RESPOMSE: SERVER AGEMT 5 MOT LICEMSED FOR 5T_SLAM, UMABLE
TO ACCEPT UPLOADS

........................................

The text values are copied to the paste buffer to assist in sending the output via email.

Startup and Activity Tracking

When a user first logs on to a workstation while the STSLAM agent is active it will immediately
begin tracking the user’s activity.

The STSLAM agent records all applications used, but only for applications that have a user
interface. Other than selected activities such as TCP/IP upload and download activity and crashed
applications, background activity of applications without a user interface is not recorded. Idle and
Active time on the user desktop is tracked. And, the agent will retain tracking data in-between
workstation reboots, thus if the workstation is suddenly turned off while the user was actively using
applications, once rebooted, the agent will automatically record the correct exit time of each
application based on the last minute of usage prior to the interruption (which could also be the
result of a workstation crash instead of a power off event). Likewise, User “logoff” time will be
indicated as the time of the abrupt workstation shutdown.

Removing a Workstation License

When a workstation is to be decommissioned, follow these procedures to ensure it no longer uses a
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SofTrack Managed Assets workstation license:

To resolve, in the SofTrack Console, Managed tab, select the Agents view and then the select the
Entity and locate the workstation and click the Disable Agents(s) button:

Server DC1: Managed Agents Entity - SofTrack Console

Home Agents Profiles Settings Reports Managed

+
x
Refresh  Export Create  Disable
Statistics = Agent M5l Agent(s)
Assistance Assistance
Ma nagEd Disable Agent
= H Disable/Remove selected -
s ) eme Waorkstation Agents ¥ i
A - Agents -
H H - T || - o || - o | | P L g
..#% Entity(COLA) 4 g ‘ z

.2 Entitv(DEFAULT) o ——

This will communicate to the SofTrack Server Agent that the workstation agent is no longer to use
a license and that workstation will be blocked from transmitting/submitting any activity data for a
period of 30 days. Any such newly received data will be deleted and not processed into SQL, thus
ensure the workstation will no longer be transmitting data using the previous Entity name. After
the 30-day period, the workstation’s entry in the Agents Entity view will be automatically removed
by the SofTrack Server Agent and that workstation will then be able to be again configured to use
that specific Entity for its activity data collection.

If the workstation is to remain in-use, but no longer use the SofTrack workstation agent, use the
MSI removal procedure. Otherwise, if the workstation is being retired and will no longer be in-
use, the MSI removal procedure is not required.

Changing Workstation Entity and changing Workstation License

If changing the ENTITYNAME the workstation, once its data (logged using new Entity Name) is
communicated to the SofTrack Server Agent, that workstation will be using 2 licenses. To resolve,
in the SofTrack Console, Managed tab, select the Agents view and then the select the PREVIOUS
Entity and locate the workstation and click the Disable Agents(s) button:
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Server DC1: Managed Agents Entity - SofTrack Console

Hame Agents Profiles Settings Reports Managed

+
x
Refresh Export Create  Disable
Statistics = Agent M5l Agent(s)

Assistance Assistance
ManagEd Disable Agent
b= Home - Di_sahle,-‘F'\_env:u_ﬁ.-'e selected -
. Waorkstation Agents il i
4-Rp Agents =1
Eo Entity(COLA) 2 - Al A

b [ ALLOWED DEFAU... C

o Entity(DEFALULT) . .

This will communicate to the SofTrack Server Agent that the workstation agent is no longer to use
a license and that workstation will be blocked from transmitting/submitting any activity data for a
period of 30 days. Any such newly received data will be deleted and not processed into SQL, thus
ensure the workstation will no longer be transmitting data using the previous Entity name. After
the 30-day period, the workstation’s entry in the Agents Entity view will be automatically removed
by the SofTrack Server Agent and that workstation will then be able to be again configured to use
that specific Entity for its activity data collection.

To complete the workstation’s transition to the new Entity, in the Device Entity view, select the
workstation and click the Move Device button:

Move Device

Server VCSLOCALDCOL: Managed Devices Entity - SofTrack Consaole

Home Agents Profiles Settings Reports Managed

Refresh  Export Hardware Reports Move Set
Statistics = = Categories - N Device | Feminder
Assistance Assistance
Managed [ Move Device(s)
F-= Home a Move selected Device(s)

: Inventory and Usage data to
(-89 Agents O | < selected Entity

B-E8 Applications ~

This will present a window of available Entities, select one and the selected workstation’s SQL
data will be moved to the selected Entity and upon successful data move of each SQL Table, its
data in the original Entity SQL Table will be deleted.

A progress window will appear to detail each action:
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x
Move Devices from SOFTRACK_EMTITY_COLA into SOFTRACK_ENTITY_TEST_S! {will move all data)
Step Count: Server Action Result -
H J onnecang erver
=P 00001: DC1SQLEXPRESS  Connecting to SQL 5
4= 00002: DC1ISQUEXPRESS  Moving [ENG-715603G5CD] [NO_MGUID] Processing...
‘:’ 00003: DCIVSQLEXPRESS  Successfully Moved Table INVENTORY OK
-+ . . DELETE SOFTRACK_ENTITY_COLA.dbo INVENTORY where
=" 00004 DETSQLENPRESS oo e hame —ENG-715603G5C0" AND MachineGUID="NO_MEUID); COMPLETE
- k LUCCESS Y MIOWES able _t
=% 00005: DC1SOLEXPRESS  Successfully Moved Table INVENTORY_RLAM oK
=> , . DELETE SOFTRACK_ENTITY_COLA. dbo INVENTORY_RAM where
4=" 0D006: DCISQLENPRESS (o teriyame —ENG-7 15603G5CD" AND MachineGLID=NG_MGUIDY); COMPLETE
H ’ UCCESS Y MIOWES able _
=P 00007: DC1\SOLEXPRESS  Successfully Moved Table INVENTORY_CPU oK
= , . DELETE SOFTRACK_ENTITY_COLA.dbo INVENTORY_CPU where
4=" 00008: DETVSQLEXPRESS e ame ~ ENG-7 156036500 AMD MachineGLID ='NG_MGUID'); COMPLETE
H J UCCESS ¥ Move abie )
=P 00009: DC1SQLEXPRESS  Successfilly Moved Table INVENTORY_VIDEO ok
N . . DELETE SOFTRACK_ENTITY_COLA.dbo. INVENTORY VIDEO where
4=" 00010: DETWQLEXPRESS 1o terame ='ENG-7 158036500 AND MachineGLID ="NG_MGUIE'); COMPLETE -
L | [ 3

Terminal Server Installation

When the STSLAM Agent is installed on a Windows® server that includes terminal services
(native, Citrix®, other method), the agent will automatically detect the number of terminal server
licenses installed (Microsoft® licenses). Sufficient SofTrack Managed Asset session licenses
must be installed to allow activity logged on the terminal server to be recorded to SQL.

To ensure your SofTrack installation has sufficient Managed Assets Session Licenses, the
following is how the agent detects the number of session licenses (RDS/CAL) installed:

On the terminal server, start powershell (start / run / powershell)

paste the following text into the powershell prompt:

get-wmiobject Win32 TSLicenseKeyPack | out-file c:\valid_path\tsecals.txt
open the resulting tsecals.txt file with NOTEPAD

Find each line that includes "TotalLicenses", add each (if more than one) for all
"KeyPackld=3" sections

https.//docs.microsoft.com/en-us/windows/win32/termserv/win32-tslicensekeypack

The result is the total number of Microsoft® session RDS/CAL licenses installed.
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Agent Licensing Errors and Email Alerting

Each Managed Assets Entity can be separately configured for email alerting.

Server DC1: Managed Entity - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style T ﬂ

Exceed SofTrack License
Mew Workstation Agent

Refresh Configure  Add
Email Email
Assistance Assistance
Managed Entity Alerting Options for Entity(TEST_ACME)
4-= Home
{ Entity(COLA) Following values are for reference only:
Entity(DEFAULT) Entity Description: |
Entity(MEWKEY) Entity Company:
Ent!t_*,rll"I'EST_SI:l Entity Contact:
P Entity(TEST_ACME) Entity Phone:
- Agents _ N
b-E8 Applications Entity Email(s)
- Devices

Send email alerts to all defined in SOFTRACK_ENTITY _DEFALULT
|Use Email Configuration as defined in SOFTRACK_ENTITY _DEFALLT

Email Addresses to send SofTrack ENTITY Alerts

Each Entity can be configured with its own separate email configuration and list of destination
emails. And, as shown, the alerts can be defaulted to the definition of the DEFAULT entity
(SOFTRACK_ENTITY_ DEFAULT).

The reference values will only be shown on the screen above, each is not currently used for any
other purpose.

The checkboxes “Exceed SofTrack License” and “New Workstation Agent” a configurable. There
are other alerts that are not configurable.

Non-configurable alerts that will always be sent to email addresses defined in the DEFAULT entity
configuration:

STSLAM File Excessive Size

Reason: A file matching *.STS found in STLOG\STSLAM larger than 1.9MB
Bad filename will be included in the alert

Resolution: Contact support@softwaremetering.com
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STSLAM File INVALID Size, auto-renamed to .badformat
Reason: A file with invalid data was found in STLOG\STSLAM
Bad filename will be included in the alert
Resolution: Contact support@softwaremetering.com

STSLAM Path Configuration Error

Reason: The SofTrack Server Agent is unable to create the STLOG\STSLAM path and
all workstation agent activity will not be received or process.

Resolution: Manually create STSLAM folder in STLOG path.

STSLAM Disabled Workstation Alert

Reason: A workstation agent from a workstation that has been disabled is
attempting to transfer activity data and will be rejected.

Resolution: Update the workstation agent for its new entity, or uninstall the
workstation agent on the named workstation (name included in the alert).

Exceed SofTrack License will always be sent to both the email addresses defined for the affected
Entity as well as any email addresses defined in the DEFAULT entity configuration:

No Licenses Alert
No Managed Assets licenses are installed (or any installed are expired) and all activity data
from all agents is being blocked.

No TS Licenses Alert
Workstation agents using Session licenses are found and were previously licensed. This
alert indicates no Managed Assets Session Licenses are currently installed, all have been
removed or have expired.

LX1 — Activity data from a workstation agent installed on a non-Windows® terminal server
machine was BLOCKED due to insufficient Managed Assets Workstation licenses
installed.

LX3 — Activity data from a workstation agent installed on a Windows® terminal server was
BLOCKED due to insufficient (or no) Managed Assets Session licenses installed.

LX4 — Count of number of unlicensed ST SLAM (Managed Assets) journal files found
This error will occur once per day between midnight and 1am

This error indicates there are insufficient Managed Assets licenses and journal files are not
being transferred to SQL.

LXS — Count of number of unknown Entity ST SLAM (Managed Assets) journal files found.
This error will occur once per day between midnight and 1am on any day there are files
present in the STLOG\STSLAM\no-entity-db folder.

This error indicates journal files are present in the server’s STLOG\STSLAM\no-entity-db

path; the files found there have an Entity configured that has no matching Entity SQL

Database (i.e the named database cannot be opened due to it not being present). The

filename should indicate the Entity name that is missing. If an Entity Database is added

after workstations began uploading their journals, these files must be manually moved to

the STLOG\STSLAM folder and presuming sufficient licenses are installed, each will be
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transferred to the appropriate SQL Database.

Files will be transferred to the STLOG\STSLAM\no-entity-db when the named entity (first
part of the filename) is not present. This indicates the SofTrack SQL Transfer Agent
(SQLSTSXF.EXE) was able to connect to the configured SQL Server but unable to open
the named SOFTRACK ENTITY database. Reasons for this include the named database
does not exist, is offline or SQL Server itself is in “maintenance mode” of some type that
prevents the named SOFTRACK ENTITY database from being opened. Once the SQL
Server and SOFTRACK ENTITY database(s) are back online, move (not copy, but move)
the files from STLOG\STSLAM\no-entity-db to STLOG\STSLAM (i.e. up one level) and
those files should be processed into SQL as expected.

LX6 — Count of number of *stsSQL ST SLAM (Managed Assets) journal files found that have not
yet been processed.

This error will occur once per day between midnight and 1am

This error indicates there is likely a problem inserting records into the selected SQL Server
and journal files are not being transferred to SQL. This error only occurs when there is, on
average, more than 100 pending *stsSQL journal files per licensed workstation (or, during
an evaluation, more than 10,000 such files). The log file SQLSTSXF.LOG, found at the
SofTrack Server Agent host path (typically c:\windows\syswow64\drivers), should be sent
to support@softwaremetering.com for review and further assistance.

IMPORTANT:

Anytime a Managed Assets License Error occurs, the affected activity data will remain
unprocessed in the STLOG\STSLAM folder. The data is not lost or removed and will be fully
processed once the appropriate Managed Assets license is installed.

New Workstation Agent alerts include:

STSLAM New Agent identified
Alert will include name of Entity, workstation and machine GUID

MSI Removal

Administrator permissions are required when removing the STSLAM agent via the MSI’s Remove
option. This requirement is intentional to prevent standard users from being able to remove the
agent.

When the MSI is directly run the following order of screens will be presented:
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4] SofTrack-SLAM-Install Setu

Welcome to the
SofTrack-SLAM-Install Setup

Wizard

The Setup Wizard will allow you to change the way
SofTrack-SLAM-Install features are installed on your
computer or even to remove SofTrack-SLAM-Install from
your computer, Click "™ext™ to continue ar "Cancel” to exit
the Setup Wizard.

< Back [ Mext = ]

4 SofTrack-SLAM-Install Setu

Modify, Repair or Remove installation
Select the operation you wish to perfarm.

HModify
Allows users to change the way features are installed.

Repair
Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries.

Remove
Removes SofTrack-SLAM-Install from your computer.,

Advanced Installer

72



SofTrack Managed Assets Administrator Guide

- r———-l )
i SofTrack-SLAM-Install Setu X

Remove SofTrack-SLAM-Install

You have chosen to remove the program from your computer,

Click "Remowe” to remove SofTrack-SLAM-Install from your computer. If you want to
review or change any of your installation settings, dick "Back™, Click "Cancel” to exit the
wizard,

Advanced Installer

Removing SofTrack-SLAM-Install

1) Installer Information 23 |

There is a problem with this Windows Installer package.
A program required for this install to complete could not
be run. Contact your support personnel or package
vendar.

Advanced Installer

The MSI will not remove the agent when directly run (the error shown above, or similar, will
occur). The only method to remove the agent requires opening a CMD window “As
Administrator” and directly using MSIEXEC.
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The procedure is to click Windows Start, and run CMD.EXE “right click” and select “Run as

administrator”. At the resulting command prompt, change directory to where the MSI file is
located.

Next, enter the command (replacing the msi filename shown with the actual filename):

MSIEXEC /x stslam-install-EntityName.msi

This method will present a simple series of windows and once complete (may take up to 2 minutes
to complete), the agent’s files, its service and any journal files in ST SLAM.ASL path will be
removed. The files SMA 32.DLL and SMA 64.DLL will remain until the next PC reboot, those
files will then be removed at that time.

Import Data from SofTrack LWA Control Data

If your SofTrack installation includes software metering control (via the SofTrack Local Workstation
Agent (LWA) of that separate product) and workstation audit activity, it is possible to import those
existing records into any existing Managed Assets Entity. No Managed Assets license is required to
perform this action or receive reports. Your existing SofTrack license that enabled the gathering of this
data provides authorization for this ability.

To begin, click on the Home section and click the Import Data button:

Server DC1: Managed - SofTrack Console - 0O X
Home Agents Profiles Settings Reports Managed A Siyle T 0
+4 x
Refresh Export SCOL Add  Import Merge  Delete  Manage FReports Reports
Statistics = | Configuration ' Entity Data Entity Entity Entity [Apps)~ [Devices)~
Assistance Management Assistance
M d Import Records = .t Dat b f d
anage ntity Databases foun
Import Smart Inventory records
1 H P ¥ )
41%= nome| to selected Entity SCL Database Database Size Number ...
Entity(COLA) = : =
E t|t}r|:|:| EF‘EI.'U LT:] ~ T 1 A= o F -El" ; :aII - ~
n
. b | SOFTRACK ENTITY COLA  202007-.. 613 MB 4
A prompt will appear that presents a complete list of all workstations available for
importing:
Import SofTrack Smart Inventory Records to 50L Entity Database [SOFTRACK_ENTITY_COLA] x
Worlstation 4 Date tracking began Import Status Mumber Records Imparted Import
¥ | <l ol XK | <all: | ~ Cancel
ISWW_WINE1 Jul 29, 2017
MININT-DUS2FM4 Jul 9, 2020
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Select the desired workstations. To select all, click the top left box (next to the column title
‘Workstation’). Once selected, click the Import button. The import will commence and the columns
‘Import Status’ and ‘Number Records Imported’ will populate as the import progresses. Once complete
the Import Status will indicate it has completed. The import action occurs in parallel so all workstations
are simultaneously processed.

The import function creates a series of *.STS files in the STLOG\STSLAM folder. Each file will
automatically be processed by the SQLSTSXF.EXE processed into the appropriate Entity database.

If the Import is performed when the SofTrack Server Agent is not active, the data will be transferred into
SQL the next time the SofTrack Server Agent is active.

The data can be imported more than once (will not be duplicated within the same Entity database) into
different Entity databases as required.

Only activity related to installed applications as identified by SofTrack’s Quick Inventory will be
imported.

The data imported will appear in usage activity Reports, but will not include exit time, idle time or
active time, only the start time will be shown. And, the Machine GUID value will be shown as
NO_MGUID and on the Agents Entity section, the Agent version will be shown as SI IMP (Smart
Inventory Import). If the workstation also has the Managed Assets STSLAM Agent installed, the
records will not be combined but you can use the column filter option available in most reports to assist
in isolating a specific workstation by its name regardless of the Machine GUID value.
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Chapter 5 Administration Options

Starting SOFTRACK_CONSOLE.EXE

The SOFTRACK CONSOLE.EXE Administrator tool is the central tool to configure and report
SofTrack usage. SOFTRACK CONSOLE.EXE can be run from any Windows desktop that has
access to the servers(s) to manage.

When starting SOFTRACK_CONSOLE . EXE, it will refer to the following local workstation’s
registry key:

HKEY CURRENT USER\Software\Integrity Software, Inc.

This key is created and maintained by SOFTRACK CONSOLE . EXE. Within this key the
value of the last tab you viewed is stored. Also stored are all servers you have configured
with SOFTRACK CONSOLE . EXE. Therefore, if you use SOFTRACK CONSOLE.EXE on a
different workstation you may not see the expected list of servers. You can easily add
servers by clicking the following button on the Home page, Home section:

]

Add Server
to Console

The following prompt will appear:

Add Server to this console

Server Name:

Mote: Enter the server's name only such as "server1”
Mate: After you click OK a connection attempt will be
made to the named server to establish/verfy its presence.

Once verfied, a SOFTRACK registry key will be created
on the named server.

Cancel

Registry Key Added at Server Host

When SOFTRACK CONSOLE.EXE connects to a Windows server, it will automatically
attempt to create a registry key. The key created will be

HKEY_ LOCAL_MACHINE\Software\Integrity Software, Inc.

Several other keys will be created underneath this key. If the registry key already exists, it
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will not be recreated or otherwise altered.

Backing up SofTrack License Profile and Configuration Definitions and Activity Data

To back up/archive SofTrack’s License Profile Definitions and other configuration details:
1 At the server host, open REGEDIT.EXE.

2 Open the registry key:
HKEY LOCAL MACHINE\Software\Integrity Software, Inc.
3 From the menu, select File and then Export...

4 Save to a file of your choice
To back up/archive SofTrack’s Metering Activity Data:

* Back up with WinZip or another archiving utility the contents, including all
subdirectories, of the directory selected to be the METER . LOG path.

About and Visual Style

To view the version of the SOFTRACK CONSOLE.EXE, click on the ? found at the upper
right corner:

SofTrack Console Wersion X

o SofTrack Administrator Console Version 2, 17y

Build Date: December 2, 2023

To adjust the Visual Style of the SOFTRACK CONSOLE.EXE, click on the ~Style item at the

upper right and a drop down menu will appear, select the visual look. The default style is
“Office 2016 (colorful)”.
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Office 2007 (blug)
Office 2007 [black)
Office 2007 (silver)
Office 2007 [aqua)

Windows Scenic

Office 2010 [blue)
Office 2010 [black)
Office 2010 (silver)

Office 2013 [white)
Office 2013 (light gray)
Office 2013 (dark gray)

®  (Office 2016 [colorful)
Office 2016 (dark gray)
Office 2016 [white)
Office 2016 (black)

Alert Tiles

The SofTrack Console has several Alert Tiles that may appear in the Home section of the Home tab:

Server DC1: Home - SofTrack Console - [m]

Agents ofiles 5 U 1 A Style T 0
2\ -‘; ¢ u [ Evaluators Guide @ support FAQ Webpage "\ ‘ % % ¥+ I
“ |_1 Quick Installation Guide T (51 Option 2 ‘. -’ v q@ E(D @ E()

Website E-mail Download — o . Install Refresh Export Add Server Remove Server  Update Start  Stop  Uninstall
Support  Latest ministrator Guide to Console from Console

sistance Links Server Agent Assistance

Home SofTrack Server Agents known to this console

#% Server Home

Autodesk Not Tracked -
el MXL1281 Alert WX1  HENEIG
License Error WX1 Email for alerting is

CCCUITing now not configured
Click tile to activate

Click to review
198.206.217.146 WX1 ERROR! . Uncenfigured

DC1 STLOG? New BCNT
Started: Jun 05, 2019, 03:44PM STLOG (Log Path) is 18 new untracked
Version: v8.14h | not configured Bentley Codes found
License: 190 Wor 5 this week
License Use: 0

198.206.217.44 Online * Please configure . Please review! .

Alert WX3 Alert WX2

= Profiles License Ermror WX3 License Error WX2
= OCCuring now CCCUTinG now

“s )
‘l.- Settings

Click for error log Cick to review
L Reports W3 ERROR! [ ] WX2 ERROR! @

These Alert Tiles are clickable. Each will change the view to the appropriate section.
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Email?
Email for alerting is
not configured

Alert WX1

License Emror WX1
OCCUITInG now

Click to review

W1 ERROR!

Unconfigured

Alert WX2

License Ermor WX2
OCCUTInG now

STLOG?

STLOG (Log Pathy) is
not configured

Click to review
W2 ERROR!

Please configure ]

Alert WX3

License Ermor WX3
OCCUITinG now

New BCNT

18 new untracked
Bentley Codes found
this week

Click for error log

WG ERROR!

Please review!
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In addition to the Alert Tiles shown above, there is another that has a blue background that will
remind you when your SofTrack License will expire within the next 30 days.

Pop-up SQL Errors

When starting the SofTrack Console, if any SQL Errors are detected in the SQLSTSXF.LOG, (3)

possible pop-up errors can occur, 4064, 229 and 207:

SofTrack Console X

ALERT FROM SOFTRACK SERVER. AGEMT
Error 4064 SQL Transfer permissions error, unable to open SQL Database

Contact your 5QL Database Administrator to ensure permissions are assigned.

SofTrack Consale X

ALERT FROM SOFTRACK SERVER. AGEMT
Error 229: SQL Transfer permissions error, unable to INSERT walues into SQL

Contact your 5QL Database Administrator to ensure permissions are assigned.
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SofTrack Consale *

! Error 207: SofTrack Entity Database(s) missing required column definition(s)
1

Close and re-open this Console using this command line:
SofTrack_Console.exe fsgllpdate

And then in the Managed Home section, dick the 'Update All Entities' ribbon button to ensure new column(s) are
defined

If the Console remains open for 6 hours, it will re-check and the error popups can re-occur.
This is repeated every 6 hours as long as the Console remains continuously open.

Once the error situations are resolved, the error pop-ups can re-occur. To prevent further pop-
ups error messages for resolved issues, delete the SQLSTSXF.LOG, click here to review its
location.

Administrative Options

The balance of this chapter will discuss the options required to configure the server host for use by
SofTrack via the SOFTRACK CONSOLE.EXE application.

Set Log Share Path

Set Log Share Path: Overview

The Log Share Path file is the repository of SofTrack’s activity data including
temporary storage of workstation activity transmitted by the STSLAM agent at each
workstation.

Do not specity a local path such as C:\SOFTRACK for the Log Share path.

Set Log Share Path: How

Open SOFTRACK CONSOLE.EXE and select the desired server then click the “Settings” tab,
select the Settings Home section and enter the desired path the Log File Path (Share) edit
field or use the Path Assistance button to locate the desired share.

* There is no default path.

* Be sure the path includes the Public Share name and, if required, directory path within
that Public Share.

 If the path is erased, no data will be recorded to SQL Server.
 Path selected must be located on the server hosting the SofTrack Server Agent
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Server VCSLOCALDCDL: Settings - SofTrack Console

Home Agents Profiles Settings Reports Managed
l Lt Update o —
[ ]
se’ V@ Uninstal
Refresh Export Log File Path Add Reload Archive
Statistics Assistance Token ALERTS | ALERTS
SofTrack Server Agent(554) Assistance Assistance
Settings Settings (Home)
@ Settings Home
1"} Options | Log File Path (Share) |3t|.;.g
LY Aiffima Mada

Token Maintenance

Token Maintenance: Overview

SofTrack’s usage rights are governed by the token you purchase. For SofTrack to recognize your
token, you must install it on the server(s) it was purchased for, where the SofTrack Server Agent
(SSA) is or will be in use. The SSA does not need to be active to install or remove the token(s). If
you have previously installed an evaluation token, it will automatically be removed once it expires.

The SofTrack token only determines how the SSA performs. Maintenance of the SofTrack token
does not affect or in any way modify the activity data SofTrack has recorded. Likewise,
maintenance of the SofTrack token will not alter any other definitions you have established.

Token Maintenance: How
1 Open SOFTRACK CONSOLE.EXE.

2 Select the desired server, click the “Settings” tab and select the Settings Home section.

Server VCSLOCALDCOL: Settings - SofTrack Console

Home Agents Profiles Settings Reports Managed
‘ﬁ ‘ £} Update ™
Iy
sat V@ uninstall <
Refresh Export Log File Path Add Reload = Archive
Statistics Assistance Token ALERTS = ALERTS

SofTrack Server Agent(554) Assistance Assistance
Settings Settings (Home)
#% Settings Home
[ Options Log File Path (Share] |St|.;.g |
[+ Offine Mode
L User Messages Tokens Installed Expiration Date
[ L License Managers SofTrack Managed Azzets for 455 Workstations on Windows Server [(WCSLOCALD ... Maintenance curent until Aug 22, 2023
LY .
e Users to Notify SofTrack for 113 Workstations on Windows Server WCSLOCALDCOT). t aintenance cumant until Aug 22, 2023

The above figure indicates 2 tokens are currently installed. The installed tokens listed will be all the
tokens that have been installed for the current server. Remember, the SofTrack Server Agent does not
need to be active to perform token maintenance.
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To install your token, click the Add Token button at top of the screen. A new window will appear to
assist in locating your token file to install.

Typically, you would only remove a token if it is expired.

To verify that the SofTrack Server Agent recognizes the token(s) you have installed, watch for the
token details on the selected server’s tile on the main screen of SOFTRACK CONSOLE . EXE.

Server VCSLOCALDCOL: Home - SofTrack Console

Agents Profiles Settings Reports Managed
Evaluators Guide Support FAGQ Webpage L Update
Cuick Installation Guide [512) 372-5991 Option 2 Start =
Install  Refresh Export Add Server Remove Server Uninstall
Administrator Guide to Consaole from Console Stop
SOFTRACK Assistance Links Server Agent Assistance
Home SofTrack Server Agents known to this console

Server Home

|=| Autodesk Mot Tracked Report
Bentley Mot Tracked Report VC S I_O C.A LDCO ]_

Autodesk Mot Metered Started: Jun 17, 2022, 03:47PM
Version: va.16b ol

License; 113 Workstations "-

License Use; 2| 2

SLAM License: 455 Workstations «

SLAM License Use; 2

198.206.217.45 Online

NOTE: The token details are only present when the SSA is active.

Email Alerts

SofTrack includes the ability to send an Email for each alert activity. Beyond specifying the Email
Server configuration, the following alerts require no specific configuration:

o SofTrack Server Agent starting
o SofTrack Server Agent stopping
o SofTrack Server Agent licensing violation (over deployed or not licensed)

Each Email Alert sent has a descriptive email subject and the email body includes relevant details
including when the event occurred.

Email Alerts: How

The Email alerts option allows you to receive Alerts from the SofTrack Server Agent to email
address(es) you specify.
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Server VCSLOCALDCDL: SofTrack Server Agent Email Configuration - SofTrack Console

Home Agents Profiles Settings Reports Managed
Aﬂ’ ‘ ¥ Update ﬂ
L ]
= ¥V @ uUninstall
Refresh Export Configuration Add
Statistics
SofTrack Server Agent[S54) Assistance Email Alerting Assistance
SEttI ngs Email Server Configuration
@& Settings Home Open configuration to seledt =—
[ . email server settings
[a ] Options Er

2] Offine Mode

BT

To begin, click the Settings tab and select the Email Alerting section as shown above and then
click the Configuration button. The following window will appear:

Email Send Configuration for server DC1

Address of SMTP Server (.2, "mail myserver.com™)

Cancel
Port to send to fypical ports include 25=unsecured, 465=55L, 587=TLS5)
# No Securty 5501 TLS
Send As/Retum Email Address {.e. "jsmith @myserver com™)
Password for "Send As" account {if required by selected SMTFP Server)
Send Test
Email

Email Subject is defined by the inttiating action
Send To Recipients are determined by separate configuration

Message is defined by the inttigting action

Each field shown above must be filled in. Once all fields are completed, click the Send
Test Email button to verify your configuration. Click Save button when complete. The
password value is encrypted before being saved.

Notice there is no “disable” option, if you ever need to stop sending email alerts there are
two methods. The first is to erase the configuration and click Save. The second is to erase
the list of email addresses (defined in next section). Once you click the Save button, the
configuration is saved to the server hosting the SofTrack Server Agent.

When ready, enter an email address and click the Add button as shown below.
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Server VCSLOCALDCD: SofTrack Server Agent Email Configuration - SofTrack Console

Home Agents Profiles Settings Reports Managed
Update %
@ Uninstall
Refresh Export Configuration Add
Statistics
SofTrack Server Agent[554) Assistance Email Alerting Assistance
SEttI ngs Add Email Address
@& Settings Home Open prompt to enter email =
b . address(es) to send alerts
4 | Options Email Addresses tg
+'| Offine Mode

F

Add Email Addresses

Enter email address to add:

Enter an email address and click the Add button. Once complete, click the “x” at the upper
right corner.

The email address will be added to the list. There is no limit on the number of email
addresses you can enter. The email addresses added are immediately saved and the
SofTrack Server Agent silently updated.

Email Alerts: SofTrack Server Agent

When Email Alerts are configured the SofTrack Server Agent will start a second
STSRVC.EXE process. There will then either be (2) STSRVC.EXE processes or one
STSRVC64.EXE and one STSRVC.EXE process. The second process (process name will
always be STSRVC.EXE) will send the emails. Therefore, if you look in Task Manager at the
server hosting the SofTrack Server Agent and see 2 processes, this is expected and normal.
The file DSRRSMTP.DLL is used by STSRVC.EXE when ending emails.
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Email Alerts: Entity Agent Licensing Errors and Alerting

Each Managed Assets Entity can be separate configured for email alerting.

Server DC1: Managed Entity - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style T ﬂ'

Exceed SofTrack License
MNew Waorkstation Agent

Refresh Configure  Add
Email Email
Assistance Assistance
Managed Entity Alerting Options for Entity(TEST_ACME)
4-= Home
P Entity(COLA) Following values are for reference only:
Entity(DEFAULT) Entity Description: |
Entity{MEWKEY) Entity Compary:
Entft:,rlfI'EST_SI] Entity Contact:
Entity(TEST_ACME) Entity Phone:
I -8 Agents
Entity Email(g):

- Applications
[ - Devices
Send email alerts to all defined in SOFTRACK_ENTITY _DEFALULT

|Use Email Carfiguration as defined in SOFTRACK_ENTITY _DEFALLT

Email Addresses to send SofTrack ENTITY Alerts

Each Entity can be configured with its own separate email configuration and list of destination
emails. And, as shown, the alerts can be defaulted to the definition of the DEFAULT entity
(SOFTRACK_ENTITY DEFAULT).

The reference values will only be shown on the screen above, each is not currently used for
any other purpose.

The checkboxes “Exceed SofTrack License” and “New Workstation Agent” a configurable.
There are other alerts that are not configurable.

Non-configurable alerts that will always be sent to email addresses defined in the
DEFAULT entity configuration:

STSLAM File Excessive Size

Reason: A file matching *.STS found in STLOG\STSLAM larger than 1.9MB
Bad filename will be included in the alert

Resolution: Contact support@softwaremetering.com

STSLAM File INVALID Size, auto-renamed to .badformat
Reason: A file with invalid data was found in STLOG\STSLAM
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Bad filename will be included in the alert
Resolution: Contact support@softwaremetering.com

STSLAM Path Configuration Error

Reason: The SofTrack Server Agent is unable to create the STLOG\STSLAM
path and all workstation agent activity will not be received or process.
Resolution: Manually create STSLAM folder in STLOG path.

STSLAM Disabled Workstation Alert

Reason: A workstation agent from a workstation that has been disabled is
attempting to transfer activity data and will be rejected.

Resolution: Update the workstation agent for its new entity, or uninstall
the workstation agent on the named workstation (name included in the
alert).

Exceed SofTrack License will always be sent to both the email addresses defined for the
affected Entity as well as any email addresses defined in the DEFAULT entity
configuration:

No Licenses Alert
No Managed Assets licenses are installed (or any installed are expired) and all
activity data from all agents is being blocked.

No TS Licenses Alert
Workstation agents using Session licenses are found and were previously licensed.
This alert indicates no Managed Assets Session Licenses are currently installed, all
have been removed or have expired.

LX1 — Activity data from a workstation agent installed on a non-Windows® terminal server
machine was BLOCKED due to insufficient Managed Assets Workstation licenses
installed.

LX3 — Activity data from a workstation agent installed on a Windows® terminal server was
BLOCKED due to insufficient (or no) Managed Assets Session licenses installed.

LX4 — Count of number of unlicensed ST SLAM (Managed Assets) journal files found
This error will occur once per day between midnight and 1am

This error indicates there are insufficient Managed Assets licenses and journal files
are not being transferred to SQL.

LXS — Count of number of unknown Entity ST SLLAM (Managed Assets) journal files
found.
This error will occur once per day between midnight and 1am.

This error indicates journal files are present in the server’s STLOG\STSLAM\no-
entity-db path; the files found there have an Entity configured that has no matching
Entity SQL Database. The filename should indicate the Entity name that is missing.
If an Entity Database is added, these files must be manually moved to the
STLOG\STSLAM folder and presuming sufficient licenses are installed, each will
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be transferred to the appropriate SQL Database.

LX6 — Count of number of *stsSQL ST SLAM (Managed Assets) journal files found that have not
yet been processed.

This error will occur once per day between midnight and 1am

This error indicates there is likely a problem inserting records into the selected SQL Server
and journal files are not being transferred to SQL. This error only occurs when there is, on
average, more than 100 pending *stsSQL journal files per licensed workstation (or, during an
evaluation, more than 10,000 such files). The log file SQLSTSXF.LOG, found at the
SofTrack Server Agent host path (typically c:\windows\syswow64\drivers) ,should be sent to
support@softwaremetering.com for review and further assistance.

IMPORTANT:

Any time a Managed Assets License Error occurs, the affected activity data will remain
unprocessed in the STLOG\STSLAM folder. The data is not lost or removed and will be
fully processed once the appropriate Managed Assets license is installed.

New Workstation Agent alerts include:
STSLAM New Agent identified

Alert will include name of Entity, workstation and machine GUID

SofTrack Server Agent Version

SofTrack Server Agent Version: How

Open SOFTRACK CONSOLE.EXE, there will be a tile for each server that has been added to
the Console. The currently selected server will list its current agent details on its tile:

Semver VCSLOCALDCOL: Home - SofTrack Console

Agents Profiles Settings Reports Managed
Evaluators Guide Support FACQ Webpage L Update
Quick Installation Guide [512) 372-5991 Option 2 C Start =
Install  Refresh Export Add Server Remove Server Uninstall
Administrator Guide to Consaole from Console Stop
SOFTRACK Assistance Links Server Agent Assistance
Home SofTrack Server Agents known to this console

Server Home

|=| Autodesk Mot Tracked Report
Bentley Mot Tracked Repaort VC S I_O C.A LDCU ]_
Autodesk Mot Metered Started: Jun 17, 2022, 03:47PM
Version: vB.16b
License: 113 Workstations

License Use; 2| 2
SLAM License: 455 Workstations
SLAM License Use; 2

198.206.217.45 Online
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The Started value indicates when the Agent was loaded/started.
The Version values indicate the version of the agent’s two main components.

The License values indicate the type and size of the license(s) installed and current usage.
These license value(s) are for SofTrack’s License Control and will be zero if only using
SofTrack Managed Assets.

The SLAM License values indicate the type and size of the Managed Assets license(s)
installed and current usage.

The last line indicates the IPv4 address used by the SofTrack Server Agent at the indicated
server and Online indicates if the server itself is reachable (or not). The Online designation
does not indicate the SofTrack Server Agent is active, you must also see the Started,
Version and License and/or SLAM License values.

SofTrack Server Agent Version: Cannot connect?

If you only see the Online value (in the above image) and not the Started, Version and License
or SLAM License values, be sure that your workstation, server or any intermediate network
switch or other does not have a firewall blocking ICMP Ping activity and that Reverse IP Lookup
is not being actively blocked.

Merging Entities

When the need to combined Entities occurs, use the Merge Entity function. Both the source and
destination Entities must already exist though there is no requirement for the destination Entity to
have any data. If any duplicate records are present (existing in both Entities) the duplicates will
not be merged as the value already exists.

The merge function does not delete any data in either Entity SQL Database.

It is presumed the source Entity is inactive, that is, activity is not being transferred from
workstation activity gathered by the STSLAM agent because all workstation agents have either
been removed or have had the Entity to report to modified to be another Entity. If this is not true,
the Merge can be performed multiple times, duplicate records will never occur; only unique

records will be inserted into the destination Entity SQL database.

To begin, select the Entity to be merged with another:
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Server VCSLOCALDCOL: Managed - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style ~ 9
= Managed Assets Administrator Guide
- ++ x d Interactive Report Configuration
Refresh  Export SQL SQL Add  Import Merge Delete Manage Reports Reports
Statistics = Configuration | Maintenance - | Entity Data Entity Entity Entity | [Apps)™ (Devices)~
Assistance Management Assistance
M Enti H
Managed erge Entily ack SQL Entity Databases found
+4+ ) o
= Hame " Merge Entity SQL Database to
Sof Track Entity Databases &« O existing Entity {will copy all Transaction Log Size Number of ...
® |test X | < rows) O <alls Ol O
b | SOFTRACK_ENTITY_TEST 2022-06-05... 150.50 MB 52 MB 36

Next, click the Merge Entity button and the following prompt will appear:

Source database: SOFTRACK_ENTITY_COLA x
Merge will copy all data from all tables, will not delete source 0K
Select Destination Entity for Merge r Cancel

SOFTRACK_EMTITY_DEFAULT
SOFTRACK_EMTITY_MEWKEY
SOFTRACK_EMTITY_TEST_ACKE
SOFTRACK_EMTITY_TEST_SI

Select the destination for the merge and then click OK. A progress window will appear detailing
each merge action.

Deleting an Entity

Once a Managed Assets Entity has been fully decommissioned and its data merged into other
Entity’s SQL Database or is no longer relevant, the Delete Entity function will:

e Completely remove that Entity’s SQL Database and all Tables;

e Disable all Agents associated with that Entity so each will no longer be using a
SofTrack Managed Assets license

e Remove registry entries associated with that Entity (i.e. Email configuration, alert

emails)

To begin, select the Entity to completely remove:

Server VCSLOCALDC01: Managed - SofTrack Console - 0O x
Home Agents Profiles Settings Repaorts Managed A Style T 9
= Managed Assets Administrator Guide
- ++ x ’ Interactive Report Configuration
Refresh  Export SQL SqQL Add  Import Merge Delete  Manage Reports Reports
Statistics = Configuration | Maintenance = Entity Data Entity Entity Entity (Apps) = (Devices) -
Assistance Management Assistance
Delete Enti ;
Managed elete Entity _ Entity Databases found
El-= Home - Delete Entity from SQL Database
Sof Track Entity Databazes & Date Creat.. Imnsaction Log Size MNumber of ...
Ho|[test X <l PO <all P <all: DO <al: o2
b | SOFTRACK_ENTITY_TEST 2022-0605... 190.50 MB 52 MB 36
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If you select the DEFAULT Entity, the delete function will be blocked:

WILL MOT DELETE *

UMAELE TO DELETE
DEFAULT EMTITY DATABASE

oK

Otherwise, the following confirmation prompt will be presented:

50L DATABASE DELETE COMFIRMATION

| COMFIRM COMPLETE DELETION AND REMOVAL OF ALL SCL DATA FOR ENTITY:
SOFTRACK_EMTITY_TEST_ACME
TWARNIMNG, SCL DATABASE FOR 'SOFTRACK_ENTITY_TEST_ACME' WILL BE COMPLETELY DELETED™*

CLICKYES TO CONTINUE, CLICK NO TQ ABORT

If confirmed, a second confirmation prompt will be presented:

COMFIRM DELETE 501 DATABASE REQUEST

| COMFIRM DELETIOM REQUEST FOR
SELECTED 501 DATABASE + ALL TAELES

Yes Mo

If confirmed, the Entity’s SQL Database and all Tables and data will be completely removed.

Managing an Entity

The SofTrack Console has two methods to manage a specific Entity. The first is found on the
left side menu, select each and open revealing all known Entities. The following series of

screenshots show those side menus, notice the buttons in the Ribbon bar, these are used to
make changes to each Entity:
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Home section:

Entity Email Configuration

Server DC1: Managed Entity - SofTrack Console - O %

Home Agents Profiles Settings Reparts Managed A Style ¥ e

‘.'\ % P P [] Exceed SofTrack License
“eat (H (4] [] Mew Warkstation &gent

Refresh  Export Configure  Add Femove

Statistics Email Email  Email
Assistance Assistance
Managed Entity Alerting Options for Entity(TEST_ACME)

Following values are for reference onhy:
Entity Description: |
Entity Compary:
Entity Contact:

P Entity(TEST_ACM

: ': ntity(TEST_ E) Entity Phone:

b-Es Agents _ _

b-El Applications Entity Emaills):

B -of Devices

[+ III Managed [[15Send email alerts to all defined in SOFTRACK_ENTITY_DEFAULT

[ Dashboards [] Use Email Corfiguration as defined in SOFTRACK_ENTITY_DEFAULT

Email Addresses to send SofTrack ENTITY &lerts

Agents section:
Server DC1: Managed Agents Entity - SofTrack Console

Hame Agents Profiles Settings Reports Managed

RN

Refresh Export Create  Disable
Statistics = Agent M5l Agent(s)
Assistance Assistance
Managed
b-= Home Status a  Disabled Until | Entity Workstation Machine GUII
4-8a Agents | | [ [
. | <l S| <all J <l P <l P <l

. ¢ |ALLOWED DEFALLT DCA Jabedf81-a35
. i Ef‘ltf‘tﬂziﬁg—ﬂ | ALLOWED DEFALULT MXL1281 8eb76c2adal
e ntity( Y) BLOCKED DEFAULT MOXYe4 23afd 187037

P ol r_pn TroT On

Applications section:
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Server VCSLOCALDCODL: Managed Applications Entity - SofTrack Console -0 =
Home Agents Profiles Settings Reports Managed A Style T e
m
DY & B | B
Refresh  Export Software Reports View Set
Statistics = Categories - - Workstations | Reminder
Assistance Assistance
Managed Applications Installed per Workstation for Entity(COLA)
:;::ts = Application Name a| Yersion . Publisher . Software Categ... . Waorlstation Co...
Applications JONE- B =l 22| <l 22| <al> 22| <al> jo.
..... =3 Entity(COLA) Google Chrome 870428088 Google LLC 1
o =2 Entity(DEFALLT) Imaging Tools Suppart 10.1.14353.0 | Microsoft 1
Devices section:
Server VCSLOCALDCDL: Managed Devices Entity - SofTrack Console -0 =
Home Agents Profiles Settings Reports Managed A Style T e
PN
DY @ BEEFE®
Refresh  Export Hardware Reports  Move Set
Statistics =~ | Categories = - Device | Reminder
Assistance Assistance
Managed Devices for Entity(COLA)
:;': :;ren:ts “ | 4| workstation | Machine GUID | Category | Last Reboot Last |
H Applications 2| <l £ all 2| «allz B2 <l jo!
E‘"‘UH Devices p | DESKTOP-EEQGERR  95e63525-93d8-414- .. 20210402 130316 20214
i i.ed Entity(COLA)

The second method to manage an Entity is found on the Home view, selecting an Entity and
clicking the Manage Entity button:

Server DC1: Managed - SofTrack Console - 0 =
Home Agents Profiles Settings Reports Managed A Style T 0
S L o S S L H‘
Ya? W S + + +4+ x F
Refresh Export 501 Add  Import Merge  Delete Manage Reports Reports
Statistics = | Configuration ' Entity Data Entity Entity Entity [Apps)~ (Devices)™
Assistance Management Assistance
Managed Sof|] == Manage/Edit Entity s found
= Manage/Edit selected Entity
b : Eome Sof Track Entity Databases 4 MNumber ...
. t T T il
e L | <l Pl Pl Pl P
- ications
bl e » | SOFTRACK_ENTITY_COLA  2020-07-.. 613 MB 4
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The following series of screenshots show what appears when directly managing an Entity:

Bl -cdit Managed Entity SOFTRACK_ENTITY_TEST_ACME

# Following values are for reference onby:
Entity Description:
Configuration fy Uescrption “
Entity Comparmy:
- )
LT, Erttity Contact:
Agents Entity Phone:
" Entity Email(z):
[
Applications [] Send email alerts to all defined in SOFTRACK_ENTITY_DEFAULT
DE [] Use Email Configuration as defined in SOFTRACK_ENTITY_DEFAULT
Devices Email Addresses to send Sof Track ENTITY Aletts - _
Corfigure
Email
Add Email
["1 Send email alert when Sof Track License Exceeded
[[1 Send email alert when MNew Workstation Agent detected for this Entity
Cancel | | Save

Bl edit Managed Entity SOFTRACK_ENTITY_TEST ACME

.;: Status ~  Disabled .. Enfty | Workstation | Machine GUID |
| <l Pl Ol O <al: J | <alls jo.
ALLOWED DEFAULT  DCT 9a6cdf81a950...
.""" ALLOWED DEFAULT  MXL1281 8eb76c25-da5.

BLOCKED DEFAULT  MOXY64 23fd 1876373,
Agents

Configuration

‘a MNumber agents found: 3

Applications

0B

Devices

Cancel | | Save
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Bl coit managed Entity SOFTRACK_ENTITY_TEST
Application Name Version - Publisher Software Categony Worlcstation Count
Configuration ¥ | Chrome X FOIE- A <all M| <l jo
Gooale Chrome 710357898 Gooale, Inc. 1
Google Chrome 74.0.3725.157 Google LLC 1
Google Chrome 7403729157 Google Inc. 1
Agents Google Chi 75.0.3770.142 Google LLC 1
oogle Chrome 75.0.3770. oogle
Google Chrome 76.0.3805.100 Google LLC 1
Google Chrome 76.0.3805.132 Google LLC 2
Applications Google Chrome 77.0.3865.90 Google LLC 1
Google Chrome 78.0.3504 108 Google LLC 2
Google Chrome 78.0.3504 57 Google LLC 1
Devices Google Chrome 80.0.3587.100 Google LLC 1
Google Chrome 83.0.4324.190 Google LLC 5
Mumber of Applications found: 1,735
Set Reminder View Workstations Reports
Cancel Save
Note: the Number Applications found indicates the number of rows found, there can be duplicate
applications if the same application is installed with multiple versions. To view the specific
workstations for any selected applications, click the View Workstations button to receive a new
report.
Bl Eedit Managed Entity SOFTRACK_ENTITY_COLA X
Workstation | Machine GUID Categaony Last Reboot Last Inventory Update | Recent User [ S
Configuration 2| <l Al 2 <alls Al M al Al B -
DESKTOP-EBQGERR  95e63525-53d8-414- 20210402 13:03:16 | 202104-06 124546  A\DTMLLUAdminUser = Teo
Agents
Applications
Devices
4 .4
Number devices found: 1 Set Reminder Move Device Reports
Cancel Save

Software Categories (Normalization)

Found in the Applications section, the Software Category button enables defining of an unlimited
number of categories and the ability to assign a category to any application. Each application
can only belong to a single Software Category, the assignment can be changed as needed.

SofTrack’s Software Categories provides the ability to “normalize” software applications to the
needs of your organization. Instead of presuming to normalize software applications based on a
set of previously identified connections, SofTrack’s Software Category provides your
organization the ability to associate applications together as needed. Several concurrent usage
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and utilization reports are provided that utilize software categories enabling cohesive reporting of
related applications as required.

By assigning Software Categories, each unassigned application can be quickly located. Once an
application has been assigned to a Software Category all its usages including past and future
usages will immediately be associated.

In addition to typical “normalizations” such as “Adobe Creative Suite”, specific assignments such
as “Games”, “Unknown”, “Shareware”, “Remove” can be made as required.

The Software Category definitions are stored in the Windows® registry of the SofTrack Server
Agent host. The categories are customizable by the customer. Each application assigned a
software category has that relationship stored in a SQL Table unique to the

SOFTRACK ENTITY DEFAULT SQL Database (INVENTORY APP TAGS).

Software Categories are designed to be used “in common” between all Entites. Therefore,
software categories are common throughout all Entities and once established for a specific
application, that application will be associated with that software category regardless of the Entity
where found/used.

SofTrack provides a set of default categories, each can be removed or retained and new ones
created. There is no limit on the number of Software Categories that can be created and used.

To start, click the Software Categories button, this button will only be enabled when one or more
applications are selected in the list below (list of application is not shown in next image):

Home Agents Profiles Settings Reports

I
-
Refresh  Export Software Reports View
Statistics ~ | |Categories = - Warkstations

Assistance Manage Software Categories

MEH'IagEd Select Software Category for Set

Select the Manage Software Categories link to view the available categories:
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Software Categories for Applications X
Manage available Software Categores
Save
Software Cateqories & Comment
Approved Save and Set
Freewars Category for
selected
Game Applications
In-houze
Licenzed Cancel
QEM
Open Source
Shareware
IInazzigred
| b Remaove
Software Categony:
Add
Comment:

The values shown above are the default categories.

When the list of Software Categories is Saved, each Category and its Comment is stored in the
Windows® registry of the SofTrack Server Agent host. The Comment field is free-form to enable any
further details of the selected Software Category.

To set the Software Category for a specific application(s), select the application(s) and then click
the Software Categories button and select the Set Software or Select Software Category for set
menu and then click the desired category. When there are 20 or fewer Software Categories
defined a drop down list (as shown below) is used. When there are more than 20 Software
Categories a pop-up screen is provided.

Once the Software Category is selected, you can double click the Software Categories button to
directly set the Software Category for all selected Applications. An Application’s Software
Category can be changed as required.

Note:

If a Software Category is changed or removed, all applications previously identified will continue
to show the now deleted (changed/removed) value. Those applications must have their Software
Category re-established if the new value is to be realized (i.e. in Reports).
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Server VCSLOCALDCOL: Managed Applications Entity - SofTrack Conse
Home Agents Profiles Settings Reports Managed
[ |
-
Refresh  Export Software Reports View Set
Statistics = | [(Categories = N Workstations | Reminder
Assistance Manage Software Categories
Managed Set Software Category g Approved !
Freeware
H ome = Applicat
- Agents — " Game
= icati ~ | =l
= .ﬁ.ppllcm.:u:uns In-house
----- Entity(COLA) Google Chrom
..... Entity(DEFALLT) Imaging Tools Licensed
----- Entity(LOCATION__ ) Intelisense Ls OEM
..... Entity (TEST) Kits Configurs Open Source
E-of Devices Microsoft NE .
----- Entity(COLA) Microsoft Age Shareware |
""" Entity (DEFALLT) Microsoft Age Unassigned |
..... Frtitull OCATTOM Y b ‘e -

The Application Usage reports utilize Software Categories:
» Concurrent Usage
» Dashboard Maximum Daily Concurrent Application Usage
» Dashboard Application Usage per Workstation

Adjust Application Name for Software Usage

The Application Name shown in Software Usage reports is based upon the software inventory
reporting. However, there are applications where the Application Name is blank, for example,
Windows default tools such as CMD.EXE, NOTEPAD.EXE and others. And, sometimes the
EXE filename detected during software usage is associated with multiple installed applications,
for example, Acrobat.exe is part of several Adobe® applications.

The Application Name is used when defining Software Categories. To provide assistance in associating
a specific EXE filename with an Application Name, please refer to the following:

Click on the Software Categories ribbon button:

Software
Categories =

Manage Software Categories
Select Software Category for Set
Adjust Application Name for EXE File

The following window will appear:
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5et Application Mame for EXE File (ALL ENTITIES)

A | EXE Filename a | Adiusted Application Mame Dane
L | <l L| al> P Cancel
b | cmd.exe Windows Command Line
Remove

Enter EXE filename (¢ ACROBAT EXE):
cmd. exe

Enter Application Mame (ex: Acrobat):

"Windows Cormmand Line

Apply now to existing records

Save and apply to all new records

In the image above, the “cmd.exe” is already defined, the first usage will have no entries, there are no
default entries.

Notice, there are 2 buttons, Apply now to existing records and Save and apply to all new records, these
buttons provide two separate, mutually exclusive functions.

The Apply now to existing records button will immediately change all records in the
ALL SOFTWARE USAGE table for the current Managed Applications Entity, or, if viewing all
Entities, then will be applied to all Entities.

When you click the Apply now to existing records button a confirming prompt will appear:

APPLY EXE APPLICATION ADJUSTMEMNT?

Adjust Application Mame for all records for
EXE filename 'md.exe’ to be "Windows
Core App'?

To continue, click Yes.

When complete, a result will appear:
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SofTrack Console

6 rows updated

Application Mame for all records for EXE filename 'cnd. exe’
have been set to "Windows Core Pad'

If the current selection is for all Entities, instead the result will appear as a progress window:

ALL ENTITIES: Adjust Application Name for all records for EXE filename 'cmd.exe’ to be "Windows Core App’...

Step Count: Server Action Result
. — LUPDATE [SOFTRACK_ENTITY_COLA]. [dbo].[ALL_SOFTWARE_USAGE] SET )
CUGGEISCRIRACKIE SCCES EXEAppMame ="Windows Core App' WHERE EXEName="cmd.exe'; processing. ..
00002: SOFTRACK_ENTITY_COLA & rows updated Completed
. — LUPDATE [SOFTRACK_ENTITY_CR]. [dbo]. [ALL_SOFTWARE_USAGE] SET )
UG SRR AEKAE Lo EXEAppMame="Windows Core App' WHERE EXEName="cmd.exe'; processing. ..
00004: SOFTRACK_ENTITY_CR. 0 rows updated Completed
, — UPDATE [SOFTRACK_ENTITY_DEFAULT]. [dba]. [ALL_SOFTWARE_USAGE] SET )
UG 10 15 SUEALE EXEAppMame ="Windows Core App' WHERE EXEName ="cmd.exe'; processing...
0000&: SOFTRACK_ENTITY_DEFAULT 4rows updated Completed
] — UPDATE [SOFTRACK_ENTITY_LOCATION__].[dbo]. [ALL_SOFTWARE_USAGE] )
UG SRR AN CLGEATION = SET EXEAppName ="Windows Core App' WHERE EXEName ='cmd.exe’; processing...
00008: SOFTRACK_ENTITY_LOCATIOMN__ 0 rows updated Completed
] UPDATE [SOFTRACK_ENTITY_TEST]. [dbo]. [ALL_SOFTWARE_USAGE] SET )
UG A0 15 SESY EXEAppMame ="Windows Core App' WHERE EXEName="cmd.exe'; processing...
00010: SOFTRACK_ENTITY_TEST 54 rows updated Completed
4 »

The second button, Save and apply to all new records, does not change existing records in the
ALL SOFTWARE USAGE table, instead, it saves the EXE filename and Application name and future
records, as they are being imported to SQL, will have the Application name changed.

There is no limit on the number of EXE filenames that can have a new Application Name automatically
set.

The EXE filename values are either for ALL ENTITIES including future ones that do not yet exist, or for
a specific Entity. The current setting is shown in the Windows caption bar:
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Set Application Mame for EXE File (ALL ENTITIES)

4 | EXE Filename & Adjusted Application Name
p <all: ,D <all=
b | cmdexe

Windows Command Line

5et Application Mame for EXE File (SOFTRACK_EMTITY_COLA)

EXE Filename t & Adjusted Application Name
p <all= ,D all=
EXPLORER.EXE

Windows Desktop

notepad exe Windows Basic Tools

View Workstations

The Applications Entity view lists all applications found including a workstation count for each.

To view the workstations, select any number of applications (including all) and click the View
Workstations ribbon button:

Server VCSLOCALDCOL: Managed Applications Entity - SofTrack Console
Home Agents Profiles Settings Reports Managed
DY & BE | B
= ®
l"-un....‘* W E
Refresh  Export Software Reports View Set
Statistics = Categories - N Workstations | Reminder
Assistance Assistance
d A |- View Workstations for Applications
anage PPl S5
E-= Home - 1Jiew_‘Jl."-:urkstatiu:un installation
= poents details for each selected
: .l Qen ,C' ) application
£ Applications i
Example report:
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Selected Applications per Workstations on Entity TEST_ACME - O x
=
Application & | Version Publisher Serial Mumber Softw:
|l P <l B <l B <all j o
ETABS 17 64-hit 17.0.0 Computers and Structures, Inc.
ETABS 2015 64d-bit 1520 Computers and Structures, Inc.
ETABS 2016 64-bit 1603 Computers and Structures, Inc.
ETABS 2016 64-bit 16.2.1 Computers and Structures, Inc.
ETABS 2016 64-bit 16.2.1 Computers and Structures, Inc.
FileZilla Client 3.16.0 3.16.0 Tim Kosse
FileZilla Cliert 3.25.1 3.25.1 Tim Kosse
FileZilla Cliert 3.34.0 3340 Tim Kosse
FileZilla Cliert 3.35.2 3352 Tim Kozse
4 b
0K
Mumber of Rows: 9 _ !

Set Application Email Reminder

The Applications Entity includes the ability to select one or more (no limit) applications to

configure an automatic email reminder. To create a Reminder, select any number of applications
(including all) and click the Set Reminder ribbon button:

Server VCSLOCALDCOL: Managed Applications Entity - SofTrack Console -

Home Agents Profiles Settings Reports Managed # Style

DY & BE | O
-
oY B @
Refresh  Export Software Repaorts Wiew Set
Statistics = | Categories - i Warkstations | Reminder

Assistance Assistance
Managed Applications Ir ’G.j set Application Reminder
F-= Home — 5et Reminder Email for selected
....‘,‘; Agents Application M Applications
F— [ T R

The following window will appear:
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5et Application Reminder for Entity COLA X

Reminder Name: Save

Cancel

Reminder Description:

MNumber of Applications included: 3

Reminder Date: | Apr/22/2021 -

Reminder Time: 12:00 &AM -

Feset Perod {number of days between re-sending reminder)

Feset terations (number of reset perods, (=send once)

Reminder EMAIL Subject:

Reminder EMAIL Text:

+ Include list of applications at end of email body test
Include list of applications as atachment

Send Email to those addresses defined for Entity
Reminder Additional Email Addresses to send to

Define the Reminder Name, this is free form text up to 120 characters. This name will be referred
to within the SofTrack Console. The Reminder Name does not need to be unique, multiple
Reminders can have the same Reminder Name, but it is recommended that each Reminder has a
unique name.

Next, provide a description, free form text up to 120 characters. This will also only be referred to
within the SofTrack Console.

The Number of Applications included indicates how many applications were included. The
Applications included are not changeable; if you require a change, create a new Reminder.

Set the initial Reminder Date and Time. This is when the Reminder email will first be sent by the
SofTrack Server Agent.

If you want the reminder to be re-sent at selected intervals, define the optional Reset Period and
Reset Iterations. Use 0 for these values to send the Reminder once.

Next, define the EMAIL Subject, this is free form text up to 120 characters.
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Then define the EMAIL body text, this is free form text up to 900 characters (not including the list
of applications).

Then select how to present the list of included Applications, either as text (one line per included
Application, Version, Publisher) directly in the email text, or, as a text file attachment.

If checked, the ‘Send Email to those address defined for Entity’ the list of email addresses
configured (at the time the Reminder email is to be sent, not at the time the Reminder is created)

for the Entity the Applications are from.

Additionally you can directly specify email address(es) to send the Reminder to (the text field is
limited to 900 characters). Use a semi-column (*;”) to separate multiple email addresses.

Click Save to create the Reminder.

The Reminder is saved to the Windows® registry at the SofTrack Server Agent, it is not stored in
SQL.

To later edit/remove the Application Reminder, click on the Managed section.

Hardware Categories

Found in the Devices section, the Hardware Category button enables defining of any number of
categories and the ability to assign a category to any device. The Hardware Category definitions
are stored in the Windows® registry of the SofTrack Server Agent host. The categories are
customizable by the customer. Each device assigned a hardare category has that relationship
stored in SQL Table unique to the SOFTRACK ENTITY DEFAULT SQL Database
(INVENTORY DEV_TAGS).

SofTrack provides a set of default categories, each can be removed or retained and new ones
created.

To start, click the Hardware Categories button:

Server VCSLOCALDCOL: Managed Devices Entity - SofTrack Consaole

Home Agents Profiles Settings Reports Managed

Refresh Export Hardware Reports Move Set
Statistics = | (Categearies = N Device | Reminder
Assistance Manage Hardware Categories
Set Hardware Category 4 :

Managed 9o Devices
A;::Ts — . Worlstation : Machine GUID
: [ =] 3 =l
-5 Applications Ll el et
EI Devices b | DESKTOP-EBOGERR 9526352593484
o Entity(COLA)

Select the Manage Hardware Categories button to manage the available categories:
103



SofTrack Managed Assets Administrator Guide

Hardware Categories for Devices x

Manage available Hardware Cateqories
Save
Hardware Categories

All-in-one

Dezktop

Deskbop Small Form Factar
Laptop

bicro Tower

Cancel

Perzonal
Fack
Server

T ower
"irkual
Whorkztation

1 b Remove
Hardware Categary:
Add

The values shown above are the default categories.

When the list of Hardware Categories is Saved, each Category is stored in the Windows® registry of the
SofTrack Server Agent host.

To set the Hardware Category for specific devices(s), select the device(s) and then click the
Hardware Categories button and select the Set Hardware Category menu and then click the desired
category. Once the Hardware Category is selected, you can double click the Hardware Categories
button to directly set the Hardware Category for all selected Devices.
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Server VCSLOCALDCDL: Managed Devices Entity - SofTrack Consaole

Home Agents Profiles Settings Reports Managed

Refresh  Export Hardware Reports Move Set
Statistics = | [(Categories = N Device | Reminder
Assistance Manage Hardware Categories
I‘v’lanaged Set Hardware Category ¥ All-in-one
Desktop
: eme - Worlstation
Agents o Desktop Small Form Factor
Applications M| =l
) Laptop
Devices b | DESKTOP-EBI
..... Entity(COLA) Micrao Tower
""" Erltltﬁl' [:DEFALILT:' FIE rsnnal
----- Entity(LOCATION__ ) Rack
L Entity(TEST) ac
El- 2 Managed Server
----- Reminders(ALL) Tawer
..... Whicnal B D EMY
4 4 Virtual
Workstation
Home

Note:

If a Hardware Category is changed or removed (from the list of available categories), all devices
previously identified will continue to show the now deleted (changed/removed) value. Those
devices must have their Hardware Category re-established if the new value is to be realized (i.e. in
Reports).

Set Device Email Reminder
The Devices Entity includes the ability to select one or more (no limit) applications to configure an
automatic email reminder. To create a Reminder, select any number of devices (including all) and

click the Set Reminder ribbon button.

Please refer to the previous section, click here for further details (creation of Device Reminders
follows the same process as creating Application Reminders).
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Chapter 6 Dashboards

Overview: Dashboards

Within the SofTrack Console is the ability to create Dashboards for viewing of customized charts, each
with up to 4 graphs. Each Dashboard can be exported to HTML for easy sharing of vital reports.
Additionally, automatic emails of each Dashboard can be individual configured to send Dashboard charts
as requested via email at specific dates and times.

Dashboards

The Dashboards section provides the ability to create customized charts (up to 4 graphs per
dashboard) of Application, Device and User data.

Server MXL1281: Managed Dashboards - 5ofTrack

Home Agents Profiles Settings Reports Managed

Refresh  Export
Statistics -

Assistance Assistance

Managed Create Dashboard Mane

:} Create Dashboard View —
i Home ' Cr... | Date Ra..

e Agents | o - j
gents B | <l Al Ll
- Applications

. Devices
» & Managed
i Dashkoards

Creating a Dashboard

To create a new Dashboard, click the Dashboards section and click the Create Dashboard ribbon
button. Note: this button will be disabled when no SQL Entities exist.
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b B B B

Create Edit Email Delete
Dashboard Dashboard Dashboard | Dashboard
Assistance

ﬂi Create Dashboard
0 Create Dashboard View

And the following will appear:

Create Dashboard

Diashboard Mame:

Included Ertities:

Entities included for this Dashboard

Corfigure Dashboard 1:

HOME

Chart Type: Chart Palette: Chart Range: Chart Categony:
Bar Chart | | Palette 1 | | Toph | |

Corfigure Dashboard 2:
KOME

Chart Type: Chart Palette: Chart Fange: Chart Categony:
Bar Chart | | Palette 1 | | Toph | |

Corfigure Dashboard 3:
HOME

Chart Type: Chart Palette: Chart Range: Chart Categaony:
Bar Chart | | Palette 1 | | Toph | |

Configure Dashboard 4:
HOME

Chart Type: Chart Palette: Chart Range: Chart Categary:
Bar Chart | | Palette 1 | | Toph | |

Date Range Type:
Lazt MMM D ays
Last MMM Days:

&l dates]

Save

Cancel

kg &

oveE
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The Dashboard name is free form text up to 126 characters.

The Dashboard must include at least one Entity. The Entity or Entities included will be used as the
data source for the Dashboard. Use the “Add” and “Remove” buttons to manage the list of Entities
included in the Dashboard. The results from each SofTrack Entity are combined into a single
result. The “source” SofTrack Entity is not included in the results detail. If results from a specific
SofTrack Entity are required, only select a single SofTrack Entity.

The Dashboard can include up to 4 different charts.

The first is defined in the “Configure Dashboard 1:” section.
Click the dropdown list to show the available charts:

Corfigure Dashboard 1:

rOME =

a
kst uged products | By EXE Launches [not version specific)

bzt uzed products | By EE Total Uzage Time [not version specific]
Mozt uged products | By EXE Total Active Time [not wersion specific]
kst uzed products | By EXE Total Idle Time [not verzion specific)
Mozt uged products + version | By EXE Launches

Mozt uzed products + werzion | By EXE Tatal Uzage Time

kst uzed products + wersion | By EXE Total Active Time

Mozt uged products + wersion | By EXE Total [dle Time

kst installed products by work station count [hot verzion specific)
kost uzed products by worlgtation count [Rob version specific]

Mozt installed products + wersion by warkstation count

kst uzed products + wersion by workgtation count

Top Computer Manufacturers by workstation count

Top Camputer Manufacturers + Madel by wark station count

Top Windows 05 Werzionz [base version] by worl.ztation count

Top wWindows 10 versions + releaze + build by work station count
Free Space C: Drive by warkstation count

Rakd installed by workstation count

CPU typez installed [make + model] by workstation count

I1zer Logon Domaing found

Top Users by Active Application Time [all applications]

Top Uszers by Idle Application Timelall applications]

Top Browszer Page Titles

Top Page Titles, non-browser applications

Top screen saver Users

Active Uszerz with l2azt amount of logon time

Active Workstations with least amount of logon time [any user]

Draily Chart Software Categon maximum concument uzage

Draily Chart Software Categony number of warkstations where used
Autodesk Mamed-Uszer Summary Charts [Selected Licenze]

TCPAP Uzer After Hours Upload+Download Charts [Selected zer]
TCRAF Top Uzers Upload Activity

TCPAP Top Remate Part Upload Activity

TCFAP Remaote Port Upload+Download + Remote Hosts Chartz [Selected Port] -

The selection “NONE” indicate no chart will be defined for the selected Dashboard configuration.
IMPORTANT NOTE:
The Autodesk Named-User Summary Charts and the TCP/IP Remote Port Uploaded+Download +

Remote Hosts Charts both create 4 charts and these report selections are only available for the
Dashboard 1 and when either are selected, the other Chart Positions (2,3,4) are all disabled.
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The Dashboard Chart Type has 6 selections:
Chart Type:

Bar Chart -

Bar Chart

Pyramid [30]

Fie

Pie [3D]

Pie [Dioughnut]
Fie [30 Doughrat]

*Note, the Daily Chart Software Category... will always use Bar Chart regardless of selection

The Dashboard Palette has 4 selections.

Chart Palette:

Palette 1 =

Falette 1
Palette 2
Palette 3
Palette 4

The Chart Category is only available for the reports with the name starting the Daily Chart
Software Category...

Corfigure Dashboard 1:

Draily Chart Software Categon masimnunm concurent uzage -
Chart Type: Chart Palette: Chart Range: Chart Category:

Bar Chart * | Palette 1 * Toph v | |

To select the Chart Category, click the ““...”” as shown above the arrow in the image. Once clicked a
window will be opened showing all available Software Categories, select one and it will be
automatically indicated in the Chart Category field. Please note, the Chart Category field is read-
only and its selection can only be made via this method.

The following show the color range for each:
Palette 1:

"

q
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Palette 2:

Palette 3:

T

Palette 4:

The Chart Range option identifies the number of items to chart for the selected graph. The options
are Top 5, Top 10 and Top 15:

Chart Range:

Toph -
Tl:l |5

Top 10

ToplB

Up to 4 Charts/Graphs can be configured per Dashboard.

*Note, the Daily Chart Software Category... provides values per-day, the Chart Range value is not
used for those Charts.
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Most of the Charts rely on a date range for report creation. For those reports that use a date range,
there are 5 date range configurations:

Date Range Type:

|Last MMM D aps =

Lazt MMM Daus
Laszt bMonth
Year-To-Date
Last 12 months
Fixed Fange

The Last Month, Year-To-Date and Last 12 Months options use the stated date ranges.

The Last NNN Days requires filling in the Last NNN Days prompt:

Last MNN Days: |:|

If no value is provided or is zero, the default of 30 days is used. The maximum Days value is 9999.

The Fixed Range option enables the date selector:

Choose start and end dates and click OK buttan, click CANCEL to reset:

1 June 2021 L4 1 August 2021 ¥

SuMoTu WeTh Fr 5a SuMoTuWeTh Fr 5a
3031 1 2 3 45 1 2 3 45 86 7
6 7 & 91011 12 8 91011 12 13 14
13 14 15 16 17 15 19 15161718192 20 A1
20 21 22 23 24 25 26 22 23 24 25 26 27 28
272230 1 2 3 29303 1 2 3 4
4 5 & 7 & 910 5 6 7 8 91011

QK Cancel
Jun 1, 2021 through Aog 31, 2021 -

When created, the Dashboard definition is stored in a SQL Table named DASHBOARDS contained
within the SOFTRACK ENTITY DEFAULT database.

Once created, the Dashboard will be added to the Dashboards left side selections and in the grid
listing all created Dashboards in the main Dashboards view:
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Home Agents Profiles Settings Reports Managed

2y bR B R

Refresh Export Create Edit Email Delete
Statistics * | Dashboard Dashboard Dashboard | Dashboard
Assistance Assistance

Sof Track Managed Dashboard Views

H-&§ Agents Ol
: <all

=-E8 Applications
7-0f Devices $ An example dashboard

E-I Managed
E[m Dashboards
------ #2 An example dashboard

Ol »

Viewing a Dashboard

To view the Dashboard, click on its left side selection:

= Home
.

i Agents Top Browser Page Titles

250

E| H:]] Dashboards
-9 An example dashboard

200 - MMail - Outlock - Google Chrome
! Inbox - Gmail - Google Chrome
@ Gmail - Google Chrome
M GRD - Google Chrome
¥ Inbox - ty@gmail.com - Gmail - Google Chrome

M YouTube - Google Chrome

150 -

M Google Maps - Google Chrome

M Feed | Linkedin - Google Chrome

[ Inbox - ica@gmail.com - Gmail - Google Chrome
[ LinkedIn - Google Chrome

A Home 100

YouTube Music - Google Chrome

1 er - Google Docs - Google Chrome

- [ Google ?- Microsoft Edge

- Profiles 50

= rren M Home - My Expenses - Microsoft Edge
LN P ; : : _
.‘: Settings @ Digg - What the Internet is talking about right now - Google Chrome

Reports
ﬂ —
u > Date range: 2021-02-01 00:00 until 2021-05-13 23:59

The entire screen appears as follows:
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Server VCSLOCALDCD1: Managed Dashboards View - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style T a
Yeat b4 Egg} %
Refresh  Export Edit Email
Statistics~ | Dashboard Dashboard
Assistance Assistance
Managed Managed Dashboard An example dashboard
H-= Home
Q8 Agents Top Browser Page Titles
&-E8 Applications
-0l Devices 2507 27
(- [F] Managed 22
= [_'] Dashboards | 213
.3 An example dashboard
200 - 13 185 Mail - Qutlock - Google Chrome
Inbox - Gmail - Google Chrome
@ Gmail - Google Chrome
133 M GRD - Google Chrome
150 4 ! Inbox - ty@gmail.com - Gmail - Google Chrome
1205 M YouTube - Google Chrome
11 10 [ Goocgle Maps - Google Chrome
10 100 M Feed | LinkedIn - Google Chrome
""""" 51 25 I Inbox - ica@gmail.com - Gmail - Google Chreme
ol 100 + 83 .
i Home I LinkedIn - Google Chrome
YouTube Music - Google Chrome
D Agents er - Google Docs - Google Chrome
— 1 Google ?- Microsoft Edge
- Frofiles =0 [ Home - My Expenses - Microsoft Edge
- 9 . . . -
. .'_ Settings [ Digg - What the Internet is talking about right now - Google Chrome
| Reports
0
» Date range: 2021-02-01 00:00 until 2021-05-13 23:59

The Dashboard chart/graph will automatically re-size to fill the available space. The images above
were the result of reducing the size to better fit in this document.

The Dashboard is built “on demand”, when a Dashboard is selected from the left side menu and it
has not yet been built since the last time the SofTrack Console was opened, it will be built.
Building of the Dashboard is performed by querying the appropriate SQL Table(s).

To refresh the Dashboard, click the Refresh button at the top left.

Editing / Renaming a Dashboard

To edit the current Dashboard being viewed, select the Edit Dashboard button. When editing a
Dashboard currently being viewed a new option appears providing the ability to save the edited
Dashboard as a new Dashboard. This allows you to easily copy an existing Dashboard into a new

Dashboard:
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Edit Dashboard x
Dashboard Mame: Update
A example dazhboard Cave Mew
Cancel

If the Update button is selected, the existing Dashboard is updated including renaming the
Dashboard if its name is modified.

Once Updated or Save New is clicked the Dashboard is refreshed (rebuilt).

Note: If a scheduled email has previously been configured for the Dashboard that is being renamed,
each scheduled email will be automatically updated to the new name.

Exporting a Dashboard

Dashboards can be exported to HTML. The exported Dashboard has all images encoded into a
single HTML file. The exported HTML file can easily be shared.

When viewing a Dashboard, click the Export Statistics button:

Refresh  Export Edit Email
Statistics = Dashboard Dashboard

Ass Export to Sortable Html

Manad B exportto HTML

B~ = Home Export contents of the grid as Sortable
&8 Agents HTML text

i R

The Export button is generic as it refers to “Sortable HTML”, but the export will only consists of a
Title, date export and the images.

When clicked, the default filename shown is based on the name of the current Dashboard, and, if
any graphs/charts within include a date range, the first charge graph/chart’s date range will be
included. Please note, when multiple (up to 4) graphs/charts are included, it is possible each will

have its own date range. For purposes of creating the default filename for export, only the first date
range will be used:
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8T select Filename for Dashboard Export HTML x|

@ |1. + Computer = Local Disk (C:) = temp - - ISearchtemp

Organize +  Mew folder = o @

& Downloads ;I Mame | Date modified ~ | Type
&l Recent Places

£ | An example dashboard (Date range. 2021-0...  5/13/2021 11:34 AM  HTML Docum

= Libraries
@ Documents
Jﬁ Music
[ Pictures

B videos

1M Computer
£ localDisk (C:) —
a Data (D:)
— Local Disk (Q:
EE = o0 example dashboard (Date range, 2021-02-01 00,00 untl 2021-05-18 23.59) j
Save as type: |HTML (= html) =]
|+ Hide Folders Save Cancel |
v

Once the filename is determined, click “Save”. After saving the HTML file, it will automatically be
opened in the default Browser application and shown:

1" 01 kg tppomt T wcabcbintdiae ] welwpfaped |2 Marage feplewt |2 Mueege e | 2 Uamize spplon | 2 A3TRR Geees | [ deeesh = SafTcs oo (- i
I':: 1_-]- (SO DU PATE B € EURT S e B2 0 TR R R = TP EERTTER TRy ) El b I R LR T ol e 7§ Elid LT o B P | T-A-? '{: If__ o_-"‘-

SofTrack Console Dashboard [An example dashboard] Expart
Nepoiting Periodl Euperted on May LB, 20

Trp Feveweer Pagn Tk
-

a1

L famboswbaeus dlad Dmighelbanae

1Em kMg Ll Grd Suegediean:
LT IR Y
D Gaogn Tumra

T TR U P S
Wl Sagedear:
W v M Gz s
B i | Uk Segndheznn

[y Mmoo gk el 01 mu famgie 3w
— [T IS
i ] t=
falizcha. Gz

Tnb Bt - Segpalox-Gog 8 Swea

1 S gn T Aenek Inpt
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Dashboards can be scheduled for automatic creation and emailing. When scheduled, the
Dashboard’s configuration is utilized and a new query for current values is performed to create the

emailed results.

To begin, when viewing the list of Dashboards or a specific Dashboard, click the Email Dashboard

button:

@ @

Edit Email
Dashboard Dashboard

Assistance

Email Dashboard

©

Create Automatic Scheduled
Email for selected Dashboard

And the following window will appear:

Edit Dashboard Email for Sample Dashboard 7 Day (count PC)

Automatic Dashboard Email Definition Mame:

Description:

Dashboard included: Sample Dashboard 7 Day (count PC)
Send Date: Jan /15/2023 ~

Send Time: 1200 FM -

Reset Period (number of days between resending email)

Reset kerations {number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sent)

Save

Cancel

EMAIL Tesd:

an interesting prodiect for refereffals

Embed Dashboard Chartis) within email body text
+) Atach Dashboard Chart(s) to email
Entity Email Configuration to use for sending emails:

+| Send Email to those addresses defined for selected Entity
Addttional Email Addresses to send to

Options to keep copy of report:

Do not zave a copy of the report

SOFTRACK_EMTITY_TEST

The green arrows show the name of the Dashboard being scheduled. The Dashboard name is used
to retrieve the configuation when the scheduled email is being created. If the Dashboard is
renamed, all existing scheduled email activities will be updated with the new name.

116



SofTrack Managed Assets Administrator Guide

Each scheduled email includes one Dashboard. All charts configured (up to 4) for the selected
Dashboard will be emailed.

There is no limit on the number of scheduled emails that can be created for a specific Dashboard.

If a scheduled email for a Dashboard is desired for each Monday at 7am, on the Send Date, select
the next Monday and then in the Reset Period select 7 (number of days between reports being
emailed) and set the Reset Iterations to 999 (7 days repeated 999 times is over 19 years of reports).

The scheduled email reset period and reset iterations can be modified after creation of the scheduled
email.

There are 2 exclusive options, Embed or Attach Dashboard Charts. Both deliver the same Charts.
The embed option embeds the images inside the email using an HTML document. The attach
option attaches each Chart to the text-based email. The attach option provides easier access to each
image if further processing will occur once the email is received.

Next, select the Entity to use for the email configuration to be used. The selected Entity can be any
Entity, it does not need to be part of the actual report.

When including the list of Additional Email Addresses, separate each email address with a
semicolon.

The final option allows the ability to save a copy of the report to the STLOG\SMA_SavedReports
folder. The actual files saved are the image files.

Options to keep copy of report: Do mat save a copy of the repart =

Save anly latest verzion of report ta Falder SMA_S avedR eparts
S ave each version of report to Folder Ska,_5S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

Once the scheduled email configuration is saved, it will appear in the Managed section under the
Reminders (ALL) item:
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Home Agents Profiles

Refresh Export Edit

Statistics = Item -

Assistance Assistance

Managed

[#-= Home

H-&g Agents

#-E¥ Applications

#-of Devices

=l Managed

----- Reminders(ALL) e
Use this section to edit or remove the scheduled Dashboard email configurations.

The scheduled Dashboard emails are prepared and directly sent by the SofTrack Server Agent.

Dashboard Samples and SQL Queries

This section shows a sample of each Dashboard and provides the SQL Query used to create. The
SQL Queries are “per SofTrack Entity” configured. When multiple SofTrack Entities are included
the Dashboard creation includes combining the results for each Entity to produce a single result.
The “source” SofTrack Entity is not included in the Dashboard results.

If any legend item name exceeds 64 characters, only the first 64 charaters are shown in the charts
created.

For each Dashboard with EXE in the title, the following executable files are excluded from
reporting:

Exact matches:
searchUI.exe
systray.exe
setup.exe
rundl132.exe
explorer.exe
cCsrss.exe
AcWebBrowser.exe

Partial matches:
ExperienceHost.exe
FrameHost.exe

There are other exclusions for selected Dashboards, each will be detailed in its section.
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Most used products | By EXE Launches (not version specific)
This Dashboard searches by selected Date Range.
The SQL Query is based on the following:

SELECT COUNT (EXEName) AS numberFound, EXEName

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]
WHERE (ActiveSeconds > 5) AND (DATE _RANGE)

GROUP BY EXEName ORDER BY numberFound DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

ActiveSeconds exceeding “5 seconds” is used to ensure only applications that were engaged are
included in the results.

Sample results:

Most used products | By EXE Launches (not version specific)
Date range: 2021-02-01 00:00 until 2021-05-18 23:59

AcroRd32.exe

. chrome.exe

. Revu.exz

. acad.exe

. EXCEL.EXE
OUTLOOK EXE

. WINWORD.EXE

. CiscoCollabHost.exe

. MicrosoftEdge exe

. atmgr.exe

. vpnui.exe

. SnippingTool.exs
LockApp.exe

. AjeraClient.exe

. ptoneclk.exe
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Most used products | By EXE Launches (not version specific)
Date range: 2021-02-01 00:00 until 2021-05-18 23:59

V =

Most used products | By EXE Launches (not version specific)
Date range: 2021-02-01 00:00 until 2021-05-18 23:59

Most used products | By EXE Total Usage Time (not version specific)

This Dashboard searches by selected Date Range. Total Usage Time includes all active + all idle
time.

The SQL Query is based on the following:

SELECT EXEName, COUNT(*) AS mycount, SUM(CAST(TotalSeconds AS BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]
WHERE (DATE_RANGE) GROUP BY EXEName ORDER BY mySUM DESC:;
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OUTLOOK.EXE
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W MicrosoftEdge exe

W atmgr.exe

M vpnui.exe

M SnippingTool.exe
LockApp.exe

M AjeraClient.exe

M proneclk.exe

AcroRd32 exe

M chrome.exe

M Revu exe

M acad.exe

[ EXCELEXE
OQUTLOOK EXE

W WINWORD EXE

W CiscoCollabHost.exe

W MicrosoftEdge.exe
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LockApp.exe
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The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

Sample results:

Most used products | By EXE Total Usage Time (not version specific)
Date range: 2020-12-15 00:00 until 2020-12-31 23:59
10000000

101.8 days
8000000 -

82.5 days
vpnui.exe

LockApp.exe
I Teams.exe

£000000 654 days AbacusPCR.Popup_Application.axe
& SmartAudio.exe

50.7 days
I tposd.exe
4000000 M ONENOTE.EXE
M PPLexe
I Airtame.exe
psrv.exe
1 googleearth.exe
2asdon NPDFLM.exe

2000000

Comma | =

Most used products | By EXE Total Active Time (not version specific)

This Dashboard searches by selected Date Range. Active Time indicates the application was in-use
and was currently focused on the desktop.

The SQL Query is based on the following:

SELECT EXEName, COUNT(*) AS mycount, SUM(CAST(ActiveSeconds AS BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]

WHERE (DATE RANGE)

GROUP BY EXEName ORDER BY mySUM DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
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date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

Sample results:

Most used products | By EXE Total Active Time (not version specific)
Date range: 2021-01-01 00:00 until 2021-05-18 23:59

12000000
128.4 days
&
10000000 +
! LockApp.exe
5000000 e
[ CiscoCollabHost.exe
OUTLOOK EXE
chrome.exe
M Revu exe
£000000 -| §5.5 days W EXCELEXE
W WINWORD.EXE
W AcroRd32.exe
W atmgrexe
45.3 days B msedge.exs
4000000 & [ MicrosoftEdge.exe
I HxAccounts.exe
33.2 days [ AjeraClient.exe
@ | ScreenConnect.WindowsClisnt.exe
21.2 days
2000000 -
11.7 days
8.1 days 6.9 days
- -E 1 days
[41days| [390ays] [370mys] [8amws] [53 ws] 139
0 l | § L - T |
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Most used products | By EXE Total Active Time (not version specific)
Date range: 2021-01-01 00:00 until 2021-05-18 23:59

. CiscoCollabHost.exe
OUTLOOK.EXE

chrome.exe

AjeraClient.exe

ScreenConnect WindowsClient.exz

Most used products | By EXE Total Idle Time (not version specific)

This Dashboard searches by selected Date Range. Idle time indicates the application was an active
process but was not the currently focused application on the desktop.

The SQL Query is based on the following:

SELECT EXEName, COUNT(*) AS mycount, SUM(CAST(IdleSeconds AS BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]

WHERE (DATE RANGE)

GROUP BY EXEName ORDER BY mySUM DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
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date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

Sample results:
Most used products | By EXE Total Idle Time (not version specific)
Date range: 2021-01-04 00:00 until 2021-01-08 23:59
7000000 -

5000000 -

5000000 vpnui.exe

M Teams.exe
W CiscoCollabHost.exe
W atmgrexe

[#9.4days] [43.200y5] [43.0ays)

I ptoneck.exe
OUTLOOK.EXE

4000000

W LockApp.exe
I EXCELEXE
M chrome.exe
3000000 —
I AbacusPCR.Popup Application exe
W MicrosoftEdge.exe
M Microsoft Photos exe
AcroRd32.exe

2000000 - M OneDrive exe

[17.90ays| [178days] [17.7 cavs
I

I acwebbrowser.exe

1000000

o 4

Most used products + version | By EXE Launches
This Dashboard searches by selected Date Range.
The SQL Query is based on the following:

SELECT COUNT (EXEVersion) AS numberFound,
EXEAppName,EXEDescription,EXEVersion,EXEName

FROM [SOFTRACK ENTITY NAME].[dbo].JALL SOFTWARE USAGE)]
WHERE (ActiveSeconds > 5) AND (DATE RANGE) GROUP BY EXEAppName,
EXEDescription, EXEVersion, EXEName ORDER BY numberFound DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

ActiveSeconds exceeding “5 seconds” is used to ensure only applications that were engaged are
included in the results.

Sample results:
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Most used products + version | By EXE Launches
Date range: 2021-01-04 00:00 until 2021-01-08 23:59

120 4

100 4

Microsoft Office 365 Business - en-us | 16.0.12527.21416
M “dobe Acrobat Reader DC | 20.013.20074
M Microsoft Edge 11.00.18362.1171 (WinBuild.160101.0800)
M Blusbeam Revu eXtreme x64 20 | 20.0.15
1 Microsoft 365 Apps for business - en-us | 16.0.13426 20404
Autodesk AutcCAD Civil 3D 2018 - English | 12.0.842.0
M Adobe Acrobat Reader DC | 19.012.20036
[ ScreenConnect Client 20.9.680.7530
M “dobe InDesign 2019 | 1403
W Microsoft.Photos.exe
W Google Chrome 84.0.4147.125
W tjeraClient.exe 8.20.22.0
vpnui.exe
M Cisco Webex Service 4012.0000.2009.2500
W Windows Explorer 10.0.18362.1171 (WinBuild.160101.0800)

B0

60

40

20

The Legend details each product + version:

Microsoft Office 365 Business - en-us | 16.0.12527.21416

W Adobe Acrobat Reader DC | 20.013.20074

M Microzoft Edge 11.00.18362.1171 {WinBuild.160101.0800)

M Blusbeam Revu eXtreme x&4 20 | 20.0.15

I Microsoft 365 Apps for business - en-us | 16.0.13426_20404

Autodesk AutcCAD Civil 30D 2018 - English | 12.0.842.0

W Adobe Acrobat Reader DC | 19.012.20036

M ScreenConnect Client 20.9.680.7530

M Adobe InDesign 2019 | 14.0.3

[ Microsoft.Photos.exe

W Google Chrome 84.0.4147.125

M AjeraClient.exe 5.20.22.0
vpnui.exs

M Cisco Webex Service 4012 000020092800

M Windows Explorer 10.0.18362.1171 {WinBuild.160101.0800)

Some applications such as vpnui.exe (part of Cisco AnyConnect) do not include details as they are
not provided by the application.

Most used products + version | By EXE Total Usage Time

This Dashboard searches by selected Date Range. Total Usage Time includes all active + all idle
time.

The SQL Query is based on the following:
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SELECT EXEVersion, COUNT(*) AS mycount, EXEName, EXEAppName, EXEDescription,
SUM(CAST(TotalSeconds AS BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]
WHERE (DATE RANGE)
GROUP BY EXEName, EXEAppName, EXEDescription, EXEVersion ORDER BY mySUM DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

Sample results:

Most used products + version | By EXE Total Usage Time
Date range: 2021-01-04 00:00 until 2021-01-08 23:59
7000000

6000000

5000000 vpnui.exs

W Microsoft 365 Apps for business - en-us | 16.0.13426.20404
W Microsoft Teams 1.3.00.30865
& M Microsoft Office 365 Business - en-us | 16.0.12527.21416
I Cisco Webex Meetings Desktop App 4012, 5, 2012, 1000
Cisco Webex Service 4012.0000.2009.2500

4000000 +

M LockApp exe 10.0.18362 1237 (WinBuild 160101.0800)
W Webex Teams | 3.0.16285.0
M Microsoft Edge 11.00.18362.1171 {WinBuild.150101.0800)
W Microsoft.Photos.exe
W Google Chrome | 87.0.4280.141
M Abacus Billing Popup | 4.5.1.0
Autodesk Desktop App | 8.0.0.46
W Microso ft OneDrive 20.201.1005.000%
[ search application 10.0.19041.546 (WinBuild.150101.0800)

3000000

2000000

el

1000000

o A

Most used products + version | By EXE Total Active Time

This Dashboard searches by selected Date Range. Total Active Time indicates the application was
in-use and was the currently focused application on the user desktop.

The SQL Query is based on the following:

SELECT EXEVersion, COUNT(*) AS mycount, EXEName, EXEAppName, EXEDescription,
SUM(CAST(ActiveSeconds AS BIGINT)) AS mySUM

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]

WHERE (DATE _RANGE)

GROUP BY EXEName,EXEAppName, EXEDescription, EXEVersion ORDER BY mySUM DESC;

126



SofTrack Managed Assets Administrator Guide
The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

Sample results:

Most used products + version | By EXE Total Active Time
Date range: 2021-01-04 00:00 until 2021-01-08 23:59
350000

250000 - Micrasoft Office 365 Business - en-us | 16.0.12527.21415
Microsoft 365 Apps for business - en-us | 16.0.13426 20404
1 Autodesk AutoCAD Civil 3D 2018 - English | 12.0.842.0
M Webex Teams | 3.0.16285.0
200000 Autodesk AutoCAD 2017 - English | 21.0.52.0
M Bluebeam Rewu eXtreme k64 20 | 20.0.15
[ Google Chrome | 87.0.4280 141
W Webex | 40.12.0.17322
I Microsoft Edge | 87.0.664 66
I Blusbeam Rewvu Standard x64 20 | 20.0.15
Microsoft 365 Apps for business - en-us | 16.0.13530.20264
Adobe Acrobat Reader DC | 20.013.20074
1 Adobe Acrobat Reader DC | 19.012.20036
W Webex Teams | 3.0.16605.0
[ Webex Teams | 40.10.1.16951

300000 -

150000

100000 -

50000

T v| [C2on] [o2em] [
1 1 | T

The Legend details each product + version:

Microsoft Office 365 Business - en-us | 16.0.12527. 21416
Microsoft 365 Apps for business - en-us | 16.0.13426.20404
I Autodesk AutoCAD Civil 3D 2018 - English | 12.0.842.0
M Webex Teamns | 3.0.16285.0
Autodesk AutcCAD 2017 - English | 21.0.32.0
M Blushezam Revu eXtreme x84 20 | 20.0.15
[ Google Chrome | B7.0.4280.141
M Webex | 40.12.0.17322
I Microsoft Edge | B7.0.664.66
I Blusbeam Rewu Standard x4 20 | 20.0.15
Microsoft 365 Apps for business - en-us | 16.0.13530.20264
Adobe Acrobat Reader DC | 20.013.20074
1 Adobe Acrobat Reader DC | 19.012. 20036
[ Webex Teams | 3.0.16605.0
M Webex Teams | 40.10.1.16951
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Most used products + version | By EXE Total Idle Time

This Dashboard searches by selected Date Range. Idle time indicates the application was an active
process but was not the currently focused application on the desktop.

The SQL Query is based on the following:

SELECT EXEVersion, COUNT(*) AS mycount, EXEName, EXEAppName, EXEDescription,
SUM(CAST(IdleSeconds AS BIGINT)) AS mySUM

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]

WHERE (DATE RANGE) GROUP BY EXEName,EXEAppName, EXEDescription, EXEVersion
ORDER BY mySUM DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

Sample results:

Most used products + version | By EXE Total Idle Time
Date range: 2021-01-04 00:00 until 2021-01-08 23:59
5000000

4000000

3000000

2000000

1000000

< <

10.0 days
94days| |93 days| [ap days B6days| g7 days 7.3 days
z I - 6.2 days
a
D

The Legend indicates each application included in the chart:
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Microsoft 365 Apps for business - en-us | 16.0.13426.20404
Microsoft Office 365 Business - en-us | 16.0.12527 21416
1 Webex Teams | 3.0.16285.0
W Google Chrome | 87.0.4280.141
Abacus Billing Popup | 4.5.1.0
W tutodesk Desktop App | 8.0.0.46
M Autodesk AutoCAD Civil 3D 2018 - English | 12.0.842.0
M Webex Teams | 3.0.16605.0
I Adobe InDesign 2019 | 14.0.3
I Adobe Acrobat Reader DC | 20.013.20074
Bluebeam Rewvu Standard x64 20 | 20.0.15
Microsoft Edge | 87.0.664.65
1 Webex | 40.12.0.17322
W Abacus Billing Popup | 4.6.1.0
I Bluebeam Revu eXtreme x64 20 | 20.0.15
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Microsoft 365 Apps for business - en-us | 16.0.13426 20404
Microsoft Office 365 Business - en-us | 16.0.12527. 21416

| Webex Teams | 3.0.16285.0

I Google Chrome | B7.0.4280.141
Abacus Billing Popup | 4.5.1.0

I Autodesk AutoCAD Civil 30 2018 - English | 12.0.842.0
W Webex Teams | 3.0.16605.0
I Adobe InDesign 2019 | 14.0.3
Adobe Acrobat Reader DC | 20.013.20074
Bluebeam Rewu Standard x64 20 | 20.0.15
Microsoft Edge | B7.0.664.65
Webex | 40.12.0.17322
M Abacus Billing Popup | 4.6.1.0
I Blusbeam Rewu eXtreme x64 20 | 20.0.15

Most installed products by workstation count (not version specific)
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:

SELECT COUNT (ApplicationName) AS numberFound, ApplicationName
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY APP]
WHERE (DATALENGTH(Publisher) > 2)

GROUP BY ApplicationName ORDER BY numberFound DESC;

This report automatically excludes application names:

Exact matches:

WIC

DXM RUNTIME
MobileOptionPack
SchedulingAgent
DirectDrawEx
MPlayer?2

Partial matches:
redistributable
Click-to-Run
Localization
ClientAgent

runtime

microsoft visual basic
softrack local
softrack-slam

Sample results:
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Most installed products by workstation count (not version specific)
All current inventory records, no date range used

Google Chrome
Microsoft 365 Apps for business - an-us
I Webroot SecureAnywhere
| ScreenConnect Client (454f59757582a5b0)
[ Teams Machine-Wide Installer
M Cisco Webex Productivity Tools
M Cisco AnyConnect Secure Mobility Client
M Core
[ Webroot DNS Protection Agent
¥ Abacus Billing Popup

20

Microsoft Update Health Tools
1 Airtame
[1 Google Earth Pro
M Airtame 35.1

M Cisco AnyConnect Diagnostics and Reporting Toal
104

Most installed products by workstation count (not version specific)
All current inventory records, no date range used

. Google Chrome

. Microsoft 365 Apps for business - en-us

. Webroot Secursfnywhere
. ScreenConnect Client (454f59757582a5b0)
. Teams Machine-Wide Installer
Cisco Webex Productivity Tools
. Cisco AnyConnect Secure Mobility Client

. Core

. Webroot DNS Protection Agent

. Abacus Billing Popup

. Microsoft Update Health Tools

. Airtame

Google Earth Pro

. Airtame 3.5.1

. Cisco AnyConneact Diagnostics and Reporting Tool
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In the example above “Airtame” and “Airtame 3.5.1” are both shown. This report is “versionless”.
However, in this specific case, the “Airtame” application name includes its version. Most products
separately store the version from the application name. Therefore it is possible for those products that
include the version in the application name to show multiple times in the results.

Most used products by workstation count (not version specific)

This Dashboard searches by selected Date Range. Idle time indicates the application was an active
process but was not the currently focused application on the desktop.

The SQL Query is based on the following:

SELECT COUNT(*) as NumberFound, EXEDescription FROM (SELECT DISTINCT
EXEDescription, ComputerName

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]

WHERE (ActiveSeconds > 5) AND DATE RANGE)a

GROUP BY EXEDescription ORDER BY NumberFound DESC;

The DATE _RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

This report automaticallys excludes the following application names:

Exact matches:

Windows Explorer LenovoVantageUWP
Settings Print Dialog

Task Manager Layout

ptUpdate SSMS

ClickOnce AecCB

Windows Command Processor Update Client

Pick an app PointFileConverter
Windows® installer Search application

Pick an application

Partial matches:

Windows Shell Popup.Application
Experience Host PluginHost
Application Frame Rundl132

Frame Host File Picker

COM Surrogate UI Host

Chromium host security update
host executable Preview Handler
Background Task Surrogate Host

Task Host MusNotifyIcon
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BrowserSubprocess Node.js:
SmartAudio Redistributable
Java (TM) Platform LGHUB
Setup/Uninstall Download Manager
Credential Manager LFPDriverUI

This utility controls

Sample results:

Most used products by workstation count (not version specific)
Date range: 2021-01-04 00:00 until 2021-01-08 23:59
10

Microsoft Edge
" Microsoft Outlock
 Lockapp.exe
| Microsoft Word
i Adobe Acrobat Reader DC
M Cisco Webex Service
‘Google Chrome
M Microsoft Excel
13 Cisco Webex Meetings Desktop App
13 Search and Cortana application
‘Webex Teams
[ Microsoft Teams
[ Rewu
I screenConnect Client
M stapler

Most used products by workstation count (not version specific)
Date range: 2021-01-04 00:00 until 2021-01-08 23:59

Microsoft Qutlock
" LockApp.exe
M Microsoft Edge
W Microsoft Word
W Adobe Acrobat Reader DC
M Cisco Webex Service
W Google Chrome
B Microsoft Excel
W Search and Cortana application
W Webex Teams
Microsoft Teams
W Cisco Webex Meetings Dasktop App
M Revu
B ScreenConnect Client
W Stapler
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Most installed products + version by workstation count
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:

SELECT COUNT (ApplicationName) AS numberFound, ApplicationName, Version, Publisher
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY APP]

WHERE (DATALENGTH(Publisher) > 2)

GROUP BY ApplicationName, Version, Publisher ORDER BY numberFound DESC;

This report automatically excludes application names:

Exact matches:

WIC

DXM RUNTIME
MobileOptionPack
SchedulingAgent
DirectDrawEx
MPlayer?2

Partial matches:

redistributable runtime

Click-to-Run microsoft visual basic
Localization softrack local
ClientAgent softrack-slam

Sample results:

i

304
.
204
.
104
|
0

Most installed products + version by workstation count
All current inventory records, no date range used

G_H
o
.
B
W
H

1 Core (1.1.227) (Webroot)
‘Webroot DNS Protection Agent (2.2.0.136) {Webroot, Inc.)
[ ScreenConnect Client (454f59757582a500) {21.3.2093.7688) {Screen
Webroot SecursAnywhere (9.24.43) (Webroot)
Airtame (3.5.1) (Airtame)
M Airtame 3.5.1 (3.5.1) (Airtame)
W Cisco AnyConnect Secure Mobility Client (4.7.00136) (Cisco Syst
M Cisco Webex Productivity Tools (41.1.0.8) (Cisco Webex LLC)
W sutodesk DWG TrueView 2020 - English [23.1.48.0) (Autodesk)
M Cisco AnyConnect Diagnostics and Reporting Tool {4.7.00136) (Cis
W tutodesk Desktop App [8.0.0.48) (Autodesk)
M FARO LS 1.1.600.5 (E4hit) {6.0.5.5) (FARO Scanner Production)
1 Microsoft SQL Server Compact 4.0 SP1 x64 ENU (4.0.8876.1) (Micra
[ PDF Report Writer {novaPDF 6.4 printer) (na version) {Softland)
1 Autodesk AutaCAD Civil 3D 2018 - English {12.0.842.0) [Autodesk)
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below is the legend of the above bar chart:

I Core {1.1.227) (Webroot)
Webroot DMS Protection Agent (2.2.0.136) {Webroot, Inc.)
[ ScreenConnect Client (454f59757582a5b0) (21.3.2093.768E) (Screen
Webroot SecursAnywhere (9.24.49) (Webroot)
Airtame (3.5.1) (Airtame)
M Ajrtame 3.5.1 [3.5.1) (Airtame)
M Cisco AnyConnect Secure Mobility Client (4.7.00136) {Cisco Syst
M Cisco Webex Productivity Toals (41.1.0.8) (Cisco Webex LLC)
M Autodesk WG TrueView 2020 - English {23.1.48.0) (Autodesk)
M Cisco AnyConmnect Diagnostics and Reporting Tool (4.7 .00136) (Cis
W futodesk Desktop App (8.0.0.45) (Autodesk)
M FARO LS 1.1.600.6 (64bit) {6.0.6.5) (FAROD Scanner Production)
! Microsoft 30L Server Compact 4.0 5P1 x64 ENU {4.0.8875.1) (Micro
[N PDF Report Writer (novaPDF 6.4 printer) (no version) (Softland)
! Autodesk AutoCAD Civil 30 2018 - English (12.0.842.0) (Autodesk)

Most installed products + version by workstation count
All current inventory records, no date range used

. ‘Core {1.1.227) (Webroot)

ScreenConnect Client (454f53757582a5b0) {21.3.2093.7688) (Screen
. ‘Webroct DNS Protection Agent (2.2.0.136) {Webrcot, Inc.)
. ‘Webroct Securenywhere (9.24.49) (Webroot)

Airtame (3.5.1) {Airtame)
. Airtame 3.5.1 [3.5.1) {Airtame)
. Cisco AnyConnect Secure Mobility Client (4.7.00136) (Cisco Syst
. Autodesk DWGE TrueWiew 2020 - English {23.1.48.0) {Autodesk)
. Cisco AnyConnect Diagnostics and Reporting Tool {4.7.00136) (Cis
. Cisco Webex Productivity Tools (41.1.0.8) {Cisco Webex LLC)
. Autodesk Desktop App (8.0.0.48) {Autcdesk)
. FARO LS 1.1.600.6 (64bit) (6.0.6.5) (FARO Scanner Production)
. Microsoft SOL Server Compact 4.0 5P1 x64 ENU (4.0.8876.1) (Micro
. PDF Report Writer {novaPDF 6.4 printer) no version) (Softland)

. Autodesk AutaCAD Civil 3D 2018 - English {12.0.842.0] [Autodesk)

Note: Airtame is shown twice due to how it is internally configured.
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Most used products + version by workstation count

This Dashboard searches by selected Date Range. Idle time indicates the application was an active
process but was not the currently focused application on the desktop.

The SQL Query is based on the following:

SELECT COUNT(*) as NumberFound, EXEDescription, EXEVersion
FROM (SELECT DISTINCT EXEDescription, ComputerName, EXEVersion
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]
WHERE (ActiveSeconds > 5) AND DATE RANGE)a

GROUP BY EXEDescription, EXEVersion ORDER BY NumberFound DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown
where it will be included in the query. The date range specifically includes all uses where the usage
was occurring during any part of the date range. For instance, if an application was opened on
February 1 and closed on March 1 then any date range that includes those dates will include that
usage. That includes a date range such as February 8 — February 15; this date range will include
application usage that started prior and exited after the date range. Likewise, if a report includes the
date range of March 1 — March 31 it will include that usage that started February 1 and ended
March 1.

This report automaticallys excludes the following application names:

Exact matches:

Windows Explorer LenovoVantageUWP
Settings Print Dialog

Task Manager Layout

ptUpdate SSMS

ClickOnce AecCB

Windows Command Processor Update Client

Pick an app PointFileConverter
Windows® installer Search application

Pick an application

Partial matches:

Windows Shell security update
Experience Host Preview Handler
Application Frame Surrogate Host
Frame Host MusNotifyIcon

COM Surrogate BrowserSubprocess
Chromium host SmartAudio

host executable Java (TM) Platform
Background Task Setup/Uninstall
Task Host Credential Manager
Popup.Application This utility controls
PluginHost Node.js:

Rundl132 Redistributable
File Picker LGHUB

UI Host Download Manager
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LFPDriverUl

Sample results:

Most used products + version by workstation count
Date range: 2021-01-04 00:00 until 2021-01-08 23:59

8
7 O
@ 6]
5
I Cisco Webex Service (4012.0000.2009.2900)
Cisco Webex Meetings Desktop App (4012, 5, 2012, 1000)
@ 1 Webex Teams [1.0.0.2)
5 & Microsoft Teams (1.3.00.30866)
Microsoft Edge (11.00.18362.1171 {WinBuild 160101 .0800))
M Microsoft Outlock (16.0.12527.21416)
M Search and Cortana application {10.0.18362.1043 {WinBuild.160101
4 M Revu {20.0.15.7}
W LockApp.exe (10.0.18362.1237 (WinBuild.160101.0800))
W ScreenConnect Client (20.9.680.7530)
I%l M Microsoft Edge [87.0.664.66)
3 o 1 LockApp exe [10.0.18362.97 (WinBuild 160101 0800))
1 Webex {1.0.0.2)
O Microsoft Excel (16.0.12527.21416)
I Microsoft Word (16.0.12527.21416)
2
1
o 1

Most used products + version by workstation count
Date range: 2021-01-04 00:00 until 2021-01-08 23:59

. Cisco Webex Service (4012.0000.2009.2500)

. Webex Teams {1.0.0.2)

. Cisco Webex Meetings Desktop App (4012, 5, 2012, 1000)

. Microsoft Teams [1.3.00.3086E)

. Microsoft Edge (11.00.18362.1171 (WinBuild.160101.0800))
Search and Cortana application (10.0.18362.1049 {WinBuild. 160101

. Revu (20.0.15.7)

. Lock&pp.exe (10.0.18362.1237 (WinBuild.160101.0800))

. Microsoft Outlock (16.0.12527.214186)

. ScreenConnect Client (20.9.680.7530)

. Microsoft Edge (87.0.554.66)

. LockApp.exe (10.0.18362.857 (WinBuild.160101.0800}}
Webex (1.0.0.2)

. Microsoft Excel (16.0.12527.21416)

. Microsoft Word (16.0.12527.21416)
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Top Computer Manufacturers by workstation count

This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:

SELECT COUNT (Make) AS numberFound, Make
FROM [SOFTRACK ENTITY NAME.[dbo].[INVENTORY]
GROUP BY Make ORDER BY numberFound DESC;

Sample result:

Top Computer Manufacturers by workstation count
All current inventory records, no date range used
35 4

30

25

Gigabyte Technology Co.; Ltd.
W VIMware; Inc.
W LENOVO
M Dell Inc.

HP

20

154

104

Top Computer Manufacturers + Model by workstation count
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:
SELECT COUNT (Make) AS numberFound, Make, Model
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY]
GROUP BY Make, Model ORDER BY numberFound DESC:;

Sample result:
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Top Computer Manufacturers + Model by workstation count
All current inventory records, no date range used
35

30 4

25
204
15 4

104

. o |

Top Windows OS Versions (base version) by workstation count
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:
SELECT COUNT (WindowsType) AS numberFound, WindowsType
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY]
GROUP BY WindowsType ORDER BY numberFound DESC;

Sample result:

138

Gigabyte Technology Ce.; Ltd. {To be filled by Q.E.M.)
W VMware; Inc. {ViMware Virtual Flatform)
M Dell Inc. (0K240Y)
M LENOVO [30BXD01ALIS)

HP (HP ProBook 430 G4)
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Top Windows OS Versions (base version) by workstation count
All current inventory records, no date range used

Windows x64 10 Enterprise

g 7 °

The above result shows a single base version of Windows® is in-use. The chart is set to the top 5
results, however, only a single result occurred — the vacant slots each show 0.

Top Windows 10 versions + release + build by workstation count
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:
SELECT COUNT (WindowsType) AS numberFound, WindowsType, WindowsRelease, WindowsBuild
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY]

WHERE WindowsType LIKE "%Windows%10%'
GROUP BY WindowsType, WindowsRelease, WindowsBuild ORDER BY numberFound DESC;

Sample result:
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Top Windows 10 versions + release + build by workstation count
All current inventory records, no date range used
14

124

10 Windows x64 10 Enterprise, Release 2009 (19042.804)
Windows x64 10 Enterprise, Release 2004 (19041.804)

I Windows x64 10 Enterprise, Relzase 1905 (18363.1379)

Windows x64 10 Enterprise, Release 1909 (18363.1198)

Windows x64 10 Enterprise, Release 1905 (18363.1316)

W Windows x64 10 Enterprise, Release 1909 [18363.1016)

W Windows x64 10 Enterprise, Release 1909 (18363.1256)
W Windows x64 10 Enterprise, Release 1509 (18363.720)
I% 1 Windows x64 10 Enterprise, Release 2004 {19041.572)
6 W Windows x64 10 Enterprise, Release 2004 [{19041.685)
% W Windows x64 10 Enterprise, Release 2004 [19041.746)
1 Windows x64 10 Enterprise, Release 2008 (19042 745)
Windows x64 10 Enterprise, Release 2004 (19041.867)

o

Windows x64 10 Enterprise,
Windows x64 10 Enterprise,

| Windows x64 10 Enterprise,
Windows x64 10 Enterprise,
Windows x64 10 Enterprise,

B Windows x84 10 Enterprise,
M Windows x64 10 Enterprise,
W Windows k64 10 Enterprise,
1 Windows x64 10 Enterprise,
M Windows x64 10 Enterprise,
W Windows k64 10 Enterprise,
1 Windows x64 10 Enterprise,
Windows x64 10 Enterprize,

1]

Release 2009 (19042 804)
Relzase 2004 (19041 804)
Release 1505 (18363.1379)
Release 1509 (18363.1198)
Release 1509 (18363.1316)
Release 1905 (18363.1016)
Release 1509 (18363.1256)
Release 1509 (18363.720)
Release 2004 (19041.572)
Relzase 2004 (19041 685)
Relzase 2004 (19041.746]
Release 2002 (19042.746]
Relzase 2004 (19041 867)

The above result includes 13 total results, 2 empty slots.

Free Space C: Drive by workstation count
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:
SELECT COUNT (TotalFreeCdrive) AS numberFound, TotalFreeCdrive
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY]
GROUP BY TotalFreeCdrive ORDER BY numberFound DESC;

This Dashboard has 6 possible categories:
<1 GB (less than 1GB free space)
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<10 GB

<25GB

<50GB

<100 GB

> 100 GB (more than 100GB free space)

Note: Not all possible categories may occur. Each category will only appear if there is at least one workstation
that fits its criteria.

Sample result:

Free Space C: Drive by workstation count
All current inventory records, no date range used
30 -

25

20+

> 100 GB
W <100GB
W <10GB
W <50GB
1<25GB

15+

u
L]
]

1

10 +

> 100 GB

W <100 GB
M <10 GB
M <50 GB
| <25 GE

u
o
L]

I

The above is the legend of the chart shown above.
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RAM installed by workstation count

This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:

SELECT COUNT (PhysicalRAM) AS numberFound, PhysicalRAM
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY]
GROUP BY PhysicalRAM ORDER BY numberFound DESC;

This Dashboard has 11 possible categories:

<4 GB
4 GB

8 GB
16 GB
20GB
24 GB
28 GB
32 GB
36 GB
40 GB
>40 GB

Note: Not all possible categories may occur. Each category will only appear if there is at least one workstation
that fits its criteria.

Further, if any workstation’s RAM is not evenly divisble by 4 (for instance, 7GB) it is rounded up.

Sample result:

RAM installed by workstation count
All current inventory records, no date range used

25+

20

16 GB
WaGB
W32GB

W 40GB
15

104

P N S S S S
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16 G8
N B GB
W 32GB
W 40 GB

The above is the legend of the chart shown above.
CPU types installed (make + model) by workstation count
This Dashboard searches all inventory records and does not use the Date Range.
The SQL Query is based on the following:
SELECT COUNT (CPUType) AS numberFound, CPUType, CPUSpeed
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY CPU]
WHERE (CPUNumber=0) GROUP BY CPUType, CPUSpeed
ORDER BY numberFound DESC;
The query includes the condition “CPUNumber=0" because every CPU has at least one “core”
The results include a definition of the CPU as provided by the CPU Vendor and its speed rating, but not
the “common name” of the CPU as that can vary, even for the same definition the actual CPU speed

rating and common product name can be different. Therefore, only the vendor definition is provided.

Sample result:

CPU types installed (make + model) by workstation count
All current inventory records, no date range used

Intel64 Family 6 Model 142 Stepping 12 (2000 MHz)
W Intel54 Family 6 Model 142 Stepping 12 (2310 MkHz)
M Intel54 Family 6 Maodel 158 Stepoing 10 (2600 MHz)
M Intei54 Family 6 Model 142 Stepping 12 (2120 Mhz)
1 Intel64 Family 6 Model 142 Stepping S (2720 MHz)
Intel54 Family 6 Model 34 Stepping 3 (2810 MHz)
W Intel54 Family & Model 79 Stepping 1 (2200 MHz)
I Intei54 Family 6 Maodel 142 Stepping 11 (1800 MHz)
W Intel54 Family 6 Model 158 Stepping 10 (2720 MHz)
W Intel54 Family 6 Maodel 142 Stepoing 10 (2000 MHz)
B Intel54 Family & Model 142 Stepping 10 {1800 MHz)
W Intei54 Family 6 Madel 63 Stepping 2 (3100 MHz)
Intel54 Family 6 Model 158 Stepping 10 (3200 Mkz)
W Intei54 Family 6 Madel 85 Stepping 4 (3600 MHz)
W Intel54 Family & Model 34 Stepping 3 (3700 MHz)

143



SofTrack Managed Assets Administrator Guide

Intel&d Family & Model 142 Stepping 12 {2000 MHz)
M Intel&d Family & Model 142 Stepping 12 (2310 MHz)
M Intel&d Family & Model 158 Stepping 10 (2600 MHz)
W Intel&d Family & Model 142 Stepping 12 {2120 MHz)
Intels4 Family & Model 142 Stepping 9 (2720 MHz)
Intels4 Family & Model 84 Stepping 3 (2B10 MHz)
W Intel&2 Family & Model 7% Stepping 1 {2200 MHz)
I Intelg4 Family & Model 142 Stepping 11 (1800 MHz)
M Intel&d Family & Model 158 Stepping 10 (2720 MHz)
I Inteled Family & Model 142 Stepping 10 (2000 MHz)
M Intel&d Family & Model 142 Stepping 10 (1800 MHz)
M Intels4 Family & Model 63 Stepping 2 {3100 MHz)
Intels4 Family & Model 158 Stepping 10 {3200 MHz)
W Intel&d Family & Model BS Stepping 4 (3600 MHz)
M Intel&4 Family & Model 54 Stepping 3 {3700 MHz)

Above is the legend of the image above.
User Logon Domains found
This Dashboard searches all logon records and does not use the Date Range.
The SQL Query is based on the following:
SELECT COUNT (PrimaryUserWindows) AS numberFound, PrimaryUserWindows
FROM [SOFTRACK ENTITY NAME].[dbo].[INVENTORY]
GROUP BY PrimaryUserWindows ORDER BY numberFound DESC;

The query results include the domain\user name. The chart results include only the Domain name.

Sample result:
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User Logon Domains found
All current inventory records, no date range used

35

25 4

ERCO
COLLER

15 5

—{=]
o=l
—=]

ERCO
COLLER

Above is the legend of the image above.
Top Users by Active Application Time (all applications)

This Dashboard searches by selected Date Range. Total Active Time includes only the time the
application was the current focus on the user desktop.

The SQL Query is based on the following:

SELECT Username, COUNT(*) AS mycount, SUM(CAST(ActiveSeconds AS BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]
WHERE (DATE RANGE) GROUP BY Username ORDER BY mySUM DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
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prior and exited after the date range. Likewise, if a report includes the date range of March 1 — March 31
it will include that usage that started February 1 and ended March 1.

Sample results:

Top Users by Active Application Time (all applications)
Date range: 2021-01-01 00:00 until 2021-05-20 23:59

1 mchannel
rflorida
|- [ gharvey
- 1 e.smith
dmajor
M ruhr
W cece
B M yhernandez
M sphouse
M voltof
M awilliams
7 M jjthompson
1 bdanner
[ swallace
i T [ kkrieg

1 mchannel
rflorida
[ sharvey
I e.smith
drnajor
M ruhr
W cece
M yhernandez
M sphouse
W voltof
M awilliams
M jjthompson
I bdanner
M swallace
[V kkrieg

Above is the legend for image above.
Top Users by Idle Application Time (all applications)

This Dashboard searches by selected Date Range. Total Idle Time includes only the time the application
was active and not the current focus on the user desktop.
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Because a user can have multiple applications simultaneously in-use and only one can be Active at a
time, it is possible for a specific user to have more accumulated idle time than there are days in the
reporting period. This is due to each idle application simultaneously accumulating idle time. For
instance, if the user has 4 applications in-use and one is active for a period of 1 hour, the other 3
applications accumulate 3 hours (1 hour * 3 idle applications) of idle time. The more applications a user
has open and idle the more idle time that will accumulate.

The SQL Query is based on the following:

SELECT Username, COUNT(*) AS mycount, SUM(CAST(IdleSeconds AS BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL SOFTWARE USAGE]
WHERE (DATE RANGE) GROUP BY Username ORDER BY mySUM DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
prior and exited after the date range. Likewise, if a report includes the date range of March 1 — March 31
it will include that usage that started February 1 and ended March 1.

Sample results:
Top Users by Idle Application Time(all applications)

Date range: 2020-05-01 00:00 until 2021-05-20 23:59

1164 3 days

mchannel

922 8 days 518.2 days W rflorida

W gharvey
W esmith
I dmajor
ruhr
M cece
M yhernandez
M sphouse
W valtof
W awilliams

M jithompson

M svallace
W kkrieg

Gl [189.20avs]  [186.5 0ays

141.8 days

Top Browser Page Titles

This Dashboard searches by selected Date Range. For this report, the browser page titles are limited to
the first 64 characters. The SQL Query indicates the browser EXE names included in the report.

The SQL Query is based on the following:

SELECT COUNT (PageTitle) AS numberFound, PageTitle, EXEName
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FROM [SOFTRACK ENTITY NAME].[dbo].[ALL PAGE TITLE ACTIVITY]
WHERE (DATE RANGE) AND ((EXEName LIKE 'chrome.exe') OR (EXEName LIKE '"MSEDGE.EXE') OR
(EXEName LIKE 'MicrosoftEdge.exe') OR (EXEName LIKE 'FIREFOX.EXE') OR (EXEName LIKE
'MOZILLA.EXE')) GROUP BY PageTitle, EXEName ORDER BY numberFound DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
prior and exited after the date range. Likewise, if a report includes the date range of March 1 — March 31
it will include that usage that started February 1 and ended March 1.

Sample results:

Top Browser Page Titles
Date range: 2021-02-08 00:00 until 2021-02-12 23:59

HIVEW 3.96 0.68 21.1009% : HIVE Blockchain Technologies Ltd. -
M Inbox - Gmail - Google Chrome
M HIVEN 3.97 0.70 21.4067% : HIVE Blockchain Technalogies Ltd. -
W Zoning-By-law-2003-60—Consolidation-2020.pdf - Google Chrome
I C:\Design\Drawings\,
History - Google Chrome
M Inbox (262) - j@gmail com - Gmail - Google Chrome
I W\Design Standards
M Google ?- Microsoft Edge
M Google Maps and 1 more page ?- Microsoft Edge
W HIVEN 3.92 0.65 19.8777% : HIVE Blockchain Technologies Ltd. -
W HIVEN 3.95 0.68 20.7951% : HIVE Blockchain Technalogies Ltd. -
LOT - Google Chrome
W HIVEN 3.965 0,685 21.2538% : HIVE Blockchain Technologies Ltd
[ Interactive Map - County (GIS) - Google Chrome
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HIVEV 3.96 0.65 21.1009% : HIVE Blockchain Technologies Ltd. -
W Inbaox - Gmail - Google Chrome
M HIVEN 3.97 0.70 21.4067% : HIVE Blockchain Technologies Ltd. -
I Zoning-By-law-2003-60---Consolidation-2020.pdf - Google Chrome
C:\Design',Drawings,
History - Google Chrome
W Inbax {262) - j@gmail.com - Gmail - Google Chrome
1 W\ Design Standards
M Google ?- Microsoft Edge
| Google Maps and 1 more page #- Microsoft Edge
W HIVEN 3.92 0.65 19.8777% : HIVE Blockchain Technologies Ltd. -
M HIVEV 3.95 0.68 20.7951% : HIVE Blockchain Technologies Ltd. -
LOT - Google Chrome
W HIVEN 3.965 0.695 21.2538% : HIVE Blockchain Technologies Ld.
I Interactive Map - County [G15) - Google Chrome

Above is the legend of the image above.
Top Page Titles, non-browser applications

This Dashboard searches by selected Date Range. For this report, the non-browser page titles are limited
to the first 64 characters.

The SQL Query is based on the following:

SELECT COUNT (PageTitle) AS numberFound, PageTitle, EXEName

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL PAGE TITLE ACTIVITY]

WHERE (DATE RANGE) AND ((EXEName NOT LIKE 'explorer.exe') OR (EXEName NOT LIKE
‘chrome.exe') OR (EXEName NOT LIKE '"MSEDGE.EXE') OR (EXEName NOT LIKE 'MicrosoftEdge.exe') OR
(EXEName NOT LIKE 'FIREFOX.EXE') OR (EXEName NOT LIKE '"MOZILLA.EXE')) GROUP BY PageTitle,
EXEName ORDER BY numberFound DESC:;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
prior and exited after the date range. Likewise, if a report includes the date range of March 1 — March 31
it will include that usage that started February 1 and ended March 1.

This report specifically excludes the following executables:

Exact match:
AcWebBrowser.exe
systray.exe
csrss.exe
SearchUI.exe
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Partial match:
ExperienceHost.exe
FrameHost.exe

Sample results:

Top Page Titles, non-browser applications
Date range: 2021-02-08 00:00 until 2021-02-12 23:59
200

700 +

600 +
‘Webex

W Autodesk AutsCAD Civil 3D 2018 - [5P.dwg]

M 1 Design - Excel

500 W Autodesk AutsCAD Civil 3D 2018 - [5C101_rr dwig]

1 Autodesk AutoCAD Civil 3D 2018 - [4L.dwg]

Autodesk AutoCAD Civil 30 2018 - [4100.dwg)

W Autodesk AutaCAD Civil 3D 2018 - [SE.dwgl

400 H I 5T5 - Excel

W Autodesk AutoCAD Civil 30 2018

I Timesheet for M for 02-12-2021

W Autodesk Civil 30 2020 - [570.dwg]

W Autodesk AutoCAD Civil 3D 20138 - [4D.dwg]
Autodesk AutoCAD Civil 3D 2013 - [SRD.dwg]

M Sheet Set Manager

[ Inbox - Qutlook

300

200

100 +

Webex

B futodesk AutoCAD Civil 3D 2018 - [5P.dwg]

M 1 Design - Excel

W Autodesk AutcCAD Civil 3D 2018 - [5C101_m.dwg]

! Autodesk AuteCAD Civil 3D 2018 - [4L.dwg]

Autodesk AutoCAD Civil 3D 2018 - [4100.dwg)

B futodesk AutoCAD Civil 3D 2018 - [SE.dwg]

[ 5T5 - Excel

M Autodesk AutoCAD Civil 3D 2018

M Timesheet for M for 02-12-2021

W futodesk Civil 3D 2020 - [570.dwg]

B Autodesk AutoCAD Civil 30 2018 - [4D.dwg]
Autodesk AutcCAD Civil 3D 2018 - [5RD.dwg]

M Sheet Set Manager

M Inbox - Outlock

Above is the Legend of the image above.
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TOp screen saver users

This Dashboard searches by selected Date Range. For this report, screen saver usage is specific as shown
in the SQL Query:

The SQL Query is based on the following:

SELECT COUNT (PageTitle) AS numberFound, Username, PageTitle, EXEName, SUM(CAST(ActiveSeconds
AS BIGINT)) AS mySUM

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL PAGE TITLE ACTIVITY]

WHERE (DATE RANGE) AND (PageTitle LIKE '(screen saver)') GROUP BY Username, PageTitle,
EXEName ORDER BY numberFound DESC;

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
prior and exited after the date range. Likewise, if a report includes the date range of March 1 — March 31
it will include that usage that started February 1 and ended March 1.

Sample results:

Top screen saver users
Date range: 2021-04-01 00:00 until 2021-04-30 23:59

0.0 days 0.0 days 0.0 days 0.0 days

& &

Active Users with least amount of logon time

This Dashboard searches by selected Date Range. For this report, the report is from least to greatest in
the Top 5, Top 10 or Top 15 ranges. The report only includes those users that had at least one logon
session in the selected date range. Users with no logon sessions are not included.

The SQL Query is based on the following:
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SELECT COUNT (Username) AS numberFound, Username, SUM(CAST(TotalLoginSeconds AS BIGINT)) AS
mySUM

FROM [SOFTRACK ENTITY NAME].[dbo].[ALL LOGON ACTIVITY]

WHERE (RecordType=193) AND (DATE RANGE) GROUP BY Username ORDER BY mySUM ASC;

RecordType 193 is a logoff record, this indicates the record includes both logon and logoff time.

The DATE_RANGE is not shown in this example; the placeholder (DATE_RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
prior and exited after the date range. Likewise, if a report includes the date range of March 1 —March 31
it will include that usage that started February 1 and ended March 1.

Sample results:

Active Users with least amount of logon time
Date range: 2021-02-08 00:00 until 2021-02-15 23:59

mchannel
rilorida

M gharvey
M esmith
1 dmajar
FN M ruhr
M cece
| M yhernandez
[ sphouse
1 voitof
awilliams
& Jithempson
1 bdanner
M swallace

M kkrieg

[0.8 cays| [0.8 days] [05 davs]

Active Workstations with least amount of logon time (any user)
This Dashboard searches by selected Date Range. For this report, the report is from least to greatest in
the Top 5, Top 10 or Top 15 ranges. The report only includes those workstations that had at least one
logon session in the selected date range. Workstations with no logon sessions are not included.
Note: If a workstation has a single user, this report will likely be identical to the previous report showing
Users with least amount of logon time. This report is most useful when workstations are shared between
multiple users to assist in determining workstation utilization.

The SQL Query is based on the following:

152



SofTrack Managed Assets Administrator Guide
SELECT COUNT (ComputerName) AS numberFound, ComputerName, SUM(CAST(TotalLoginSeconds AS
BIGINT)) AS mySUM
FROM [SOFTRACK ENTITY NAME].[dbo].[ALL LOGON ACTIVITY] WHERE (RecordType=193) AND
(DATE RANGE) GROUP BY ComputerName ORDER BY mySUM ASC;

RecordType 193 is a logoff record, this indicates the record includes both logon and logoff time.

The DATE RANGE is not shown in this example; the placeholder (DATE RANGE) is shown where it
will be included in the query. The date range specifically includes all uses where the usage was
occurring during any part of the date range. For instance, if an application was opened on February 1 and
closed on March 1 then any date range that includes those dates will include that usage. That includes a
date range such as February 8 — February 15; this date range will include application usage that started
prior and exited after the date range. Likewise, if a report includes the date range of March 1 — March 31
it will include that usage that started February 1 and ended March 1.

Sample results:

Active Workstations with least amount of logon time (any user)
Date range: 2021-02-08 00:00 until 2021-02-15 23:59

HPPO-LT3

DEV-003
I WWR4412-KH
W EMX33-LT
O PRMWWQ,
M T33-APLLT
1 DOBEL-MTA
W G5521-LT
[ SCRX-MX3
I TTX778-31A

AWILLIAMS

I 1I-TOWER

1 APME-ALL
[ RT42-221A
I BBVA-EPA
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HPPO-LT3
DEV-003
WWR4412-KH
| EM¥33-LT
FRMWWO
M T33-APL-LT
| BOBB1-MTA
W G5521-L7
SCRX-MX3
TTX7TE-31A
AWILLIANMS
L-TOWER
APM4-ALL
| RT42-2214

| BBVA-EPA

Above is the Legend of the image above.
Daily Chart Software Category maximum concurrent usage

This Dashboard searches by selected Date Range. For this report, it will only use the Bar Chart format
regardless of selection.

The SQL Query is constructed by first obtaining each application in the selected Software Category and
using each to build the query value. In this sample, highlighted in blue, the Software Category is for the
Bluebeam Revu application.

SELECT * from [SOFTRACK ENTITY TEST]./dbo].JALL SOFTWARE USAGE] WHERE
RecordType=48 AND (EXEAppName LIKE '"%Bluebeam Revu CAD x64 20%' OR EXEAppName LIKE
"%Bluebeam Revu CAD x64 2018.6%' OR EXEAppName LIKE '%Bluebeam Revu CAD x64 2019%' OR
EXEAppName LIKE '"%Bluebeam Revu eXtreme x64 20%' OR EXEAppName LIKE '"%Bluebeam Revu
eXtreme x64 20.1%' OR EXEAppName LIKE '"%Bluebeam Revu eXtreme x64 2019.1%' OR
EXEAppName LIKE "%Bluebeam Revu Standard x64 20%' OR EXEAppName LIKE '"%Bluebeam Revu
Standard x64 20.1%' OR EXEAppName LIKE '%Bluebeam Revu x64 20%' OR EXEAppName LIKE
"%Bluebeam Revu x64 2017.0.40%' OR EXEAppName LIKE '%Bluebeam Revu x64 2019.1%') AND
((EXEStartTimeUTC >= "2021-02-15 00:00' AND EXEStartTimeUTC <= '2021-02-21 23:59') OR
(EXEExitTimeUTC >= 2021-02-15 00:00' AND EXEExitTimeUTC <= '2021-02-21 23:59') OR
(EXEStartTimeUTC < '2021-02-15 00:00' AND EXEExitTimeUTC > '2021-02-15 00:00'))

The Date Range is shown in the yellow highlighted section of the above example. The date range
specifically includes all uses where the usage was occurring during any part of the date range. For this
instance, if an application was opened on February 1 and closed on March 1 then any date range that
includes those dates will include that usage. That includes a date range such as February 15 — February
21; this date range will include application usage that started prior and exited after the date range.
Likewise, if a report includes the date range

The query results are then processed to determine the maximum concurrent usage per day.
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Sample result:

Daily Chart Software Category maximum concurrent usage for Bluebeam REVU
Date range: 2021-02-15 00:00 until 2021-02-21 23:59

Daily Concurrent Usage

Feb Feb Feb Feb Feb Feb Feb
15 16 17 18 15 20 21

Daily Chart Software Category number of workstations where used

This Dashboard searches by selected Date Range. For this report, it will only use the Bar Chart format
regardless of selection.

The SQL Query is constructed by first obtaining each application in the selected Software Category and
using each to build the query value. In this sample, highlighted in blue, the Software Category is for the
Bluebeam Revu application.

SELECT * from [SOFTRACK ENTITY TEST].[dbo].[ALL SOFTWARE USAGE] WHERE
RecordType=48 AND (EXEAppName LIKE '%Bluebeam Revu CAD x64 20%' OR EXEAppName LIKE
"%Bluebeam Revu CAD x64 2018.6%" OR EXEAppName LIKE '%Bluebeam Revu CAD x64 2019%' OR
EXEAppName LIKE '"%oBluebeam Revu eXtreme x64 20%' OR EXEAppName LIKE '%Bluebeam Revu
eXtreme x64 20.1%" OR EXEAppName LIKE '%Bluebeam Revu eXtreme x64 2019.1%' OR
EXEAppName LIKE "%Bluebeam Revu Standard x64 20%' OR EXEAppName LIKE '"%Bluebeam Revu
Standard x64 20.1%"' OR EXEAppName LIKE '%Bluebeam Revu x64 20%' OR EXEAppName LIKE
"%Bluebeam Revu x64 2017.0.40%' OR EXEAppName LIKE '%Bluebeam Revu x64 2019.1%') AND
((EXEStartTimeUTC >= "2021-02-15 00:00' AND EXEStartTimeUTC <= '2021-02-21 23:59') OR
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(EXEExitTimeUTC >= 2021-02-15 00:00' AND EXEExitTimeUTC <= 2021-02-21 23:59') OR
(EXEStartTimeUTC < '2021-02-15 00:00' AND EXEExitTimeUTC > '2021-02-15 00:00"))

The Date Range is shown in the yellow highlighted section of the above example. The date range
specifically includes all uses where the usage was occurring during any part of the date range. For this
instance, if an application was opened on February 1 and closed on March 1 then any date range that
includes those dates will include that usage. That includes a date range such as February 15 — February
21; this date range will include application usage that started prior and exited after the date range.
Likewise, if a report includes the date range

The query results are then processed to determine the actual number of workstations where any
application defined by the Software Category was used at any time for each day graphed. This is not a
concurrent usage, this is an anytime usage to help determine the number of workstations where there is
usage.

Sample result:

Daily Chart Software Category number of workstations where used for Bluebeam REVU
Date range: 2021-02-15 00:00 until 2021-02-21 23:59

13 13
Daily Usage
[Workstation Count)
I T T T T T T T T - 1
Feb Feb Feb Feb Feb Feb Feb
15 16 17 18 19 20 bl
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Autodesk® Named-User Summary Charts [Selected License]

This Dashboard creates 4 charts. This Dashboard searches by selected Date Range. For this report,
the Chart Type and Chart Range fields are disabled. Click on the Chart Category to select the
Autodesk® license to chart:

Configure Dashboard 1:

Autodesk Mamed-Uzer Summary Chartz [Selected Licenze] -

Chart Type: Chart Palette: Chart Range: Chart Category:
Palette 1 -
Corfigure Dashboard 2: Select Software Category
Click this button to select Software
Category
Chart Type: Chart Palette: Chart Range: Ch
After clicking the Chart Category a new window will appear:
Select an Autodesk License Category for Dashboard Report x
Autodesk License 4 | Commert QK
2| <all 2 «alls ]
i : < g < Cancel
__Combine all Autodesk Licenses This selection will produce a summarny repart for all Autodesk licenses
AutoCAD
Civil 3D
Rewit LT

The first selection “  Combine all Autodesk Licenses” will build report Charts based on usage of
all Autodesk® applications and will build the following charts:

e Number of Unique Users (per day,week,month)

e Days of Usage per License Pool Expiration Date

e Count of Unique Users per Entity

e Application Versions (i.e. Revit 2020, Revit 2022, etc.) and number of usages that

exceed 5 minutes in total time opened (this is to correlate with how Autodesk® charges
for Named-User usage

The remaining selections are for specific Autodesk® applications. When a specific Autodesk®
application is charged, the following charts are built:

Number of Unique Users (per day,week,month)

Days of Usage

Count of Unique Users per Entity

License Model Usage with number of usages that exceed 5 minutes

in total time opened (this is to correlate with how Autodesk®
charges for Named-User usage)
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This Chart is built using a “SQL Stored Procedure” named ADESK R30 (or ADESK R30S for
when a specific Autodesk® application is selected rather than Combine All). This stored procedure
is created by the SofTrack Console when creating or updating the SOFTRACK ENTITY Database.

The Charts will automatically be created “per day” if the number of days charted is less than 32,

will use “per week” if the number of days is less than 90 and otherwise, will chart activity “per
month”.

Sample result for combined usage of all Autodesk® applications:

Days of Autodesk usage per License Pool Expiration
lun 1, 2022 through Jul 10, 2022

Number of Unique Named-Users per week [All Autodesk Apps]
Jun 1, 2022 through lul 6, 2022

130

17 =

104
81
78 =
65
52
39
26
13

[0 Al Entities

un un un un ul
1 B 15 22 29 6

Autodesk License Model (Number of Usages > 5 minutes)
Jun 1, 2022 through Jul 10, 2022

Count of Unigue Autodesk Users by Entity
Jun 1, 2022 through Jul 10, 2022

176
160
144
128

112
ATL_TEAM
%6

M BOS_TEAM

M DAL_TEAM g

W NYC_TEAM &
48

32
16

99

81
72
63
54
45
36

27

18

About Autodesk® Cloud Licenses

In the above image, the “License Pool” chart at top right includes captions that are dates, 2022-06-

07,2022-11-28, etc. These “License Pool” names are directly provided by Autodesk® and indicate

the expiration date of the selected “License Pool”. Upon expiration, any unconsumed licenses will
no longer be available for use. Please contact Autodesk® for details regarding the number of
unconsumed licenses.

In the above image, the “License Model” chart at bottom right includes captions such as “FLEX#2”,

“456-9900214”, “EDU#2”, “TRL#2”. These indicated the specific license type utilized. There is
another value not shown, it has a prefix “RTL”. “FLEX” indicates Flex licenses (licenses that are
typically pre-purchased and consumed per-day at a rate based upon the exact Autodesk® product
utilized. “456-9900214” indicates an Autodesk® Network (Multi-User) License. The actual value
will indicate the Autodesk® serial number utilized. “EDU” indicates an educational license.
“TRL” indicates an Autodesk® Free Trial license. “RTL” indicates an Autodesk® Single-User
Subscription license.
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The following shows each individual chart:

Number of Unique Named-Users per week [All Autodesk Apps]
Jun 1, 2022 through Jul 6, 2022

112
108
104
100
85
%2
E8
B4
80
76
T2
B8
B4
B0
56
52
48
44
40
36
32
28
24
20
16
12
B
4
o

Jun Jun Jun Jun Jun Jul
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Days of Autodesk usage per License Pool Expiration
Jun 1, 2022 through Jul 10, 2022

160
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Count of Unique Autodesk Users by Entity
Jun 1, 2022 through Jul 10, 2022
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Autodesk License Model (Number of Usages > 5 minutes)
Jun 1, 2022 through Jul 10, 2022

[0 FLEXH2

W 456-9500214

W FLEX#L

[ EDU#2

O FLEX#3
TRL#2

=]

If the above chart includes Network licenses, the serial number will be shown as the License Model.

Sample result for seleted Autodesk® application (Revit LT):

Number of Unique Named-Users per week [Revit LT] Days of Autodesk usage per License Pool Expiration for Revit LT
May 10, 2022 through Jun 28, 2022 May 10, 2022 through Jun 30, 2022

&0 = 88
72 80
54 7
s6 82

. . M 2022-11-28

. 11

:g [ Al Entities a0 2023-07-12

- 2 [ 2023-08-31
16 24
3 15
0 T T T g

May May May May Jun Jun Jun Jun 1] 1
10 17 24 31 7 14 21 28
Count of Unigue Users by Entity for Revit LT Versions + (Number of Usages > 5 minutes) for Revit LT
May 10, 2022 through Jun 30, 2022 May 10, 2022 through Jun 30, 2022
m 2017
I ATL_TEAM

- 2018

BOS_TEAM e —

0 DAL_TEAM EE 2022

1 NYC_TEAM
12023
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The following shows each individual chart:

Number of Unique Named-Users per week [Revit LT]
May 10, 2022 through Jun 28, 2022
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Days of Autodesk usage per License Pool Expiration for Revit LT
May 10, 2022 through Jun 30, 2022
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Count of Unique Users by Entity for Revit LT
May 10, 2022 through Jun 30, 2022

[ ATL_TEAM
| BOS_TEAM
[ DAL_TEAM
[ NYC_TEAM

165



SofTrack Managed Assets Administrator Guide

Versions + (Number of Usages > 5 minutes) for Revit LT
May 10, 2022 through Jun 30, 2022

420
408
396
384

360
348
336
324
312 iy
300
288
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TCPI/IP User After Hours Upload+Download Charts [Selected User]

This Dashboard creates 4 charts. This Dashboard searches by selected Date Range for all activity
occurring between 6pm and 6am each day within the date range. For this report, the Chart Type
and Chart Range fields are disabled. The Chart Range of “Top 15” is always used.

Click on the Chart Category to select the User to chart:

Corfigure Dashboard 1:
| TCRAP Uzer After Hours Upload+Download Charts [Selected zer)] v
Chart Type: Chart Palette: Chart Range: Chart Category:

Falette 1 -

Corfigure Dashboard 2: Select Software Category

Click this button to select Software

Chart Type: Chart Palstte: Chart Range: Category

After clicking the Chart Category a new window will appear:
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Select a User for for Dashboard Report x
|ser & | From Entity QK
o |l | <l -~ Cance
DTMLLU Admin User COLA
NTCasey COLA

Select a user to chart.

This Chart is built using a "SQL Stored Procedure" named TCPUDP_T30. This stored procedure is
created by the SofTrack Console when creating or updating the SOFTRACK ENTITY Database.
The “After Hours” indication denotes activity occurring between 6pm and 6am on any day.

Additionally this report does not include non-routable TCP/IP address ranges, thus this report only
reflects upload and download acitivity to addresses outside your private network. The specific
TCP/IP address ranges excluded are:

10.n.n.n
192.168.n
172.16.n.n

The Charts will automatically be created "per day" if the number of days charted is less than 32,
will use "per week" if the number of days is less than 90 and otherwise, will chart activity "per
month".

Daily % of 30.0 MB (after-hour uploads) User=[DTMLLUAdminUser] Daily % of 180.4 MB (after-hour downloads) User=[DTMLLUAdminUser]
Jun 27, 2022 through Jul 20, 2022 Jun 27, 2022 through Jul 20, 2022
114 3
274 N ™
104 3
21
R 3
21
g7 ]
7 After-Hour 18 1 After-Hour
Uploads 159 - Downloads
6 -
Max daily 29 2 B Max aaily
57 value is %1 valugis
P 3.4MB = 483 MB
3 3
e e I T T T T TATATATA T TATATATATATATAS L B e e R B B o Lo
Jun Jun Jul Jul Jul Jul 1ul Jul Jun Jun Jul Jul Jul Jul Jul Jul
27 30 3 6 B 12 15 18 7 30 3 6 9 12 15 18
Top 15 Remote Hosts % of 22.5 MB (after-hour uploads) Top 15 Remote Hosts % of 150.8 MB (after-hour downloads)
for User=[DTMLLUAdminUser] - Jun 27, 2022 through Jul 21, 722 for User=[DTMLLUAdminUser] - Jun 27, 2022 throngh ol 21 2022
235.255.255.250 bi-in-f85.12100.net
1 [=1l[30
204.75.197.218 31 20 bh-in-f95.12100.net
1 doh-01.spectrum.com 28] 1 5104-75-210-19.deploy.static.akamaitechnologies.com
1 bh-in-95.12100.net s E 1 72.21.81.200
bi-in-f85.1100.net 1 server-13-32-230-60.t156.r.cloudfront.net
W 238622571 2 W doh-01.spectrum.com
1104.43.200.36 13 1204.75.197.219
W don-02.spectrum.com 15 W 13.107.42.18
bg-in-784.1e100.net 13 ] doh-02 spactrum.com
72.21.81.200 ] E server-18-64-236-118.atI56.r.cloudfront.net
13.107.42.18 167 ! 239622571
bh-in-f94. 1100 net 7 4 @ server-54-230-31-108.ati56.r.cloudfront.net
bg-in-f35.1e100.net 21 Oy [ server-13-249-120-36.ati51.r.cloudfront.net
1 bl-in4.1e100.net ] | & F ! @ ! ! ! 1104.43.200.35
. 17 ' Lo o000 —
1 hl-in-f35 12100 net I seruer-13-749-120-43 at151 rcloudfrant net

The following shows each individual chart:
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Daily % of 30.0 MB (after-hour uploads) User=[DTMLLUAdminUser]
Jun 27, 2022 through Jul 20, 2022

After-Hour
Uploads

Max daily
value is
3.4MB

Jun Jun Jul Jul Jul Jul Jul Jul
27 30 3 3 ] 12 15 18
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Daily % of 180.4 MB (after-hour downloads) User=[DTMLLUAdminUser]
Jun 27, 2022 through Jul 20, 2022

28
28 4
27 s
26 - -
25 4
24
23
22
21
20
12
18
17
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After-Hour

15 iy
Downloads
14 4
L Max daily
valueis
12 4 489 MB

Jun Jun Jul Jul Jul Jul Jul Jul
27 30 3 6 9 12 15 18
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Top 15 Remote Hosts % of 22.5 MB (after-hour uploads)
for User=[DTMLLUAdmIinUser] - Jun 27, 2022 through Jul 21, 2022

239.255.255.250

e 204.79.197.219

[0 doh-01.spactrum.com

[ bh-in-f35.1e100.net
bi-in-f85.1e100.net

W 23.96.225.71

[ 104.43.200.36

@ doh-02.spactrum.com

[ bg-in-f34.1e100.net
72.21.81.200
13.107.42.18
bh-in-f34 12100.net

[1 bg-in-f35.1e100.nat

[ bl-in-f34.1£100.net

[ bl-in-f95.12100.net

=]

B—{r~]

[—{r]
=]
=]
=]
=]
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Top 15 Remote Hosts % of 150.8 MB (after-hour downloads)
for User=[DTMLLUAdmIinUser] - Jun 27, 2022 through Jul 21, 2022

32+

314
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224 bi-in-f35.1e100.net
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18 server-13-32-230-60.at|56.r.coudfront. net

18 — M doh-01 spectrum.com

17 20479197 219
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15+ server-18-64-236-118 atl56.r.cloudfront.net

144 230622571

13 server-54-230-31-108 ati56.r.cloudfront net
server-13-149-120-36atI51.r.cloudfront.net

127 104.43.200.36

11 4 server-13-149-120-43 ati51.r.cloudfront.net
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E
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2 -
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Notice that each chart references a percentage ( % ) of a total value. The chart bars graphed each
represent a percent of the total amount. Due to the possibility of a wide range of values (from zero
to trillions), a conventional bar chart of absolute values is not possible.

TCPIIP Top Users Upload Activity

This Dashboard searches by selected Date Range for all activity occurring at any time during the
selected date range.

The SQL Query is based on the following:

SELECT DISTINCT TOP 15 Username, SUM(CAST(UploadedSizeBytes AS bigint)) As
TotalUploadedBytes FROM [SOFTRACK ENTITY NAME].[dbo].[TCPUDP_STATS] WHERE
((ConnectionStartTime >= 'START DATE) AND (ConnectionStartTime <= 'END DATE)) GROUP BY
Username ORDER BY TotalUploadedBytes DESC;

The START DATE and END_DATE are not shown in this example; the placeholder values are
shown where each will be included in the query. The date range specifically includes all usages that

started or were occurring during the date range.

Sample Chart:

171



SofTrack Managed Assets Administrator Guide
Top 5 Users by % of 916.6 MB (total uploads)
Top User: 916.3 MB
Jun 25, 2022 through Jul 20, 2022

CTMLLUAdminUser

MNTCasey
I

=T O

Notice that the chart references a percentage ( % ) of a total value. The chart bars graphed each
represent a percent of the total amount with the Top User’s value indicated in the chart title. Due to
the possibility of a wide range of values (from zero to trillions), a conventional bar chart of absolute
values is not possible.
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TCPI/IP Top Remote Port Upload Activity

This Dashboard searches by selected Date Range for all activity occurring at any time during the
selected date range.

The SQL Query is based on the following:

SELECT TOP 15 RemotePort, Count(*) As NumberTimesPortUsed, SUM(CAST(DownloadedSizeBytes
AS bigint)) As TotalDownloadBytes, SUM(CAST(UploadedSizeBytes AS bigint)) As TotalUploadBytes
FROM [%s].[dbo].[TCPUDP _STATS] as TX WHERE ((TX.ConnectionStartTime >= 'START DATE')
AND (TX.ConnectionStartTime <= "END DATE’)) GROUP BY RemotePort ORDER BY
totalUploadBytes DESC;

The START DATE and END DATE are not shown in this example; the placeholder values are
shown where each will be included in the query. The date range specifically includes all usages that
started or were occurring during the date range.

Sample Chart:
Top 5 RemotePorts by % of 916.6 MB (total uploads)
Top Port: 900.8 MB
Jun 25, 2022 through Jul 20, 2022
100

26
92
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B4
B0
76
72
58
54
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56
52
a8
a4
a0
36
a2
28
24
0
16
12

443
1500
I BO
| 5353
53

i

bl & - 1

Notice that the chart references a percentage ( % ) of a total value. The chart bars graphed each
represent a percent of the total amount with the Top User’s value indicated in the chart title. Due to
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the possibility of a wide range of values (from zero to trillions), a conventional bar chart of absolute

values is not possible.

TCP/IP Remote Port Upload+Download + Remote Hosts Charts [Selected Port]

This Dashboard creates 4 charts. This Dashboard searches by selected Date Range for all activity
occurring at any time during the selected date range. For this report, the Chart Type and Chart
Range fields are disabled. The Chart Range of "Top 15" is always used.

Click on the Chart Category to select the Remote Port to chart:

Corfigure Dashboard 1:

| TCPAP Remate Part Upload+D awrload + Remate Hoste Charts [Selected Part] -

Chart Type: Chart Palette:
Palette 1

Corfigure Dashboard 2:

Chart Range: Chart Categony:

Select Software Category

Click this button to select Software

Chart Type: Chart Palette: Chart Range: Category
After clicking the Chart Category a new window will appear:
Select a Remote TCP/P Port for for Dashboard Report X
Remaote Port a | From Entity QK
,5:' <all j::‘ <l ,5::' Carcel

1500 COLA
3 COLA
443 COLA
h3 COLA
h3h3 COLA
h3hh COLA
a0 COLA

Select a Remote Port to chart.

This Chart is built using a "SQL Stored Procedure" named TCPUDP T33. This stored procedure is
created by the SofTrack Console when creating or updating the SOFTRACK ENTITY Database.
The "After Hours" indication denotes activity occurring between 6pm and 6am on any day.

The Charts will automatically be created "per day" if the number of days charted is less than 32,
will use "per week" if the number of days is less than 90 and otherwise, will chart activity "per

month".

Sample Charts:
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Daily % of 918.0 MB (total uploads) Port=[443]
Jun 24, 2022 through Jul 23, 2022

Anytime
Uploads

E Max daily
value is
276.4 MB

e IRl YN

Jun Jun Jul Jul Jul Jul Jul Jul Jul
27 30 E & 9 12 15 18 1

Top 15 Remote Hosts % of 363.1 MB (total uploads)
for Port=[443] - Jun 24, 2022 throuzh 'u!' 22 2022
static.253.220.76.144.clients.your-server.de
204.79.197 219
[ ec2-52-20-131-138 compute-1.amazonaws.com
ec2-52-204-3-35.compute-1.amazonaws.com
ec2-100-26-64-152 compute-1.amazonaws.com
M ec2-3-211-47-235 compute-1 amazonaws com
W ec2-3-221-99-203.compute-1.amazonaws.com
M £c2-54-157-239-147 compute-1.amazonaws.com
M ec2-3-228-80-221 compute-1 amazanaws com
W ec2-52-0-61-62.compute-1.amazonaws.com
M ec2-54-235-211-214 compute-1.amazonaws.com
W ec2-52-44-21-117 compute-1 amazonaws com
ec2-54-210-64-19.compute-1.amazonaws.com
M ec2-54-91-203-105.compute-1.amazonaws.com

£r2-34-197-1-58 romaute-1 AmAzanAWs rom

SEITIL

The following shows each individual chart:
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Daily % of 21.9 GB (total downloads) Port=[443]
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Top 15 Remote Hosts % of 21.0 GB (total downloads)
for Port=[443] - Jun 24, 2022 thr-us hjul24,2022

usd.internet-radio.com

a104-115-97-76 deploy static sksmaitechnologies com
[ bh-in-f95.1e100.net
-35.1e100.net
host.softwaremetering.com
M 3173-222-57-221 deploy static aksmaitechnologies com
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M 523-38-86-50.deploy.static akamaitechnalogies.com
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W doh-01.spectrum.com
W 3104-76-210-19 deploy.static.akamaitechnologies.com
M 323-47-50-180 deploy static akamaitechnologies com
dfw2Bs18-in-f6.1e100.net
M 13.107.213.40

A23-203-18-49 denlav stafic akamaitechnalneies com
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Daily % of 917.5 MB (total uploads) Port=[443]
Jun 24, 2022 through Jul 23, 2022
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Daily % of 21.9 GB (total downloads) Port=[443]
Jun 24, 2022 through Jul 23, 2022
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Top 15 Remote Hosts % of 363.1 MB (total uploads)
for Port=[443] - Jun 24, 2022 through Jul 24, 2022

714
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g1
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53 ]
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Top 15 Remote Hosts % of 21.0 GB (total downloads)
for Port=[443] - Jun 24, 2022 through Jul 24, 2022

us4.internet-radio.com
3104-115-97-76.deploy.static.akamaitechnologies.com
bh-in-f95.1e100.net
bi-in-f35.1e100.net
host.softwaremetering.com

[ 8173-222-57-221 deploy.static.akamaitechnologies.com
dfw25545-in-f10. 12100 net

[ 223-38-86-50_deploy.static. skamaitechnologiss.com
72.21.81.200
doh-01.spectrum.com

M 3104-75-210-19 deploy.static.akamaitechnologies.com
323-47-50-180_deploy static akamaitechnologias.com
dfw28s18-in-f6.1e100.net
13.107.213.40
823-203-18-49. deploy.static.akamaitechnologias.com

Notice that each chart references a percentage ( % ) of a total value. The chart bars graphed each
represent a percent of the total amount. Due to the possibility of a wide range of values (from zero

to trillions), a conventional bar chart of absolute values is not possible.

Top Applications by cost based on number workstations where installed

This Dashboard requires application cost values to be entered via the "Concurrent Usage
(Summary+Costs)” report. If no application cost values exist, the report will not provide a result.

For application’s with a cost value entered, this report will scan for each workstation, in each
included Entity, that has any such application installed. This report does not include usage, only if

installed.

The result will show the top 5, 10 or 15 applications by total cost as determined by the number of

workstations where installed multiplied by the application cost.

A sample result:
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Top Applications by cost based on number workstations where installed
All Workstations

37869

36858
35827
34956
33085
33014
32043
31072
30101
29130
28159
27188
26217
25246
24275
23304

SOFTWARE CATEGORY:abacus
Webex Teams
I Autodesk Desktop App

22333 1 Microsoft Edge
21362 Webex
20381 19455 M Microsaft 365 Apps for business - en-us
18420 1 :SOFTWARE CATEGORY:BROWSERS-CHROME
18445 W Abacus Billing Popup
Visual OTTHYMO version 6.1.2005
17478 -
16507 157 15894 SOFTWARE CATEGORY:Autodesk REVIT
15536 s " Aurodesk AutaCAD Civil 3D 2018 - English
14565 Adobe Acrobat Reader DC
Adobe Acrobat Reader DC MUI
13584
11988
12623 11126 -

11652

10681
8710
B739
7768
6757
5826
4855
3884
20913
1842
571

R B P

The value shown at the top of each bar is the total application cost. The chart above is for the top
15, but there are only 13 applications found with a cost and installed on one or more workstations.
Any applications with a cost that are not installed on any workstation will be excluded from this
report.

When defining this report, a date range is required, but it is not used. Thus, any date range can be
supplied for this report and it will not impact the results.

Top Applications by cost based on number workstations where used

This Dashboard requires application cost values to be entered via the "Concurrent Usage
(Summary+Costs)” report. If no application cost values exist, the report will not provide a result.

For application’s with a cost value entered, this report will scan for each workstation, in each
included Entity, that has any such application installed and has been used during the reporting
period.

The result will show the top 5, 10 or 15 applications by total cost as determined by the number of
workstations where installed multiplied by the application cost.

A sample result:
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Top Applications by cost based on number workstations where used
Date range: 2023-01-29 00:00 until 2023-03-01 23:59

18018

17556
17054
16632
16170
15708
15246
14784
14322
13860
13358
12836
12474
12012
11550
1io88
10626
10164
9702
§240
B778
8316
7854
7352
€230
6468
6006
5544
5082
4620
4158
3656
3234
2772
2310
1848
1386
524
462

Webex Teams
M :SOFTWARE CATEGORY:abacus
M Autodesk Desktop App
W Webex
! Microsoft Edge
Microsoft 365 Apps for business - en-us
M Abacus Billing Popup
M Visual OTTHYMO version 6.1.2005
W :SOFTWARE CATEGORY:BROWSERS-CHROME
1 Autodssk AutoCAD Civil 3D 2018 - English
W Adobe Acrobat Reader DC MUI
M Adobe Acrobat Reader DC

]
1 ]

o I A

The value shown at the top of each bar is the total application cost. The chart above is for the top
15, but there are only 12 applications found with a cost and installed+usage on one or more
workstations. Any applications with a cost that are not installed or used on any workstation will be
excluded from this report.

When defining this report, a date range is required. The date range supplied will be used to
determine if usage occurred. Only those workstations with usage during the selected date range will
be included.

Daily Chart Specific EXE file(s) number of workstations where used

This Dashboard searches for usage of specific EXE file(s) within a selected Date Range. For this report,
it will only use the Bar Chart format regardless of selection.

The SQL Query is constructed as shown in the following.
In this sample, highlighted in blue, the there are (5) EXE files being simultaneously graphed:

SELECT * from [SOFTRACK ENTITY TEST].[dbo].[ALL SOFTWARE USAGE] WHERE
RecordType=48 AND ((EXEName="'acad.exe') OR (EXEName='"acadlt.exe') OR
(EXEName='Acrobat.exe') OR (EXEName='AcroPlot.exe') OR (EXEName='AcroPlotMatrix.exe') )
AND ((EXEStartTimeUTC >= '2021-02-01 00:00" AND EXEStartTimeUTC <= 2021-02-28 23:59') OR
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(EXEExitTimeUTC >= 2021-02-01 00:00' AND EXEExitTimeUTC <= 2021-02-28 23:59') OR
(EXEStartTimeUTC < '2021-02-01 00:00' AND EXEExitTimeUTC > '2021-02-01 00:00"))

The Date Range is shown in the yellow highlighted section of the above example. The date range
specifically includes all uses where the usage was occurring during any part of the date range. For this
instance, if an application was opened on February 1 and closed on March 1 then any date range that
includes those dates will include that usage. That includes a date range such as February 15 — February
21; this date range will include application usage that started prior and exited after the date range.
Likewise, if a report includes the date range

The query results are then processed to determine the maximum usage per day for the combination of
selected EXE files. This report can be for a single EXE file or multiple.

Sample result:

Daily Chart Specific EXE file(s) number of workstations where used
Date range: 2021-02-01 00:00 until 2021-02-28 23:59

. 28

28 26
%)
22

24
. 71

Daily Usage
* [Warkstation Count)

(o]
o]
o]

TR

T T T T T T T T T T T T T T
Fel Feb Feb
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Chapter 7 Interactive Reporting

Reports Overview

SofTrack’s Managed Assets interactive reporting provides several on-demand reports. Each report
can be directly saved as html format (i.e. web page) and/or exported to CSV format.

Stand-alone Reporting Console

The stand-alone Managed Assets reporting console is provided by this file:

SofTrack MAReporter.exe

When opened it is presents only Managed Assets reporting options:

server VCSLOCALDCOL: Managed - SofTrack Console - 0O %
Managed A Style T e

"‘i ‘ @I I] Managed Assets Administrator Guide
.

LT v & Interactive Report Configuration
Refresh  Export Current
Statistics Server

Assistance Management Assistance

SofTrack SQL Entity Databases found

Sof Track Entity D... & Date ... Database Size Transaction Log Size  Num...

= Bl = (0

=]

The Manage Entity ribbon button provides the user ability to configure email reporting.

The remainder of this Chapter describes the SofTrack Managed Assets Administrator Console and
provides the same reporting functions as the stand-alone reporting console.

On-screen views

The Managed Assets section is located within the Managed tab of the SofTrack Console:
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Server VCSLOCALDCD1: Managed - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style ~ 9
: - - e b E E Managed Assets Administrator Guide
- + 1 * : = = Interactive Report Configuration
Refresh  Export SQL SQL Add
Statistics = | Configuration ' Maintenance = | Entity
Assistance Management Assistance
Managed SofTrack SQL Entity Databases found
A;::is Sof Track Entity Databases & Date Created Database Size Transaction Log Size Mumber of ...
Applications ’[:jl <all> ’le <all> ’CZI <all> ’[:] calls ’Cy call> ’C:.
Devices
Managed
B Dashboards

Most of the built-in views provide reports (contained within a ‘gridview’) and each can be
exported.

There are 6 main categories, Home, Agents, Applications, Devices, Managed and Dashboards. The
following provides an overview of each section.

Home View

The Home view shows all SofTrack Entity SQL Databases and related statistics.
SofTrack SQL Entity Databases found

Sof Track Entity Databases & Date Created Database Size Transaction Log Size Murmber of Computers
% |test] X ozl L <l 2l L <l jo
SOFTRACK_ENTITY_TEST 2022-06-05 21:54:09.... 150.50 MB 52 MB 36
SOFTRACK_ENTITY_TESTO3 2023-11-05 20:13:15.... 16.25 MB & MB 36
SOFTRACK_ENTITY_TEST2 2023-10-11 16:48:58... 863 MB < 1MB 36

The Home section can be opened to reveal each separate Entity and its configuration.
Agents View

The Agents view shows all workstations for all Entities using the STSLAM agent and related statistics.

Agents for all Entities (Managed)

Status Disabled ... | Entity w | Workstati... | Machine ... | TSECALs | Agent Veer... Last IP A... | Last Com... | Last File ...
X |l O al Oa X al Ol Olal: O dal Ol Ola: O al O
ALLOWED DEFAULT DA SabcdfB1-.. O 7.0z Jul 13, 20..
BLOCKED DEFAULT MOXYE4  23afd187-.. O Aug 30, 2.
ALLOWED DEFAULT MxL1281  Beb7BcZa.. O FRE] Jul 13, 20..
ALLOWED COLA DESKTO... NO_MGUID O SI_IMP Aug 11, 2.
ALLOWED COoLA M¥L1281  Beb7hcZa.. O FRE] Aug 25, 2.

The Agents section can be opened to reveal each separate Entity and its specific list of workstations
using the STSLAM agent. This sub-view includes the ability to create a custom STSLAM MSI
specific to that Entity that can then be distributed to each workstation for installation/upgrade.

In the columns, the last two columns are Last Communication and Last File Upload. The Last
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Communication indicates the most recent time a successful communication occurred using TCP/IP
(to be successful the workstation must have an ‘ALLOWED’ license as shown in the first column).
The Last File Upload column indicates either the last time a workstation journal file was manually
copied to the STLOG\STSLAM folder for processing, or, when a workstation that was previously
“BLOCKED” (as shown in the first column) has been successfully re-processed due to a license
having become available and assigned to that workstation. The re-processing is possible because a
BLOCKED workstation’s activity journals are stored in the STLOG\STSLAM folder and are re-
processed when a license becomes available.

Agents View for Entity(COLA)

Status & | Disabl... | Entity Workstation | Machine G... | TSE CAlLs Agent Vers... | Last IP Ad... | Last Comm... | Last File U...

= i - i F P i i T i T

S|l Bl ) <l I <l Bl B2l Bl Bl Bl S| all jo
ALLOWED COLA  DESKTOP-.. NO_MGUID 0 SI_IMP Aug 11, 20...
ALLOWED COLA MxL1281 febThcZa-... 0 701a fug 25, 20...

Applications View
The Applications view shows a summary of all Applications installed plus workstation count for each.

The Software Category column is customer-defined. Please note, this list is not auto-populated, click the
Refresh button at the upper left to build this list.

Applications Installed; Applications Used for all Entities

Application Name - Version Publisher Software Cateqory Woarstation Court | =
}::‘ zall }::‘ zall }::‘ zall }::‘ <l }::‘ <all= }::‘
Bentley W&i (SELECTseres 3) - Autode... | 8.11.9.303 Bentley Systems, Inc... 1
BIM Vision wersion 2.18.2.0 21820 Datacomp Sp.z 0.0, 1
BlackBemy Desktop Software 6.1 £.1.0.35 Research In Mation L... 1
Bluebeam Revu eXireme x64 2018.1 18.1.0 Bluebeam, Inc. g
Bluebeam Revuxtd 2015.6 15.6.0 Blusbeam Software, |... 1
Bomagar Jump Client 16.2.1 bomgarbr... 1621 Bomaar 1
Bomaar Jump Client 16.2 2 bomgarbr... 1622 Bomaar 1

The Applications section can be opened to reveal each separate Entity and its specific list of
applications. There is an additional button to view each workstation for selected applications. Email
Reminders can be configured for a specific application or any number of selected applications.

Applications Installed per Workstation for Entity(COLA)

Application Name - Version Publisher Software Categony Workcstation Count |
,:::' <zl }:.' Zall: }:.' <all: }:.' Zall: }:‘ <all: ;::‘
7-Zip 9.20 64 edition) 5.20.00.0 lgor Pavlov Licensed 44
A360 Desktop 6.0.3.1100 Autodesk 5
A360 Deshktop 7.2.3.1800 Autodesk 2
A360 Desktop 8.2.3.1800 Autodesk 2
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Devices View

The Devices view shows a summary of the number of workstations and sessions found and the top 5
versions of Windows® operating system installed.

Device Summary for all Entities

— — — — — —
]

M|l Bzl Pl ) -~ <all e
SOFTRACK_ENTITY_D... Windows x84 Server 2012 5t...
SOFTRACK_ENTITY_M... Windows x64 7 Professional
SOFTRACK_EMNTITY_T... Windows x64 7 Professional
SOFTRACK_EMTITY_T... Windows x64 7 Professional
SOFTRACK_ENTITY_C... Windows x64 7 Professional

Windows x64 Serve... 1
Windows x64 10 Pro 2
Windows x64 10 Pro 2

d= LN g —
=R = = — R =
G G — ) —

The Devices section can be opened to reveal each separate Entity and its specific list of workstations
with details including recent user, and base machine configuration. Email Reminders can be
configured for a specific device or any number of selected devices.

Entity Worst... | Temin... | Top Windows Version. 1 * | T.. TopWindowsVersi.. T, T T, T T T T

Devices for Entity(DEFAULT)

Workstation & | Machine GUID | Recent User Description TSECALs | Seral Mumber | Make Maodel
O <l O <all> O <all> B <l ol Pzl Pl Ol O
DC SabcdfB1-a5580... TESTDOMAIN Admi... | <not set> 0 XA Dell Inc. | Inspiron &...
Managed View

The Managed view provides ability to view and edit all Email Reminders. More importantly the
Managed view provides the ability to create customized views of Applications and Devices including
the ability to manually add Applications and Devices. Additionally, any detail (such as who installed,
when will retire, etc.) and any and all records can be centrally stored for any Application and Device.

Dashboards View

The Dashboards view provides ability create an unlimited number of customized charts, each with up
to 4 graphs. Each dashboard can be exported to HTML for easy sharing of vital reports.

Exporting On-screen views

Each view has an Export button at the upper left that offers two reporting styles:

Export
Statistics -
Export
Statistics =
Export Export to Sortable Html
Export contents of current grid Export to C5V
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Sample of Sortable Html:
= | O -
@@| @ Citernp\st2018\Applications Installed p1 2 ~ ” (2 Applications Installed per ... | ‘ X {5}
. . . . ~
Applications Installed per Workstation for Entity(COLA)
Application . Version . Publisher . Serial . Software , Workstation . Machine . Install, Install . Est
v v ¥ MNumber T Category ™ ¥ GUID ¥ Date T Method ™ Sin
7-Zip .20 (x64  9.20.00.0 Igor Paviov Licensed CAD- NO_MGUID 20151008 MSI 4 M
edition YT4H21PP50
7-Zip 9.20 (x64  9.20.00.0 Igor Pavlov Licensed CAD- NO_MGUID 20151202 MSI 4M
edition) YT4H21P783
7-Zip 9.20 (x64  9.20.00.0 Igor Pavlov Licensed CAD- NO_MGUID 20151202 MSI 4M
edition) YT4H21P77V
ACA & MEP 7.8.41.0 Autodesk Licensed CAD- NO_MGUID 20161215 EXE S0t
2016 Objact YT4H21PPS0
Enabler
ACAD Private 20.1.49.0 Autodesk Licensed CAD- NO_MGUID 20161215 EXE 781
YT4H21PP50
AccXES 14.1.1.2 Xerox ff3440ab- Licensed CAD- NO_MGUID FriOct 08 EXE 0Kt
Carporation lecl-11h2- YT4H21PPS0 1:52:01
bieb-
963d61cfd4d0
AccXES 14.1.1.2 Herox ff8440ab- Licensed CAD- NO_MGUID Wed Dec  EXE 0 KEW
Corporation leci-11b2- YT4H21P77V 02
< >

Sample of CSV:

| Applications Installed per Workstation for Entity(COLA) - Notepad| = | B -
File Edit Format WYiew Help

Application,Version,Publisher,Serial MNumber,Software Category,Work ~
7-Zip 9.28 (%64 edition),9.20.80.8,Igor Pavlov,,Licensed,CAD-YT4H:z
7-Zip 9.20 (%64 edition),9.208.88.8,Igor Pavlov,,Licensed,CAD-YT4H:z
7-Zip 9.28 (xh4 edition),9.20.88.8,Igor Pavlov,,lLicensed,CAD-YT4H:
ACA & MEP 2816 Object Enabler,7.8.41.8,Autodesk,,lLicensed,CAD-YT4t+
ACAD Private,28.1.49.8,Autodesk, ,Licensed,CAD-YT4H21PP58,N0_MGUID,
AccXE5,14.1.1.2 ,Xerox Corporation,ffiédd@ab-lecl-11b2-bleb-963d6lct
AccXES,14.1.1.2,Xerox Corporation,ff844B8ab-lecl-11b2-bleb-963d61ct
AccXES,14.1.1.2 ,Xerox Corporation,ff844B8ab-lecl-11b2-bleb-963d61ct
AcroPlot,19.87.23.08000,CADzation, ,Licensed,MXL1281,8eb76c2a-da5s9-4
AcroPlot | 19.87.23.8000,19.06.0008,CADzation LLC,,,MXL1281,8eb76¢
Adobe Reader XI1,11.08.88,Adobe Systems Incorporated,,licensed,MXL1:
AutoCAD 2016,208.1.49.08,Autodesk, , ,CAD-YTAH21PP58,N0_MGUID,2016121°
AutoCAD 2816 Language Pack - CADlish,20.1.49.8,Autodesk,,,CAD-YT4t+
Autodesk A36E Collaboration for Rewvit 2817,17.8.416.8,Autodesk,, ,(
Autodesk Advanced Material Library 2816, ,,,In-house,CAD-YTAHZ1PP5E
Autodesk Advanced Material Library 2816, ,,,In-house,CAD-YTAH21P78:Z
Autodesk Advanced Material Library 2816, ,,,In-house,CAD-YTAH2Z1P77\
Autodesk Advanced Material Library Image Library 2816, ,,,,CAD-YTd4b
Autodesk Advanced Material Library Image Library 2816,,,,,CAD-YT4t

£ (] *

Important:
The Export to CSV style will only include selected rows. If no rows are selected the report will be
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empty. To select all rows, click the area at the top left of the grid:

<

(]
=

Application &
<3

L=
[X=}
Ped
[

e
=¥}

(=
il

On-Demand Reports

SofTrack provides the following built-in on-demand Managed Assets reports:

Application based reports:

e Audit Position - Detail per Workstation
e Audit Position - Summary per Application
e Concurrent Usage
e Application Costs
= Concurrent Usage (Summary+Costs)
= Installed Costs per Computer Detail
e No Usage
e Utilization Intelligence
e Application Security
=  Application Crashes (Werfault activity)
= BSOD — Workstation Blue Screen Crashes

= CRACKED Applications used with failed digital signature

= Applications used without digital signature
e Idle versus Active Summary
e Idle versus Active Summary
e Short Usages
e Excessive Idle
e Workstation Idle
=  Workstation Hourly Idle
=  Workstation Monthly Percent Active
e Application Camping Review
e User Day
= User Day

= User Daily Summary Active Usage per Application

e Workstation Usage
e Page Titles
= Page Titles (Detail)
= Page Titles (Summary)
e Acrobat DC Reports
= Current Status Summary
= Current Status Details
* (Cloud Logon History
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= Editing Tools Usage
e Autodesk® Named-User Reports
= Combined User Usage Summary
= License Pool Utilization Summary
= User Activity Details
= Autodesk Utilization Intelligence
=  Autodesk Plugin Utilization
e TCP/IP Data Transfers Summary and Details
o Installation and Latest Usage Report
e Specific EXE Usage
e Versions Report
e Installation Keys
e All Application Usage + Set Category
e Vendors
e SQL Server Reports
=  Summary+Detail Unique Users per SQL Instance
=  Summary+Detail Unique Users per SQL Database
*  Summary+Detail Unique Applications per SQL Database

Workstation based reports:

e Workstation Status
e Workstation CPU
e Workstation Disk Space
e Workstation Operating Systems
e Workstation Windows Updates + Installation Status
e Workstation Microsoft Cloud Joined
e Workstation Microsoft Cloud Joined + User Details
e Workstation Timezones
e User Logon Activity Reports
= Basic Details (of each logon period)
= Full Details (of each logon period)
= Daily User Summary
= Daily User Summary + Intraday
=  Weekly User Summary
=  Workstation Utilization
e SPLA User Logon Reports
=  Summary+Detail Unique Users [LDAP Logon Names only]
=  Summary+Detail Unique Users [Domain Logon Names only]
*  Summary+Detail Unique Users [All Logon types]
=  Summary+Detail Unique Users per Domain

Each of the above reports can be run for a single Managed Assets Entity or a combination of
Entities. The ability to combine Entities for reporting enables a variety of reporting possibilities.
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Each report is indpendent of the SofTrack Console. This enables multiple reports to be
simultaneously opened:

M
[.>.
[.>.
A

Home Agents Profiles Settings Reports Managed
> Y B E
et W
Refresh  Export Repaorts Move
Statistics - - Device '\:é \;'_lﬂ
Assistance Assistance —
anaged
- B B
= Home Workstation >@ SH
i@ Agents v | oz
B Anolications L | <l User, Workstati.. Sta.. | Applicati.. Publisher | Versi.. EXEN.. Start1
- Appies DESKTOP-E2EA1l [ [y A T YR NPT
----- o Entity(COLA) En
----- =2 Entity(DEFAULT) £l
----- o Ent?t}r{NEWKE"r'] EN I\:é \;'_|ﬂ
----- o3 Entity(TEST_S/) M
""" - Entity(TEST_ACME] Workstation 4 Machine GUID Recent User 4
-0f Devices = = = =
----- o Entity(COLA) Workstation Timezone Report for TEST_ACME
----- =2 Entity(DEFAULT) F 3
..... «% Entity(NEWKEY) wE SH
''''' 2 En:!t}rgig_il:::m; Workstation 4 Machine GUID Recent User Timezone
""" ntity - ,C' <all ,C' <all= ,C' <all= ,C' <all=
DESKTOP-F2F4145 MO _MGUID STATICAWNICK (UTC-06:00) Central Ti

Notice the top left of each report window has two icons:

Audit Position: Workstation Application Usage Detail Report (2020-08-20 until 2020-09-19)

B

The first exports to an Html format (most are sortable) and the second exports to CSV format (for
on-demand reports, all values are exported, no requirement to first select rows to be exported).

In the ribbon bar of the Home view there are two report buttons that provide the ability to combine
data from multiple Entities into a single report:
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Server VCSLOWCALDCOL: Managed - SofTrack Console - 0O %
Home Agents Profiles Settings Reports Managed A Style ™ 0

) - - - - i -
LS L - el ! L= T

Yeat v — + 4 +4 x ’
Refresh  Export SOL Add  Import Merge  Delete | Manage Reports Reports

Statistics = | Configuration | Entity Data Entity Entity Entity [Apps) ™ [Devices)~

Assistance Management Assistance
Managed SofTrack SQL Entity Databases found
f Home Sof Track Ertity Databases « | Date Cre... Database Size Number ...
is Agents - - -
Applications L | l= Pl O <l Dlal O
"'EIE Devices $ b | SOFTRACK_ENTITY _COLA  2021-02-.. H25MB 2
E Managed SOFTRACK_ENTITY_DEFA... 2021-02-... 4.00 MB 0
El] Dashboards SOFTRACK_ENTITY_LOCA... | 2021-02-... 425 MB 0
SOFTRACK_ENTITY_TEST | 2021-02-... 80.25 MB 36

To begin, select the desired Entities to include. Next, select the Reports button and a drop down
list of available reports will be presented:

E

Reports
(Apps)~

Audit Position - Detail per Workstation

Audit Position - Summary per Application

Concurrent Usaae

Application Costs 4 Concurrent Usage (Summary+Costs)

Mo Usage Installed Costs per Computer Detail

Utilization Intelligence

Application Security 3 Application Crashes (Werfault activity)
Idle versus Active Summary BSOD - Workstation Blue Screen Crashes

Idle versus Active Details CRACKED Applications used with failed digital signature

Applications used without digital signature

Short Usages

Excessive Idle

‘Waorkstation Hourly Idle
Workstation Idle 3

Workstation Monthly Percent Active

Application Camping Review

User Day
User D 3
T User Daily Summary Active Usage per Application

Waorkstation Usage

) Page Titles [Detail)
3
A TG Page Titles (Summary]
Acrobat DC Reports r Current Status Summary
Current Status Details
Autodesk Named-User Reports .3 Cloud Logon History
Editing Toaols Usage
TCP/IP Data Transfers Summary and Details 9 9

Combined User Usage Summary

Installation and Latest Usage License Pool Utilization Summary
specific EXE Usage User Activity Details

Utilization Intelligence
Versions Plugin Utilization Details

Installation Keys

All Application Usage + Set Category

Vendors Summary+Detail Unigue Users per SQL Instance
Summary+Detail Unigue Users per SQL Database
SQL Server Reports * Summary+Detail Unique Applications per SQL Database
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Reports
[Devices)

Workstation 5tatus

Waorkstation CPU

Woarkstation Disk Space

Workstation Operating Systems

Workstation Windows Updates + Installation Status
Workstation Microsoft Cloud Joined

Workstation Microsoft Cloud Joined + User Details
Waorkstation Timezones

User Logon Activity Reports

SPLA User Logon Reports

SofTrack Managed Assets Administrator Guide

Summary+Detail Unigue Users [LDAP Logon Mames anly]
Summary+Detail Unigue Users [Domain Lagon Mames anly]
Summary+Detail Unigue Users [All Logon types]

Summary+Detail Unigue Users per Domain

Each specific on-demand report is detailed in the next section.

As an alternative, when directly viewing a

specific Entity a Reports button is also available:

Server VCSLOCALDCO1: Managed Applications Entity - SofTrack Console

ged

Home Agents Profiles Settings Reports Mana
Y B % ©
=5 ®
Yea? v I B
Refresh  Export are Reports View Set
Statistics - = Workstations | Reminder
Assistance Audit Position - Detail per Workstation
Audit Position - Summa er Application
Managed T pEraeR
= Home ] Concurrent Usage

@§ Agents Application Costs

&~ Applications
i *3 Entity(COLA)
&3 Entity(DEFALLT)

sl

Mo Usage

Utilization Intelligence
Application Security

Idle versus Active Summary

El] Dashboards Idle versus Active Details
Short Usages

Excessive Idle
‘Workstation Idle
Application Camping Review
User Day

Workstation Usage

Page Titles

Acrobat DC Reports

Autodesk Named-User Reports

TCPR/IP Data Transfers Summary

ﬁ Home Installation and Latest Usage
Specific EXE Usage
E;'Agents
Versions
— Profiles Installation Keys

LW
. ._- Settings

Vendors

SQL Server Reports

Concurrent Usage (Summary+Costs)

Installed Costs per Computer Detail

Application Crashes (Werfault activity)
B50D - Workstation Blue Screen Crashes
CRACKED Applications used with failed digital signature

Applications used without digital signature

‘Workstation Hourly Idle
Workstation Monthly Percent Active

User Day
User Daily Summary Active Usage per Application

Page Titles (Detail)
Page Titles (Summary]

Current Status Summary
Current Status Details
Cloud Logon History
Editing Tools Usage
and Details Combined User Usage Summary
License Pool Utilization Summary
User Activity Details

Utilization Intelligence

Flugin Utilization Details

All Application Usage = Set Category

Summary=Detail Unique Users per 5QL Instance
Summary+Detail Unique Users per SQL Database
Summary=Detail Unique Applications per SQL Database
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About interactive reports with more than 100,000 rows

When interactive reports are run the result will contain rows of data. By default, when the number
of rows exceeds 100,000 the report will be sent to a CSV file that includes a header row and when
the report is complete the user will receive a pop-up similar to the following:

Report Complete, output file: (name copied to clipboar... *

C:\Users \ADMIML ~1\AppDataiLocal iTempPage Title
! Details Report (2011-06-16 untl
2023-12-05)_656E849E9.cav

To change the default action, click on the ribbon button:

Managed Assets Administrator Guide

Interactive Report Configuration

Reports Reports
[Apps]~ [Devices)~
Ince

Interactive Reporting

Open Interactive Reporting
e Date ( Configuration Options

and the following will appear:

Interactive Reporting Options for server VCSLOCALDCOL x

DEFAULT ACTION:
When an interactive report exceeds 100,000 rows its output will be automatically saved to C5V+Header file

OPTIONS:

When an interactive report exceeds

Save Configuration

When the default is changed, it will affect all users running reports based on the current server.
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Interactive Reporting Options for server VCSLOCALDCOL X

DEFALILT ACTION:

When an interactive report exceeds 100,000 rows its output will be automatically saved to CSV+Header file

OPTIONS:

| When an interactive report exceeds 8000 rows, automatically save output to:

C5Y + Header -

Sortable HTML
Frompt User

Save Configuration

The image above shows the default being changed to 8000 rows and offers several output
possibilities. The Prompt User option will prompt the user for the output type to use when the
number of rows defined (in this example, 8000) is reached during report generation. If the user
clicks “cancel” on that prompt, the report will be aborted and currently gathered 8000 rows will be
shown on the screen.

Once a report is completed there will be a popup message indicating the path where the output file
is located, and, that filename will be copied to the clipboard (paste buffer) and can be used to open
the file or its path.

General notes for reports

If the Application Name column value has a “pipe” symbol (|) such as “App | 7.3.3.1” this indicates
the Application was detected as being installed on that workstation and the value shows the
Application Name and its version that was installed. If present, the column ‘EXE Version’ is more
specific as to the version that was being used.

When shown, the ‘Idle Time’ value is collected by the ST SLLAM agent and represents the amount
of time the application was in-use but not the focus of the user’s desktop.

Several reports include these columns:

Active Time (seconds), ldle Time (seconds), Total Time (seconds),
Active Time, Idle Time, Total Time

These columns seem redundant, however, the first set show raw numbers with no formatting which can be
useful as an export value. The second set of columns are the same values shown with formatting. For
example:

Example showing Active, Idle, Total columns with formatting:
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Idle wversus Active Application Summary Usage Report for COLA (2020-08-21 until 2020-09-19) -
F
Wi 9kl
Active Time (Seconds) | Ide Time (Seconds) & | Total Time (Seconds) | Active Time | |dle Time Total Time
f:' <all: ‘,:' <all: ’.:' zall: f:' all f:' <all: f:' <all: ,:'
2 1 3 2 seconds 1 second 3 seconds
19 T 26 19seconds 7 seconds 26 seconds
1 12 13 1 second 12 seconds 13 seconds
1 65 66 1 second 1 minute, 5 seconds 1 minute, & secon...

In reports that indicate the ‘Entity’ column is only included when reporting from multiple Entities in
the same report.

Each Report can be cancelled/aborted while the being built by clicking a button provided on the
window or by clicking the [x] button in the top right corner of the report window.

The following provides details of each on-demand report.
Application Report: Audit Position — Detail per Workstation

This report will begin by presenting a date range selector:

Select Date Range for Application Audit Position Report X

Date range: 0K

Report for Previous Manth (Dec 2022)

Cancel

* Fepotforpast | 30 days

Report for date range:

w
Customize

The maximum report period is 5000 days.

Columns included:

Entity, Workstation, Machine GUID, Recent User, Vendor, Application, Version, Installation Date,
Inventory Scan Discovery, Active Usage Discovery, Software Category, Usage Count, Most
Recent Usage

The Entity column is only included when reporting from multiple Entities in the same report.

The column “Inventory Scan Discovery” indicates the application was located via the workstation
application inventory provided by the INVENTORY _APP Table.

The column “Active Usage Discovery” indicates the application was located via the ST SLAM
agent activity tracking provided by the ALL_SOFTWARE USAGE Table. If Imported, Smart
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Inventory records are not included in “Active Usage Discovery” indication as each are initially

found via Inventory Scan.

Application Report: Audit Position — Detail per Workstation - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:

Customize Application Audit Position Report o x
Customize Managed Assets Report
Create  Edit Remove Run Schedule
Mow
Report Customization Assistance
Custom Profile Mame 4 | Ertities Included Fitters Included Date Range
,-':' <all J'::' <l 1_}'::' «all 1_}'::' <l 1_}'::'

Continue by clicking the Create ribbon button and the following appears:
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Create Customized Report Profile
Customized Report Name: Save
Included Entities (requires one or more Ertities): Cancel
Entities included for this Custom Report
Add
Remove
Included Users (f none included, will default to all):
Users included for thiz Custom Report
Add
Remove
Included Workstations {if none included, will default to all):
Workstations included for this Custom Report
Add
Remove
Included Applications {if none included, will default to all):
Applications included for this Custom Report
Add
Remove
Date Range Type:
Lagt MMM Daps
Last NMN Days: -

Customizations (pre-filtering) include:
e Entities
e Users
e Workstations
e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
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matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Repart Email for VISIO x

Automatic Custom Report Email Definition Mame: Save

“ | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM -

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (F blank, no email will be sent)

EMAIL Text:

Report format: C5V + Header
Report format: C5V ino header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email (. ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do rok save & copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
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STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
[H-= Home . )
Agents Entity - Corfigured tem Type
: el )
-l Applications X | =l - custom X
m-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

e Reminders{ALL)

Application Report: Audit Position — Summary per Application

This report will begin by presenting a date range selector:

Select Date Range for Workstation Applications Usage Summary Rep... *

Date range: oK

Feport for Previous Maonth (Dec 2022)

Cancel

* Report forpast 30 days

Feport for date range:

w
Customize

The maximum report period is 5000 days.

Columns included:
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Vendor, Application, Version, Inventory Scan Discovery, Active Usage Discover, Software
Category, Workstation Count, Workstation Count Where Used

The column “Inventory Scan Discovery” indicates the application was located via the workstation
application inventory provided by the INVENTORY _APP Table.

The column “Active Usage Discovery” indicates the application was located via the ST SLAM
agent activity tracking provided by the ALL_SOFTWARE_ USAGE Table. If Imported, Smart
Inventory records are not included in “Active Usage Discovery” indication as each are initially
found via Inventory Scan.

The “Vendor” column can be blank as some inventoried applications do not include
Vendor/Publisher data.

Application Report: Audit Position — Summary per Application - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:

Customize Workstation Applications Usage Summary Report o x
Customize Managed Assets Report
Create Edit Remaowve Run Schedule
Mow
Report Customization Assistance
Custom Profile Name & | Ertities Included Fiters Included Date Range
j::‘ <all: ,-'::' <all: j::‘ <all: ,5::' <all: ,-::'

Continue by clicking the Create ribbon button and the following appears:
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Create Customized Report Profile x
Customized Report Mame: Save
Included Ertities (requires one or more Entities): Cancel

Entities included for this Custom Report

Add
Remove
Included Applications (if none included, will default to all):

Applications included faor this Custom Report

Add
Remove

Date Range Type:
Lazt MMM Days
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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X

Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Name: Save

H Cancel

Description:

Custom Repaort included: VISIO
Send Date: May/25/2024
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Texd:

Report format: C5V + Header
Report format: C5V (no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email ( ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the report -

Save anly latest verzion of report to Folder Ska_5 avedR eports
Save each verzion of report to Folder SMa,_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
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Server VCSLOCALDCO1: Managed Assets View - SofTrack Console
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Home Agents Profiles Settings Reports Managed
e, ‘ »
Yea? v ,
Refresh  Export Edit

Statistics - Item -

Assistance Assistance
Managed
...: :;::ts Entity 4 | Corfigured tem Type

X | <al JO custom b e

2 Applications

---r_ﬂ Devices

E-[F] Managed

- Reminders{ALL)

» | Date range setting

Application Report: Concurrent Usage

This report will begin by presenting a date range selector:

Select Date Range for Concurrent Usage Graph Report

Date range:
i# Reportforpast 20 days

i) Report for date rmnge:

x

The maximum report period is 400 days.

Custom Report Scheduled Email

Once selected another prompt is presented to select up to 10 Applications to

graph:
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Select Applications for Concurrent Usage Graph Report X

Report Date Range: 2020-08-20 until 2020-05-15

Wendor 4 | Application Version Tt
JON - J| <all= 2 aall> jo.
Autodesk, Inc. Autodesk Revit 2015 (15.0207.0 | 20140606_15306<64)
CADzation LLC AcroPlat | 19.07.23.0000 15.06.0008
Integrty Software, Inc. Sof Track Console 511.23
Microsoft Corporation Paint 6.1.7600.16385 f(win/_rtm.0...
Microsoft Corporation Reqgistn Editor 6.1.7600.16385 fwin/_rtm.0...
Microsoft Corporation Windows BExplorer 6.1.7600.16385 fwin/_rtm.0...
Microsoft Corporation Windows Problem Reporting 6.1.7600.16385 {win7_rtm 0...
Microsoft Corporation Windows Task Manager 6.1.7600.16385 {win/_rtm.0...
Microsoft Corporation Microsoft Sync Center 6.1.7601.17514 fwinfsp1_rt...
Microsoft Corporation Windows Command Processor 6.1.7601.17514 fwinfsp1_rt...

Select up to 10 Applications for comparision concument usage graph.

* Separately Graph each selection * Separately List each usage

Combine all selections into single graph Summary of each usage per worlstation

The Applications listed are all the DISTINCT applications found in the

ALL SOFTWARE USAGE Table(s). Additionally, any defined Software
Categories will also appear in the list for selection. Each Software Category,

if selected, will combine usage of all included Applications into a single chart

item.

Columns include:

Entity, Vendor, Application, Version, Workstation, User, Start Time, Exit Time, Active
Time (seconds), Idle Time (seconds), Total Time (seconds), Active Time, Idle Time,
Total Time

The Entity column is only included when reporting from multiple Entities in the same
report.

If the “Summary of each usage per workstation” is selected, the columns

Start Time, Exit Time

Are replaced with a singled column

Total Usages

Once selected, the report is created, sample result:
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Concourrent Usage Repart Cate Range: 2020-06-06 until 2020-06-24

Tela
§ =
24
1-
o
] lun
[ 13

W SafTrack Consale M Paint M Registry Editor

= 0O X

Enlty Versdar Application ‘Verzion
;.:' £alls }_.:' £l ;:' eafls calls ;:'

COLA ntegriyy Software. Inc SofTrack Conscle: I3

COLA, Féegrty Softwars, Inc SofTrack Conscle 51123

COLA, Mcresoft Coporabon Fart E.1.7E00, 16

COLA Microsoft Coporabion Registry Edtor E.1.7600.16
<] [ | B

Dane

Humber of rows: 4

And, when exported to Html:
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SofTrack Concurrent Usage Report Date Range: 2020-06-06 until 2020-06- ~
24

luin Juiiy
13 n

Jun
&

M SofTrack Consale |l Paint @ Registry Editor

COLA Integrity SofTrack 9.11.23 MKL1261 W 200006 2020-06 4 H336
Software,  Console 13 =13
Inc. 1r:31 18251
COLA Integrity  SofTrack 91133 HXL12B1 w 2030-06 2020-06 910395 a5
Software,  Console 16 =27
Inc. FatrE] 21:15
COLA Microsoft Paint 6. 1. 7600.16385 HxL1281 w 208006 2020-07 1 S17041
Carporation {win?_rtm. 050713 -0 -i
-1255) 00:56  14:36

Application Report: Application Costs: Concurrent Usage (Summary+Costs)

This report will begin by presenting a date range selector:

Select Date Range for Concurrent Usage Summary+Costs x

Date range: -“
() Report for Previous Month (Mar 2023)

(¢)Reportforpast 30 days
() Report for date range:

| {all dates) - |

The maximum report period is 400 days.

Once selected another prompt is presented to select any number of applications, Autodesk Plugins
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and Software Categories:

Select Applications for Customized Report

Report Date Range: 2023-03-25 urtil 2023-04-24
Applications | - Cancel
M|l e
AUTODESKPLUGIN:Balloon Mumber (Put in consecutively numbered balloons )
AUTODESKPLUGIN: My Motebook for Autodesk® AutoCADS
AUTODESKPLUGIN: PlanaryAutoCAD dl
AUTODESKPLUGIN: Spatial Manager for AutaCAD
SOFTWARE CATEGORY:ADOBE CREATIVE SUITE
AcroPlot
Adobe Acrobat 2020 (Full + Reader)
Application Frame Host
Autodesk App Manager
Autodesk AutoCAD 2023 - English -

The Autodesk Plugins(and Addins) listed are all the DISTINCT instances found in the

ADESK PLUGINS Table(s). The Applications listed are all the DISTINCT applications found in
the ALL_ SOFTWARE USAGE Table(s) — important — notice for each application listed there is
no "pipe" symbol (|), that is intentional to allow make a single selection that will include all sub-
versions of the selected Application. Additionally, any defined Software Categories will also
appear in the list for selection. Each Software Category, if selected, will combine usage of all
included Applications into a single line item.

Columns include:

Entity, Application, Maximum Concurrent Workstation Usage (value represents the maximum
concurrent usage that occurred during the selected reporting period), Unique Workstations Count
(number of workstations that had usage during the selected reporting period), Cost per Workstation
(customer entered whole-number value directly into report, values are remembered in registry of
SofTrack Server Agent), Total Cost for Unique Workstations (number of unique workstations * cost per
workstation).

When entering or revising the Cost per Workstation, click the Save and Recalculate button to
update the values shown.
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Concurrent Usage Summary+Costs Report (2021-02-01 until 2021-02-28) - 0O x

Celm

Ert... & Application Maximum Concurrent Workstation Usage Unique Workstations Cost per Workstation (Manual Entry) | Total Cost for Unique Workstations
L | <l O <l 2 <l 2 <l L <l 2 <l Jo)

TEST  BROWSERS-CHROME 0 0 0 50

TEST  PAINT 0 0 0 50

TEST  Adobe Acrobat Reader DC 15 25 55 $1.375

TEST  Adobe InDesign 2015 1 1 3z 532

TEST  Autodesk AutoCAD 2016 - English 1 1 0 50

b |TEST  Autodesk AutoCAD Civil 3D 2018 - Englsh 15 18 I 28 |51 534

TEST  Autodesk InfraWorks 1 1 a8 588

TEST  Autodesk Rewit 2018 1 1 0 50

TEST  Google Chrome 5 5 ] =0

TEST  Microsoft 365 Apps for business - en-us 30 M 6755 5229670

Save and Recalculate | | Daone

Number of rows: 10

Application Report: Application Costs: Concurrent Usage (Summary+Costs) - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:

Customize Concurrent Usage Summary+Costs o =

Customize Managed Assets Report

BFW RO

Create Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Mame a  Entities Included Fitters Included Diate Range

B | <l B <l B <als L <l jo

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile X

Customized Report Name:
Included Ertities {requires one or more Entities):
Add

Ertities included for this Custom Report

Remave

Included Applications {if none included, will default to all):

Applications included for this Custom Report

Add

Remave

Date Range Type:
Last MMM Days
Last NMN Days: =l dates -
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Customizations (pre-filtering) include:
e Entities
e Applications (Autodesk Plugins, Applications, Software Categories)
e Date Range

One or more Entities must be selected, and one or more Applications must be selected. The list of
available Applications will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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X

Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Name: Save

H Cancel

Description:

Custom Repaort included: VISIO
Send Date: May/25/2024
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Texd:

Report format: C5V + Header
Report format: C5V (no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email ( ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the report -

Save anly latest verzion of report to Folder Ska_5 avedR eports
Save each verzion of report to Folder SMa,_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
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Reminders(ALL) selection:

Server VCSLOCALDCO1: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
H-= H
A;::is Entity 4 Corfigured tem Type
- B8 Applications X | <all - |eustom
-of Devices » | Date range setting Custom Report Scheduled Email
EI Managed

Reminders{ALL)

This report will begin by presenting a date range selector:

Select Date Range for Installed Costs per Computer x
Date range: oK
Report for Previous Month (Apr 2023]
eport for Previous Month (Apr ) Cancel
¢ Reportforpast 30 days
Report for date range:
w
Customize

The maximum report period is 5000 days.

SofTrack Managed Assets Administrator Guide

Application Report: Application Costs: Installed Costs per Computer Detail

Once selected another prompt is presented to select any number of applications that have been
previously defined with a cost including Software Categories. Use the "Concurrent Usage

(Summary+Costs)" report to define application costs.

If no applications (or Software Categories) have had a cost associated, the following will appear:

SofTrack Console

To define cost values, use the Report:
Concurrent Usage (Summary +Costs)

to define costs.

I Mo Applications or Software Categaries found with a defined cost, unable to continue

If applications with a cost are found, the following will appear showing only the list of applications

with a cost defined:
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Report Date Range: 2023-04-30 until 2023-05-30

Applications

L | =l
SOFTWARE CATEGORY -abacus
‘SOFTWARE CATEGORY Autodesk REVIT
‘SOFTWARE CATEGORY-BROWSERS-CHROME
Abacus Biling Popup
Adobe Acrobat Reader DC
Adobe Acrobat Reader DC MUI
Autodesk AutoCAD Civil 3D 2018 - English
Autodesk Desktop App
Autodesk Revit 2023
Microsoft 365 Apps for business - enus
Microsoft Edge
Visual OTTHYMO wversion 6.1.2005
Webex
Webex Teams
Windows Command Line

For the resulting report, columns include:

Cancel
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x

Entity, Workstation, Primary User, Application, Usage Occurred?, Cost

And then a separate summary row for each workstation totaling value for all applications installed.
And then a separate summary row for all workstations per application.

All selected applications are included, if no workstations are found where installed, each will
appear on the #ALL COMPUTERS, #ALL USERS row with a Cost value of § 0.

Sample report:

Installed Costs per Computer Detail Report (2023404 -30 until 2023-05-30)

)
Entity Workstation 4 Primary User
,:::' <all= ,:::' <all= J:::' <all=
COLA HALL COMPUTERS HALL USERS
COLA HALL COMPUTERS HALL USERS
COLA HALL COMPUTERS HALL USERS
CoLA HALL COMPUTERS HALL USERS
COLA DESKTOP-EBQGERR MOTMLLUAdminUser
» |COLA DESKTOP-EBRGERR HALL USERS
COoLA DESKTOP-EBQGERR ADTMLLUAdminUser

(@]
pe

Application

<all>

Autodesk Revit 2023

Autodesk REVIT

Autodesk AutoCAD Civil 3D 2018 - English
abacus

Autodesk Revit 2023

HALL APPLICATIONS

Autodesk REVIT

(@]
e

Usage occumred? | Cost

<all: J:::' <all= j::‘
FALSE £1.833
TRUE <500
FALSE =0
FALSE %0
FALSE £1.833
TRUE $£2733
TRUE %900

Application Report: Application Costs: Installed Costs per Computer Detail - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:
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Customize Installed Costs per Computer

Customize Managed Assets Report

Edit Remove Run Schedule

Mow

Create

Report Customization Assistance

Custom Profile Name 4 | Entities Included Fitters Included

{ ) - - L) - - { ) - -
2| <l A <all: 2 <all:

— — — ~
>

Date Range
<all

O x

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile

Customized Report Mame:

Included Ertities {requires one or more Entities):

Ertities included for this Custom Report

Included Workstations (f none included, will default to all):

Workstations included for this Custom Report

Included Applications (must select one or moredonly applications with a defined cost will be available):

Applications included for this Custom Report

Dzte Range Type:
Last MMM Days
Last NNN Days:

Save

Cancel

Add

Remove

Add

Remove

Add

Remove

Customizations (pre-filtering) include:

e Entities

e Workstations

e Applications (only those with a cost assigned)
e Date Range

One or more Entities must be selected, and one or more Applications must be selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
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launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO x

Automatic Custom Report Email Definition Name: Save

H Cancel

Description:

Custom Repart included: VISIO
Send Date: May/25/2024
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset perods, 0=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Texd:

Report format: C5V + Header
Report format: C5V (no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email ( ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
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STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
[H-= Home . )
Agents Entity - Corfigured tem Type
: el )
-l Applications X | =l - custom X
m-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

e Reminders{ALL)

Application Report: No Usage

This report will begin by presenting a date range selector:

Select Date Range for Applications with MO USAGE Report x

Date range: oK

Report for Previous Manth (Dec 2022)

Cancel

* Report forpast 190 days

Feport for date range:

w
Customize

The maximum report period is 5000 days.

Columns include:
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Entity, Workstation, Machine GUID, Recent User, Vendor, Application (per Inventory Scan),
Version

The Entity column is only included when reporting from multiple Entities in the same report.

This report only refers to applications that have been installed per the records found in the

INVENTORY _APP Table(s). Because this report is attempting to show installed applications with

no usage, only applications known to have been installed are included.

Example:

Applications with NO USAGE for COLA [2020-08-31 until 2020-05-15)

s Ca
Workstati... + | Machine GUID | Vendor Application (per Invertory Scan) Version -
;::‘ <all: ,:' <l ,:' <all: J:' zall ;::‘ <l j::'
MXL1281 feb7eciada... uwnc bvba traVine 1212
MXL1281 2eb76cZada... Oracle Java 7 Update 51 (5d-bit) 70510
MX¥L1281 8eb76c?ada... | Bentley Systems.... ProjectWise Integration Module for Autodesk Rev... 08.11.11785
MXL1281 Seb7cada... Microsoft Corpor... | X684 Debuggers And Tools 10.1.14393.33

Notice in the example above, the “Java 7 Update 51 Application. It is likely this application has
NO USER INTERFACE and as such, its usage will not be detected by the ST SLAM agent.
Usage may be detected if Smart Inventory records are Imported. Smart Inventory records can
include usage of applications that do not have a user interface, however, not all applications are
tracked, especially those related to system services or other system level activity.

The NO USAGE report is intended to show “regular user applications” without any known usage

during the reporting period.

Application Report: No Usage - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:

Customize Applications with MO USAGE Report o x
Customize Managed Assets Report
Create Edit Remave Run Schedule
Mow
Report Customization Assistance
Custom Profile Mame 4 | Entities Included Fiters Included Diate Range
,::.' <all: ,:' <all: ,:' <all: ,:'::' <all: ;::‘
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Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile x
Customized Report Name: Save
Included Entities {requires one or mare Entities): Cancel

Ertities included for this Custom Report

Add
Remave
Included Workstations {if none included., will default to all):

Workstations included for this Custom Report

Add
Remove
Included Applications (f none included, will default to all):

Applications included for this Custom Report

Add
Remove
Dzte Range Type:

Last MMM Daps
Last NMN Days:

Customizations (pre-filtering) include:
e Entities
e Workstations
e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the

216



SofTrack Managed Assets Administrator Guide
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO X

Automatic Custom Report Email Definition Name: Save

“ Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 1200 AM S

Reset Perod (number of days between resending email)

Reset lterstions (number of reset perods, J=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Tent:

Report format: C5V + Header
Report format: C5V (no header)
+) Report format; Sortable HTML
Comprass CSV/HTML report file before sending via email ( ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the report -

Save anly latest verzion of report to Folder Ska_5 avedR eports
Save each verzion of report to Folder SMa_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.
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To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Consaole

Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
[H-= Home . )
Agents Entity - Corfigured tem Type
: el )
-l Applications X | «al> - custom X
m-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

e Reminders{ALL)

Application Report: Utilization Intelligence

This report will begin by presenting a date range selector:
Select Date Range for Utilization Intelligence Report X

Date range: oK

Feport for Previous Maonth (Jul 2021)
Cancel
* Report forpast 30 days

Feport for date range:

The maximum report period is 400 days.

After selecting the Date Range, the application or Software Category to report is choosen:
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Vendor

L | =l
SOFTWARE CATEGORY
Auialis Software
SOFTWARE CATEGORY
SOFTWARE CATEGORY
Microsoft Corporation

Select Application for Utilization Intelligence Report

Report Date Range: 2020-08-03 until 2021-08-03

Application
}::‘ zall

ADOBE CREATIVE SUITE
Podalis lconWarkshop
Bluebeam REWVLU
BROWSERS-CHROME

Blank Screen Saver

x

Cancel

6910
all versions

Google Chrome-all versions
10.0.19041.1 (WinBuild. 160101.....

Notice, the Vendor column (in the above image) will indicate :SOFTWARE CATEGORY for a
pre-defined software category. Otherwise, the Vendor column will indicate the actual application

vendor.

Columns include:

Entity, Workstation, User, selected Application, Number of Usages, Number of Components Used,
Average Number of Unique Page Titles per usage, Average Active time per usage, Average Idle

time per usage.

The Entity column is only included when reporting from multiple Entities in the same report.

Utilization Intelligence Report (2021-02-11 until 2021-08-10)

o Ca
Erttity 4 | Workstation User

DOlal: 0O <l O <l
TEST CADLT201% KF
TEST CADLTOO3 JAMESRL
TEST TGP201_MP ERNESTF
TEST STSR7001 CHASSIET
TEST CADLTOO8 MGRUZMAN
TEST K45 VOLTORF
TEST INTRWM_05 CSEESMAN
TEST KTLT_CADS5 GEORGIAM
TEST WDTO05 MGREEN
TEST TGA120 DGOLFE

)| <alls jo

Application

ADOBE CREATIVE SUITE
ADOBE CREATIVE SUITE
ADCBE CREATIVE SUITE
ADOBE CREATIVE SUITE
ADCBE CREATIVE SUITE
ADOBE CREATIVE SUITE
ADCBE CREATIVE SUITE
ADOBE CREATIVE SUITE
ADCBE CREATIVE SUITE
ADOBE CREATIVE SUITE

Hlsages  #Components Used | #HUnigue Page Titles per Usage (Average) | Active Time per Usage (Average) | Idle Time per Usage (Average)

<all

675
455
323
n

L <l

-1 o

B R R R )

2| <l

12
4

16
18
22
2
2

59
15
26

) e " ) e \ O
L <l M|l o

37 seconds 12 hours, 54 minutes, 55 seconds

30 minutes, 57 seconds
45 minutes, 50 seconds
10 minutes, 5 seconds
9 minutes, 13 seconds
9 minutes, 30 seconds
17 minutes, 32 seconds
28 minutes, 52 seconds
21 minutes, 7 seconds

2 minutes, 48 seconds
1 minute, 12 seconds
5 minutes, 9 seconds
& minutes, 33 seconds
1 minute, 39 seconds
4 minutes, 17 seconds
9 minutes, 41 seconds
5 minutes, 58 seconds

1 hour, 53 minutes, 30 seconds 7 minutes, 3 seconds

View Components Accessed Done

The Components Used column will be 1 when an individual application is selected for reporting. When a
SOFTWARE CATEGORY is selected, the Component Count will indicate the number of application
components used. For example, Adobe Creative Suite is composed of 10 or more individual applications.
The components can also represent different versions of the same application. The Component Count will
indicate how many suite components (and different versions) were used. Further, there is a button on the
report to view each component used:
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Utilization Intelligence Report for TEST (2021-02-11 until 2021-05-10) (Component Application List for selected WUsers)
s m
Waorkstation & |ser Application Companent
|l B <all P <l P <l jo,
CADLTZ20MS KF ADOBE CREATIVE SUITE Adobe InDesign 20191 14.0.3
CADLT20NS KF ADOBE CREATIVE SUITE Adobe InDesign 2020115.1.3
CADLT2019 KF ADOBE CREATIVE SUITE Adobe InDesign 2021 | 16.0.1
CADLT20nS KF ADOBE CREATIVE SUITE Adobe Lightroom Classic | 10.1
CADLT2019 KP ADOBE CREATIVE SUITE Adobe Phetosheop CC 20191 20.0.9
CADLT20NS KP ADOBE CREATIVE SUITE Adobe Bridge 202011011

Application Report: Utilization Intelligence — Adobe Creative Cloud example

The following images show the HTML output of a Utilization Intelligence report for Software
Category ADOBE CREATIVE CLOUD (customer created software tag/software category that
includes selected Adobe products). Notice the Application Column, it reveals the Software
Category name and is followed by each specific (individual) Adobe® suite component used during
the reporting period plus the version of that component, followed by a count of the number times
that component was opened:

Utilization Intelligence Report (2022-08-01 until 2022-08-31)

Filter_.. Filter. Filte Filter.... Filter. Filter... Filter. Filter... Filter. Filter_.. Filter...
BUSIMESS TL33-201% alesr ADOBE CREATIVE CLOUD: 297 1 14 3 minutes, 32 seconds 33 minutes, 45 212 2025
UNIT & Adobe Acrobat DC (Full + secands

Reader) | 20.013.20074 [244)
Adobe Dreamweaver |
21.2.5401 (12)

Adobe After Effects | 22.1.3
(41)

BUSIMESS LL43-2021 nancy.g  ADOBE CREATIVE CLOUD: 27 5 11 2 minutss, 7 s=conds 35 minutes, 31 127 2131
UNIT & Adobe Acrobat Reader DC | sacands

20,013.20074 {62)

Adobe Acrobat Reader DC |

21.001.20135 {70)

Adobe Acrobat Reader DC |

21.001.20138 {51)

Adobe Acrobat Reader DC |

71,001.20140 (48)

Adobe Arrobat Rezder DC |

2100120142 {§)

BUSIMESS ML17-2020 parrpk  ADOBE CREATIVE CLOUD: 107 2 il 1minuts, 58 seconds 3 hours, 12 minutes, 118 11577
UNIT B Adobe Bridge | 10.012.20041 57 seconds

(63

Adobe XD | 440,12 (#4)
EUROPEAM  HL14-2019 ralph.g  ADOBE CREATIVE CLOUD: 93 4 8 3 minutas, 50 seconds 1 hour, 27 minutes, 23 230 5243
CENTER Adobe Pramiers Pro | s=cands

14,013.20074 (41)
Adobe Pramizrz Pra |
15.001.20135 {5)
Adoe Prarmizre Pra |
15.002.20438 (33)
Adobe Pramizrz Pro |

22.001.20540 {10)
INTERM LT35-2021 kellyz ADOBE CREATIVE CLOUD: BL 4 7 4 minutes, 58 seconds 3 hours, 56 minutes, 258 14201
Adole Arrobat DC (Full + 41 s=concs

Reader) | 20.013.20074 (1)
Adobe InDesign 2019 | 14.0.3

(78]
ailnbemmmlls.ls

Adobe Phatoshop CC 2019 |
20.09(3)

First Prev Showing 1- 5/ 5 filtered records | 5 records total Next Last // Page:[1%]
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The following image includes annotations of what is being shown, including using the filter bar to
only show when any product including the name acrobat was utilized.

Utilization Intelligence Report (2022-08-01 until 2022-08-31)

acrobal

Filter... Filter... Filte Filter... Filter.... Filter... Filter... Filter. Filter.... Filter...
BUSIMESS TL32-2019 alzzr ADOBE CREATIVE CLOUD: 297 1 14 3 minutas, 32 seconds 33 minutes, 45 212 2025
UNIT A& Adobe Acrobat DC (Full + s=conds

Reader) | 20013200?4- wvalue = number of times
Adobe Dreamweaver |

3525401 [12) specific component was

Adobe Afer Effecs | 22,13 opened

(a1)
BUSINESS  LL43-2021 nancyg  ADOBE CREATIVE CLOUD: 27 H 1 2minutes, 7 seconds 35 minutas, 31 127 2131
UNIT & Adobe Acrobat Resder OC | s=cands

20.013.20074[[62)]

Adobe Acrobat Reader OC |

21.0(|1.20135
Adoe Arrobat Fezder DC |

21.001.20138
Adobe Arrobat Rezder DC |
2100120140

Adobe Acrobat Reader DC |
21.001.20142 [F]]

INTERM LT35-2021 kelly.z ADOBE CREATIVE CLOUD: Bl 4 v 4 minutes, 58 seconds 3 hours, 56 minutes, 258 14201
Adole Arrobat DC (Full + 41 s=concs
R=ader) | 20.013.20074)
Adobe InDesign 2019 |
(78]

)
Adobe InDesign 2020 | 15.1.3
1)

.gd:be Phatoshop CC 2018 |
20.09(3)

First pre-,l Showing 1 - 3/ 3 filtered records | 5 records total| Next Last // Page:[1%]

‘You may use the following operators to filter results:
= not equs

== notequa value or not equal type

= greater than

« le=s than

= greater than or 2qual o

<= less than or equal to

znd and

o rangs

Application Report: Application Security — Application Crashes (Werfault Activity)

This report will begin by presenting a date range selector:

Select Date Range for Application Crash (WERFALILT} Report X

Date range: K

() Repaort for Previous Month (Apr 2023) Cancel

(*!Report forpast 30 days
() Report for date range:

all dates) v|

l1|

Customize

The maximum report period is 5000 days.
Columns include:

Entity, Workstation, User, Werfault Launch Path, EXE that crashed, EXE start time, EXE crash
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time, EXE Fullpath, EXE Company, EXE Version, EXE Description, EXE Product Name, EXE

Application

Application Report: Application Security - Application Crashes (Werfault Activity) - Customization

This report includes the ability to be customized (pre-filtering). You may want to schedule a daily
report using a date range of the past day to always be aware of new application crashes occurring at
your user workstations. When Customize button is clicked the following appears:

Customize Application Crash [WERFALULT) Report o x

Customize Managed Assets Report

Create Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Mame 4 | Ertties Included Fiters Included Date Range

M| =l A =l M| =l | =l M

Continue by clicking the Create ribbon button and the following appears:
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Create Customized Report Profile

Customized Report Name: Save

Included Entities (requires one or more Ertities) Cancel

Entities included for this Custom Report

Add
Remove
Included Users {f none included, will default to all):

Users included for this Custom Report

Add
Remove
Included Workstations (if none included, will defautt to all):

Workstations included for this Custom Report

Add
Remove
Included Applications (if none included. will default to all):

Applications included for this Custom Report

Add

Remove

Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
o Users
e Workstations
e Applications
e Date Range

SofTrack Managed Assets Administrator Guide

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the

matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
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automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO x

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 - -
Send Time: 12:00 AM -

Reset Perod (number of days between re-sending email)

Reset fterstions (number of reset periods, O=send once)

EMAIL Subject: (If blank, no email will be sert)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format : Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot save a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: Do ot save a copy of the repart =

Sawe only latest version of report to Folder SkA_S avedReports
S ave each version of report to Folder Skd,_5S avedR eportsz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.
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To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Consaole

Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
[H-= Home . )
Agents Entity - Corfigured tem Type
: el )
-l Applications X | =l - custom X
m-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| y Managed
[ Reminders{ALL)

Application Report: Application Security — BSOD — Workstation Blue Screen Crashes

This report will begin by presenting a date range selector:

Select Date Range for Workstation Crash [ESOD) Report X
Date range: 0K
Report for Previous Maonth (Apr 2023)
eport for Previous Maonth (Apr 2023) Cancel
* Report forpast 30 days
Report for date range:
v
Customize

The maximum report period is 5000 days.

Columns include:

Entity, Workstation, Date of BSOD/Crash, Bugcheck Code, Size of MEMORY.DMP, Paraml,
Param2, Param3, Param4

Application Report: Application Security - BSOD - Workstation Blue Screen Crashes - Customization

This report includes the ability to be customized (pre-filtering). You may want to schedule a daily
report using a date range of the past day to always be aware of new workstation crashes occurring
at your user workstations. When Customize button is clicked the following appears:
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Customize Waorkstation Crash (B50D) Report o x
Customize Managed Assets Report
Create  Edit Remove Run Schedule
Mow
Report Customization Assistance
Custom Profile Mame 4 | Entities Included Fiters Included Date Range
j.::' <all = j.::' <all J;:::' <all: J:' <all = J:'
Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile X
Customized Report Name: Save
Included Ertities (requires one or more Entities): Cancel

Ertities included for this Custom Report
Add
Remaove
Included Workstations {if none included, will default to all):
Workstations included for this Custom Report
Add
Remove
Date Range Type:
Lazt MMM Days -
Last NNN Days:

Customizations (pre-filtering) include:

e Entities
e Workstations
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Workstations) will be determined by the Entities selected.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within

the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will

226



SofTrack Managed Assets Administrator Guide
appear:

Schedule Automatic Customized Report Email for VISIO x

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO

Send Date:

Send Time: 12:00 AM -

\

Reset Perod (number of days between re-sending email)

Reset lterations (number of reset periods, O=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format : Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot save a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of repart: Do nat zave a copy of the repart =

Sawe only latest version of report to Folder SMA_S avedReports
S ave each version of report to Folder Skd,_5S avedB eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.
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Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

y Managed
[ Reminders{ALL)

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
[H-= Home . )
Agents Enity - Corfigured tem Type
- E8 Applications X | =l -~ custom X
m-0f Devices ¢ | Date range setting Custom Report Scheduled Email

Application Report: Application Security —- CRACKED Applications

This report will begin by presenting a date range selector:

Select Date Range for Application Digital Signature Failure Report X

Date range: oK

Report for Previ Manth (Apr 2023)

eport for Previous Month (Apr 2023) Cancel
* Report forpast 30 days

Feport for date range:

v
Customize

The maximum report period is 5000 days.

A cracked application is one that has been digitally signed but the hash sequence fails, indicating
the executable file has been modified subsequent to when it was digitally signed. A cracked
application may contain unpredictable code with unexpected results. Additionally, some vendors
such as Autodesk® will issue a financial penalty/fine for usage of any product that has been
cracked/modified.

SofTrack uses default Windows® cryptography interfaces to determine if an application’s digital
signature is verified (or not) — this works for any application with a digital certificate regardless of
the application vendor. SofTrack does NOT request verification from the application vendor nor
does SofTrack report cracked applications to the application’s vendor.

Columns include:

Entity, Workstation, User, Date of Cracked Usage, Cracked EXE, Signature Company, Signature
Issued by, EXE Modification Time, EXE file size, EXE Fullpath, EXE Company, EXE Version,
EXE Description, EXE Product Name, EXE Application
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Application Report: Application Security —- CRACKED Applications - Customization
This report includes the ability to be customized (pre-filtering). You may want to schedule a daily

report using a date range of the past day to always be aware of new cracked application usages
occurring at your user workstations. When Customize button is clicked the following appears:

Customize Application Digital Signature Failure Report o x
Customize Managed Assets Report
Create  Edit Remove Run Schedule
Miow
Report Customization Assistance
Custom Profile Name 4 | Ertities Included Fiters Included Date Range
}::‘ <all ‘}:' zall= '.::' <all= }::‘ <all }::‘

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile x
Customized Report Name: Save
Included Entities {requires one or mare Entities): Cancel

Entities included for this Custom Report
Add
Remove
Included Users {f none included, will default to all):
Users included for this Custom Report
Add
Remove
Included Workstations (f none included, will defautt to all):
Woarkstations included for this Custom Report
Add
Remove
Included Applications (if none included, will default to all):
Applications included for this Custom Report
Add
Remove
Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
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e Entities
e Users
e Workstations
e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Name: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 - -

Send Time: 1200 AM -

Reset Perod {number of days between resending email)

Reset terations {number of reset periods, J=send once)

EMAIL Subject: {if blank, no email will be sent)

EMAIL Text:

Report format: C5V + Header
Report format: C5V {no header)
) Report format: Sortable HTML
Compress CSW/HTML report file before sending via email { ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not save a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: Do mat save a copy of the repart =

Save anly latest verzion of report ta Falder SMA_S avedR eparts
S ave each version of report to Folder Ska,_5S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Home Agents Profiles Settings Reparts Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance

Managed

Home - -
Agents Entity : Corfigured ftem Type
Applications X | =l & custom »
Devices b | Date mnge setting Custom Report Scheduled Email

: Managed

b Reminders(ALL)

Application Report: Application Security — Applications used without digital signature

This report will begin by presenting a date range selector:

Select Date Range for Applications with no Digital Signature Report x

Date range: 0K

Report for Previous Marith (Apr 2023

eport for Previous Manth (Apr ) Cancel
* Report forpast 30 days

Feport for date range:

v
Customize

The maximum report period is 5000 days.

Columns include:

Entity, Workstation, User, Date of recent usage, Unsigned EXE, EXE Modification Time, EXE file

size, EXE Fullpath, EXE Company, EXE Version, EXE Description, EXE Product Name, EXE
Application

Application Report: Application Security — Applications used without digital signature - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:
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Customize Applications with no Digital Signature Report

Customize Managed Assets Report

BFW O

Create Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Prefile Mame a | Entities Included

Fiters Included Date Range

O =

|l SO <l Ll

| ealls j o

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile

Customized Report Mame:
Included Ertities {requires one or more Ertities):

Entities included for this Custom Report

Included Users (f none included., will default to all):
Users included for this Custom Report

Included Workstations (if none included, will defautt to all):
Workstations included for this Custom Report

Included Applications {f none included, will default to all): '
Applications included for this Custom Report

Date Range Type:
Last MMM Daps
Last MMM Days: | 1l detes|

Customizations (pre-filtering) include:

e Entities

o Users

e  Workstations
e Applications
e Date Range
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One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO x

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM -

Reset Perod (number of days between re-sending email)

Reset lterations (number of reset periods, O=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format : Sortable HTML
Compress CSV/HTML report file before sending via email { ZIF)
Ertity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot save a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
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window caption bar). When you specify the Automatic Custom Report Email Definition Name

realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of repart: Do ot save a copy of the report =

Save only latest version of report to Folder Ska_S avedR eports
Save each version of repart to Falder SkA_S avedR epaorts

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

: Managed
e Reminders{ALL)

Home Agents Profiles Settings Reparts Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
:;::ts Entity f Corfigured tem Type
: =l )
88 Applications X | =l | custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email

Application Report: Idle versus Active Summary

This report will begin by presenting a date range selector:

235



SofTrack Managed Assets Administrator Guide

select Date Range for Idle vs Active Application Summary Usages Re.. %

Date range: 0K
Report for Previous Maonth (Dec 2022)
Cancel
* Report forpast 190 days
Report for date range:
w
Customize

The maximum report period is 5000 days.

Note: This report automatically reports for all existing Entities, not only the selected Entity. The
resulting report shows ‘CONSOLIDATE ALL ENTITIES’ for the Entity name column.

Columns include:

Entity, Workstation, Machine GUID, User, Vendor, Application Name, EXE Filename, EXE
Version, EXE Description, EXE Product, Total Usages, Active Time (seconds), Idle Time
(seconds), Total Time (seconds), Active Time, Idle Time, Total Time

The Entity column will show ‘CONSOLIDATE ALL ENTITIES’ for this report as all Entities are
automatically included.

Notes:

The Application Name column can be blank as not all applications directly provide. The “EXE”
columns refer to the data source being directly from the EXE (filename or from its resource
header). Ifthe Application Name value has a “pipe” symbol (]) such as “App | 7.3.3.1” this
indicates the Application was detected as being installed on that workstation and the value shows
the Application Name and its version that was installed. The columns that follow such as EXE
Version are more specific as to the version that was being used.

The Idle Time value is collected by the ST SLLAM agent and represents the amount of time the
application was in-use but not the focus of the user’s desktop.

Application Report: Idle versus Active Summary - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:
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X

Customize Idle vs Active Application Summary Usages Report m

Customize Managed Assets Report

BFW O

Create Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Name 4 | Enttties Included Fitters Included Date Range

,D <all= ,D <all= ,D <all= ,D Zall= ,':'

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile x

Customized Report Name:

Entities included for this Custom Report
Add

Included Entities (requires one or more Ertities):

Included Users (f none included, will default to all):

Users included for thiz Custom Report

Add

Remove

Included Workstations {if none included, will default to all):

Workstations included for this Custom Report

Add

Remove

Included Applications {if none included, will defautt to all):

Applications included for this Custom Report

Add

Remove

Date Range Type:
Lagt MMM Diaps
Last NNN Days: | -1l dates

Customizations (pre-filtering) include:
e Entities
e Users
e Workstations
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e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_ SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
-8 Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

- Reminders{ALL)

Application Report: Idle versus Active Details

This report will begin by presenting a date range selector:

Select Date Range for Idle vs Active Application Detailed Usages Rep... *

Date range: oK

Report for Previous Maonth (Dec 2022)

Cancel

* Report forpast 190 days

Report for date range:

w
Customize

The maximum report period is 5000 days.

Columns include:

Entity, Workstation, Machine GUID, User, Vendor, Application Name, EXE Filename, EXE
Version, EXE Description, EXE Product, Start Time, Exit Time, Active Time (seconds), Idle Time
(seconds), Total Time (seconds), Active Time, Idle Time, Total Time

The Entity column is only included when reporting from multiple Entities in the same report.

Application Report: Idle versus Active Details - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:
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Customize Idle ws Active Application Detailed Usages Report

Customize Managed Assets Report

aFW O

Create Edit Remove Run  Schedule
Maow

Report Customization Assistance

Custom Profile Name 4 | Entities Included

Fitters Included

Date Range

O x

L | «als 2l

P <l

L <l jo

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile

Customized Report Name:

Included Entities (requires one or more Entities):

Entities included for this Custom Repaort

Included Users (f none included, will default to all):

Users included for this Custom Report

Included Workstations (if none included, will default to all):

Workstations included for this Custom Report

Included Applications (if none included, will default to all):

Applications included for this Custom Report

Date Range Type:
Last MMM Days -

Last NNN Days: | Il dates

e
o
3
=1
=
@

Save
Cancel
Remove

Add

Add

jus)
g
3
=1
=
@

Add

Add

Remove

*

Customizations (pre-filtering) include:
e Entities
e Users
o Workstations
e Applications
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e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO x

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 -
Send Time: 12:00 AM -

Reset Perod (number of days between re-sending email)

Reset lterations (number of reset periods, O=send once)

EMAIL Subject: (f blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format : Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot save a copy of the repart
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The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of repart: Do nat zave a copy of the repart =

Sawe only latest version of report to Folder SMA_S avedReports
S ave each version of report to Folder Skd,_5S avedB eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCDL: Managed Assets View - SofTrack Console

-] Managed
[ Reminders{ALL)

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
E-= H
A;::ts Entity 4 Corfigured tem Type
Applications X | =al 4 custom b 4
B-of Devices ¢ | Date range setting Custom Report Scheduled Email

Application Report: Short Usages

This report will begin by presenting a date range selector:
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Select Date Range for Short Application Usages Report

Date range:

Report for Previous Maonth (Dec 2022)
* Report forpast 190 days

Report for date range:

oK

Cancel

Customize

The maximum report period is 5000 days.

Columns include:

Entity, Workstation, Machine GUID, User, Vendor, Application Name, EXE Filename, EXE
Version, EXE Description, EXE Product, Start Time, Exit Time, Active Time (seconds), Idle Time

(seconds), Total Time (seconds)

The Entity column is only included when reporting from multiple Entities in the same report.

This report shows usages less than 60 seconds in length. This may indicate where a usage was

blocked or the application crashed.

Application Report: Short Usages - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:

Customize Short Application Usages Report

Customize Managed Assets Report

Run Schedule
Mow

Create  Edit Remove

Report Customization Assistance

Custom Profile Name 4 | Entities Included

:'_'I e ~ :'_'I e ~
M| =l M=l

] - .
L)l

Fitters Included

Date Range

O - . {1
B el o

Continue by clicking the Create ribbon button and the following appears:
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Customized Report Name: Save

Included Entities (requires one or more Ertities) Cancel

Entities included for this Custom Report

Add
Remove
Included Users {f none included, will default to all):

Users included for this Custom Report

Add
Remove
Included Workstations (if none included, will defautt to all):

Workstations included for this Custom Report

Add
Remove
Included Applications (if none included. will default to all):

Applications included for this Custom Report

Add

Remove

Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
o Users
e Workstations
e Applications
e Date Range

SofTrack Managed Assets Administrator Guide

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the

matching value.
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The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO X

Automatic Custom Report Email Definttion Mame: Save

“ | Cancsl

Description:

Custom Report included: VISIO

Send Date: May/25/2024 - <
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sert)

EMAIL Texd:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Ertity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the report

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the repart -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each verzion of report to Folder SMa,_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
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can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.

To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
=B Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email

’ Managed
e Reminders{ALL)

Application Report: Excessive Idle

This report will begin by presenting a date range selector:

Select Date Range for Excessive Application Idle Report X

Date range: oK

Report for Previous Manth {Dec 2022)

Cancel

* Feport forpast | 180 days

Report for date range:

w
Customize

The maximum report period is 5000 days.

Columns include:

Entity, Workstation, Machine GUID, User, Vendor, Application Name, EXE Filename, EXE Version,
EXE Description, EXE Product, Start Time, Exit Time, Active Time (seconds), Idle Time (seconds),
Total Time (seconds), Active Time, Idle Time, Total Time

The Entity column is only included when reporting from multiple Entities in the same report.

This report shows usages with more time being idle than being active. This could indicate users
“parking” applications. Note, if the application is “math intensive” the application could be spending
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significant time computing values during which the user changes focus to other applications.

Application Report: Excessive Idle - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:

Customize Excessive Application Idle Report

Customize Managed Assets Report

Edit Run  Schedule

Mow
Report Customization Assistance

Create Remaove

Custom Profile Name a | Entities Included Filters Included

L2 «all Ml A <l pe

Date Range
<all>

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile
Customized Report Name: Save
Included Ertities {requires one or more Ertities) Cancel
Entities included for this Custom Report
Add
Remove
Included Users {f none included, will default to all):
Users included for this Custom Report
Add
Remove
Included Workstations (if none included, will defautt to all):
Workstations included for this Custom Report
Add
Remove
Included Applications (f none included, will default to all):
Applications included for this Custom Report
Add
Remove
Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
o Users
e Workstations
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e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
-8 Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

- Reminders{ALL)

Application Report: Workstation Hourly Idle

This report will begin by presenting a date range selector:

Select Date Range for Workstation Hourly Idle X

Date range: 0K

Report for Previous Month (Feb 2024)

Cancel

* Feportforpast | 30 days

Report for date range:

w
Customize

The maximum report period is 5000 days.

Columns include:

Entity, Application Name, Week Number, Day of Week, Time of Day (1 hour period), #Active
Workstations, #Idle Workstations

The Entity column is only included when reporting from multiple Entities in the same report.

This report shows time periods (in one hour increments) the number of active workstations and the

number of idle workstations for each selected application. There is a selection for ALL
APPLICATIONS.
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Select Applications for Customized Report
Report Date Range: 2023-04-11 until 2023-05-11

Applications
M| =l
ALL APPLICATIONS:
SOFTWARE CATEGORY:-ADOBE CREATIVE SUITE
AcroPlot
Adobe Acrobat 2020 (Full + Reader)
Application Frame Host
Autodesk App Manager
Autodesk AutoCAD 2023 - English
Autodesk AutoCAD LT 2023 - English

x

Cancel

A workstation is considered idle if it has 6 or fewer Page Title changes per any one hour period. The
goal of this report is to identify when workstations and/or specific applications are relatively unused

and would be a suitable time to apply updates.

Application Report: Workstation Hourly Idle - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:

The above image shows two previously created custom profiles.

Customize Report x
Customize Managed Assets Report
Create  Edit Remove Run  Schedule
Maow
Report Customization Assistance
Custom Profile Name & | Entities Included Fiters Included Date Range
P |l 2| <l Ll L <alx je
RPT 125 ALL APPS [1 Ertity included] [2 Applications included] Last 30 days
TEST FEE 21 [1 Entity included] [1 Application included] Fixed Range: 2021-02-07 until...

Continue by clicking the Create ribbon button and the following appears:

252



SofTrack Managed Assets Administrator Guide

x

Create Customized Report Profile

Customized Report Name: Save

Included Entities {requires one or more Entities): Cancel

Entities included for this Custom Report

Add
Remave
Included Applications {one or more must be selected):

Applications included for this Custom Report

Add
Remove
Date Range Type:

Last MMM Dayz
Last MMNN Days:

Customizations (pre-filtering) include:
e Entities
e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Profiles
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Settings Reparts Managed
Refresh  Export Edit @
Statistics - Item -
Assistance Assistance
Managed
- = Home - )
Agents Entity A Corfigured tem Type
- B8 Applications X | <all> O custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

Reminders{ALL)

Application Report: Workstation Monthly Percent Active

This report will begin by presenting a date range selector:

Select Date Range for Workstation Monthly Percent Active x

Date range: 0K

Repaort for Previous Maonth (Feb 2024)

Cancel

* Feport forpast |30 days

Report for date range:

w
Customize

The maximum report period is 1100 days (3 years).

Columns include:

Entity, Workstation, Month #1 % Active, Month #2 % Active (...) up to 36 months

The Entity column is only included when reporting from multiple Entities in the same report.

‘Workstation Monthly Percent Active Report [2023403-01 until 2024-03-31) - 0O X
Se Sm
Entity &  Workstation Mar 2023 Apr 2023 May 2023 Jun 2023 Jul 2023 Aug .
L | <l B <l B <l 2| <l L <l | <als | <als jo
SOFTRACK_ENTITY_COLA DESKTOP-EEBQGERR 0% 20% 1% 0% A %

This report shows % active for each selected workstation during each indicated month. The resolution

is one second. The non-customized report includes all applications except screen saver usage. To
select applications use the Customize option.
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Application Report: Workstation Monthly Percent Active - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:

Customize Workstation Monthly Percent Active O

Customize Managed Assets Report

Create  Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Name 4 | Entities Included Fiters Included Date Range

Y ) Y Y Y

S| <l Ml A all A <all e

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile

Customized Report Name: Save

Included Entities (requires one or more Entitizs): Cancel

Entities included for this Custom Report

Add
Remove
Included Applications (one or more must be selected):

Applications included for this Custom Report

Add
Remave
Date Range Type:

Lazt HMM Dayps -
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Applications) will be determined by the Entities selected.

When adding applications, there is an option

:ALL APPLICATIONS:
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When this option is selected it will include all applications that had active time during the reporting
period except screen savers. When this entry is added, do not include any other application as it
will skew the results.

Important:

When selecting applications, the ‘version’ is not separately tracked. For example, if ‘Google
Chrome’ is included and the applications added include various versions of Google Chrome, this
will skew the results. This is because each application that is included is distilled down to the
application filename without regard for version. Thus if ‘Google Chrome’ is included multiple
times it will result in artificially increasing the % active time by redundantly including usage of the
same application filename (i.e. ‘chrome.exe’) because every version of Google Chrome uses the
same application filename (i.e. ‘chrome.exe’).

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Home Agents Profiles Settings Reparts Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
-8 Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| Managed

- Reminders{ALL)

Application Report: Application Camping Review

This report will begin by presenting a date range selector:

Select Date Range for Application Camping Review X

Date range: 0K

Report for Previous Manth (Apr 2023)

eport for Previous Manth (Apr 2023) Cancel

* Feportforpast | 30 days

Report for date range:

w
Customize

The maximum report period is 5000 days.

Columns include:

SofTrack Managed Assets Administrator Guide

Entity, Application, User, Workstation, Days in Report, #Days with Activity, %Days with Activity,
%Active Time (vs Idle), #Usages Total, #Usages <=5 minute total time, % of Usages <=5 minutes total
time, #Usages <=5 Pages viewed, % of Usages <=5 Pages viewed, #Usages with excessive page view

The Entity column is only included when reporting from multiple Entities in the same report.

Notes: “<=5" indiates “less than or equal to 5; “excessive page view” indicates a single page was
continuously viewed for 60 minutes or more, typically this indicates the user is no longer present at the

workstation

Application Report: Application Camping Review - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:
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x

Customize Application Camping Review

Customize Managed Assets Report

Create Edit Remove Run 5Schedule

Mow
Report Customization Assistance

Custom Profile Name Date Range
L «al: L <l L <l Ll

4 | Entties Included Fitters Included

[}

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile x
Customized Report Name: Save
Included Entities {requires one or mare Entities): Cancel

Entities included for this Custom Report
Add
Remove
Included Users {f none included, will default to all):
Users included for this Custom Report
Add
Remove
Included Workstations (f none included, will defautt to all):
Woarkstations included for this Custom Report
Add
Remove
Included Applications (if none included, will default to all):
Applications included for this Custom Report
Add
Remove
Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
o Entities

Users

Workstations

Applications

Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.
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Special note regarding Included Applications:
When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.
The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO x

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 - -
Send Time: 12:00 AM -

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format : Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY _DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot save a copy of the report

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.
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Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: Do ot save a copy of the repart =

Sawe only latest version of report to Folder SkA_S avedReports
S ave each version of report to Folder Skd,_5S avedR eportsz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
E-= H
.-‘-\;::ts Entity 4 Corfigured tem Type
Applications x| =al> &) custom x
B-of Devices ¢ | Date range setting Custom Report Scheduled Email
E| -] Managed
Db Reminders{ALL)

Application Report: User Day

This report will begin by presenting a date range selector:

Select Date Range for User Day Report X
Date range: oK

Report for Previous Month (Jun 2021)
Cancel

* Report forpast 30 days

Feport for date range:

The maximum report period is 400 days.
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Next, a selector is presented with a list of computers + users to include in the report. A maximum
of 10 computers + users can be included:

Select Workstation+User for User Day Report

Report Date Range: 2020-06-06 urtil 2020-06-24

i

Workstation i |ser Cancel
2|l L <all j &

DESKTOP-F2F4145 2am

DESKTOP-F2F4145 MICK

ISW_WINE1 RED_

ISW_WINE1 RED_bac

ISW_WINET RED_i

MININT-DUSZFM4 DTMLLUAdminUser

MININT-DUSZFM4 user

MININT-DUSZFM4 SYSTEM

MININT-DUS2ZFM4 boc

MxL1281 SYSTEM

MXL1281 W

Select up to 10 Workstation+User combinations for reporting.

Columns include:

“User, Workstation, Date, Time” (first column)

Start Type (Initial or Continuing),

Application,

Publisher,

Version,

EXE Name,

Start Time,

Exit Time (Smart Inventory Imported records will show “via smart inventory™),

Active Time (seconds), Idle Time (seconds), Total Time (seconds), Active Time, Idle Time, Total Time

This report is unique in how it is built, image below is while it is being built:

User Day Report, Date Range: 2020-06-06 until 2020-06-24 - O
S el
User, Workstat... | St... | Applicati... | Publisher | Vers... EXEM.. | Stat Ti... | Bdt Time | Ac.. ... To.. | Ac.. M. To.. =
L
—-—
I MxL1281
=] dun ...
0.
Co.. Windows... Microsoft ... 6.1.7.. explore.. 2016-10.. 2020-07... 1 114, 114, 1s.. 132. 132~
Records processed: 350 Stop Report Generation | | Done
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Once complete (the ‘Stop Report Generation’ button is changed to read ‘Expand all dates’):

User Day Report, Date Range: 2020-06-0& until 2020-06-24 - O
e S
User, Workstation, Da... | Start... | Applicati... | Publisher | Ver.. EXE.. |Stat T.. Bt Ti.. Ac.. Id.. To.. Ac.. Id.. | Tot..
L | <al> P <. O ol 0wl O 0 a0l O <als O < P
3w
] MxL1281

2] Jun 06 2020
2] Jun 07 2020
[2] Jun 08 2020
2] Jun 09 2020
2] Jun 102020
2] Jun 112020
2] Jun 122020
2] Jun 132020
2] Jun 142020
[2] Jun 152020
2] Jun 162020
2] Jun 172020
2] Jun 18 2020
2] Jun 192020
2] Jun 20 2020
2] Jun 212020
[2] Jun 22 2020
2] Jun 23 2020

Mumber of rows: 4,420 Expand all dates | | Done

To open each item, click on its icon, each icon can be clicked to expand or collapse. If you filter
any columns (Start Type being filtered below) it will automatically reveal matching rows:

264



SofTrack Managed Assets Administrator Guide

User Diay Report, Date Range: 2020-06-06 until 2020-06-24 - O x
8
l_ User, Warkstation, Da... . Start... I.Pupplin:ati...l Publisher I"u"er... . EXE .. IStart T.. . Exit Ti... IPu:... . [d... ITD... . Ac.. Id.. ITn‘t...l
> | <l Linti ¥ ol O o<l O < O <l O @l O <aEl: O < P
a2y
I MxL1281
=] Jun 06 2020
-E}}ﬂ?am
07a... Intial Registry ... Microsoft .. &.1.... regedit.. 2020-0... 2020-0.. 2 1. .. 2s.. 8d.. 8d..
=] Jun 07 2020
(O ot
Odp... Intial  Window... Microsoft .. 6.1.... cmdece 202040 2020-0.. 1 60.. 60.. 1s.. 6d.. &d..
(5 06pm
06p... Intial  Paint Microsoft ... 6.1.... mspai 20200... 202040... 1 9. .. 1s.. 0. 10..
=] Jun 13 2020
-f_}j.-'l'lam
Ma... Intial SofTrac... Integity S.. 511.. SofTra.. 20200.. 2020-0.. 4 4836 4840 4s.. 1h.. 1h..
{5 03pm
03p... Intial Window... Microsoft .. 6.1.... cmdexe 202040 2020-0. 4 87.. 87.. 4s. 1d.. 1d..
() 11pm
1p... Intial Window... Microsoft .. 6.1.... cmde<e 20200 2020-0.. 1 370 37 1s.. 4d.. 4d..
=] Jun 16 2020
() 03pm
03p... Intial SofTrac... Integrity S.. 511 SofTra.. 2020-0.. 2020-0... S1.. 35. 54 10.. 10 .. 10 ..
Mumber of rows: 4,420 Expand ol dotes | | Done

The User Day report can be exported to Html:
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- I:I-
8u.. ‘ ‘ﬁ%?;?'ﬁ“?

@@| £ C\temp\st2018\UserDay5HTML R
User Day Report, Date Range: 2020-06-06 until 2020-06-24

& Conc..,

2 Conc...

= Appli...

bW
o MXL1281
- Jun 06 2020
- Jun 07 2020

b 04pm
b 0Bpm
FooJun 13 2020
B T1am
b 03pm
EooT1pm
11pm usage
4 days, 4 days,
Windows Microsoft 6.1.7601.17514 2020 2020- :1'“3““' 31'“‘““'
Imitial Command Corporation (winTsp1_rtm.101119- cmd.exe 06-13  07-09 second minutes. minutes
Processor pe 1850) 23:03 08:36 9 E'm -
sefonds seconds
o Jun 16 2020
 03pm
03pm usage
10 days, 10 days
10
12 hours, 23
: 2020- 2020- howrs, hours
Initial SofTrack Console :2‘;‘3"“ Software. g 14 33 soffrack Consoleexe 06-16 06-27 53 ::_nut 1
1523 1515 minutes, ) &5 minutes,
15
seconds seconds seconds

This report generated from S0OFTRACK: www softwarermnstering.com
Reguested By: CH=Administrator, CM=Users, M =testdomain, DC=local Date: Sat September 19, 2020 07:01PM

In the images above the user name is “W”.

Note: When exporting to Html, only the currently opened rows will be included. To immediately
reveal all rows click the button “Expand all dates”.

Application Report: User Day + Page Titles

Following the instructions of the previous section an additional ability to reveal the specific details
of user activity by observing the Page Title (Caption Bar) of each application interaction is
available:
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User Diay Report, Date Range: 2021-01-01 until 2021-01-05

A

User, Warkstation, Date, Time

. Start Type . Application

. Publisher

Version

O 2 ol
B DTMLLUAdminUser
. DESKTOP-EEQGERR

=] Jan 01 2021

Select each desired item and click the View Pages for selected items button a new window is

=] Jan 02 2021

2 ol

B <l

2 ol

Jo

Mumber of rows: 320 |

View Pages for selected tems

| | Expand all dates | |

Dore

Select any row with an icon, if you select another row or none you see this

To view Pages viewed report, please select
at least one User, Workstation, Date or Time
(any row that includes an icon)

SofTrack Console X

oK

opened:

Selected Page Titles Report

o bm
Entity User Computer Application (EXEfilen... | Application Category | Page Title Start Page view 4 End Page view Active Seco... | Elapsed Time

Ll al Ol 22| <all> L <al> £ <l Ll O <l L2 <l L <al> <all> L <l jo
COLA DTMLLUAd... DESKTOP-EE... msedge exe Microsoft Edge Browser Mew tab - Profie 1 - Microsoft? Edae 20210102 18:55:32 20210102 18:55:41 5 5 seconds
COLA DTMLLUAd... DESKTOP-EB.. msedge exe Microsoft Edge Browser loosen - Bing - Profile 1 - Microsoft? Edge 2021-01-02 18:55:41 20210102 18:55:47 [ 6 seconds
COoLA DTMLLUAG... DESKTOP-EE... msedge exe Microsoft Edge Browser loosen - Bing video - Profile 1- Microsoft? Edge 2021-01-02 18:55:47 202107102 18:55:48 1 1 second
COLA DTMLLUAd... DESKTOP-EE... cmd.exe Administrator: Command Prompt - st_slam debug  2021-01-02 18:56:10 2021-01-02 18:56:27 17 17 seconds
COLA DTMLLUAG... DESKTOP-EB... mmc.exe Services 2021-01-02 18:56:27 2021-01-02 18:56:23 2 2 seconds
COLA DTMLLUAd... DESKTOP-EBE... cmd.exe Command Prompt 2021-01-02 18:56:29 20210102 18:57:05 36 36 seconds
COLA DTMLLUAd... DESKTOP-EB... cmd.exe Select Command Prompt 2021-01-02 18:57:05 20210102 18:57:08 3 3 seconds
COLA DTMLLUAd... DESKTOP-EB... mmc.exe Services 20210102 19:37:13 20210102 15:39:18 125 2 minutes, 5 seconds
COLA DTMLLUAd... DESKTOP-EB... SearchApp.exe Search 2021-01-02 19:39:18 20210102 15:39:20 2 2 seconds
COLA DTMLLUAG... DESKTOP-EE... chrome.exe Google Chrome Browser MNew Tab - Google Chrome 2021-01-02 19:39:20 202107102 19:39:30 0 10 seconds
COLA DTMLLUAG... DESKTOP-EB... chrome.exe Google Chrome Browser Cloud Storage for Work and Home - Google Drive... 2021-01-02 15:35:30 2021-01-02 19:35:36 [ & seconds
COLA DTMLLUAd... DESKTOP-EE... chrome.exe Google Chrome Browser Google Drive: Sign-n - Google Chrome 2021-01-02 19:39:36 20210102 19:39:55 19 19 seconds
COLA DTMLLUAD .. DESKTOP-EB...  chrome exe Google Chrome Browser Mew Tab - Google Chrome 2021-01-02 19:39:55 2021-01-02 15:35:55 4 4 seconds
COLA DTMLLUAd... DESKTOP-EE... chrome.exe Google Chrome Browser Google News - Google Chrome 2021-01-02 19:39:59 20210102 19:41:12 73 1 minute, 13 seconds
COLA DTMLLUAd... DESKTOP-EE... chrome exe Google Chrome Browser Urtitled - Google Chrome 20210102 19:41:12 20210102 15:41:12 0 Mever
COLA DTMLLUAd... DESKTOP-EB... chrome.exe Google Chrome Browser Texas Longhoms College Football - Texas News, ... 2021-01-02 15:41:34 20210102 19:41:47 13 13 seconds
COoLA DTMLLUAG... DESKTOP-EE... chrome.exe Google Chrome Browser Fantasy Games - ESPN - Google Chrome 2021-01-02 19:41:47 202107102 19:41:54 7 7 seconds
COLA DTMLLUAd... DESKTOP-EB... chrome exe Google Chrome Browser MNew Tab - Google Chrome 2021-01-02 19:41:54 20210102 19:41:59 5 5 seconds
COLA DTMLLUAG... DESKTOP-EE... chrome.exe Google Chrome Browser citrix share file - Google Search - Google Chrome 2021-01-02 19:41:59 20210102 19:42:03 4 4 seconds
COLA DTMLLUAD .. DESKTOP-EB...  chrome exe Google Chrome Browser Citrix ShareFile: Securely Sync, Store and Share 2021-01-02 19:42:03 20210102 19:42:14 1 11 seconds
COLA DTMLLUAd... DESKTOP-EE... chrome.exe Google Chrome Browser Secure File Sharing - Send Files Securely - Citrix ... 2021-01-02 15:42:14 20210102 154243 25 25 seconds
COLA DTMLLUAd... DESKTOP-EB... chrome exe Google Chrome Browser Fartasy Games - ESPN - Google Chrome 20210102 19:42:43 20210102 19:42:45 2 2 seconds
COLA DTMLLUA... DESKTOP-EB... mmc.exe Services 2021-01-02 19:42:45 2021-01-02 19:42:45 4 4 seconds
COLA DTMLLUAG... DESKTOP-EB... explorerexe {no page title jexplorer exe 2021-01-02 19:42:49 202107102 19:42:50 1 1 second
COLA DTMLLUAd... DESKTOP-EE... cmd.exe Command Prompt 2021-01-02 19:42:50 2021-01-02 15:43:.08 19 15 seconds
COLA DTMLLUAd... DESKTOP-EB... cmd.exe Command Prompt - copy ‘windows'syswowbd\d... 2021-01-02 19:43:09 20210102 19:43:11 2 2 seconds
COLA DTMLLUAd... DESKTOP-EB... cmd.exe Command Prompt 2021-01-02 19:43:11 20210102 15:43:16 5 5 seconds
COLA DTMLLUAd... DESKTOP-EB... cmd.exe Command Prompt - dir “windows"syswow&4\driv... 2021-01-02 15:43:16 20210102 19:43:18 2 2 seconds
COLA DTMLLUAd... DESKTOP-EE... cmd.exe Command Prompt 20210102 19:43:18 20210102 15:43:21 3 3 seconds
COLA DTMLLUAd... DESKTOP-EB... cmd.exe Command Prompt - copy “windows‘\syswowfd\d... 2021-01-02 15:43:21 20210102 19:43:25 4 4 seconds
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The report (image above) includes the specific start and exit time for each Page Title:

Page Title Start Page view &  End Page view Active Seco... | Elapsed Time

<all J| <all= B <l P <l SO =l ,
Mew tab - Profile 1 - Microseft? Edge 20210102 18:55:32 20210102 18:55:41 ) 5 seconds
loosen - Bing - Profile 1 - Microsoft 7 Edge 20210102 18:55:41 20210102 18:55:47 G & seconds
loosen - Bing video - Profile 1 - Microsoft 7 Edge 202101402 18:55:47 202101402 18:55:48 1 1 second
Administrator: Command Prompt - st_slam -debug | 202740102 18:56:10 202101402 18:56:27 17 17 seconds

Services 20210102 18:56:27 20210102 18:56:29 2 2 seconds
Command Prompt 202101402 18:56:29 20210102 18:57:05 36 36 seconds

Select Command Prompt 20210102 185706 20210102 18:57:.08 3 3 seconds
Services 20210102 133713 20210102 19:39:18 125 2 minutes, 5 seconds
Search 2070102 19:39:18 20210102 19:359:20 2 2 seconds

MNew Tab - Google Chrome 202101402 19:39:20 202101402 19:39:30 10 10 seconds
Cloud Storage for Wark and Home - Google Drive... | 20270102 19:39:30 202101402 19:35:36 G & seconds

Google Drive: Sign4n - Google Chrome 20270102 19:39:36 20210102 19:39:55 19 19 seconds

MNew Tab - Google Chrome 2070102 19:39:55 202101402 19:35:55 4 4 seconds

Google Mews - Google Chrome 20210102 19:39:59 20210102 19:.41:12 73 1 minute, 13 seconds
Untitled - Google Chrome 2021102 159:41:12 2021-102 15:41:12 0 Mever

Texas Longhoms College Football - Texas Mews, ... 20270102 15:41:34 20210102 19:41:47 13 13 seconds

Fartasy Games - ESPN - Google Chrome 20210102 19:41:47 202101402 19:41:54 7 7 seconds

MNew Tab - Google Chrome 20210102 19:41:54 202101402 19:41:59 h 5 seconds

citri share file - Google Search - Google Chrome 20270102 19:41:59 202101402 15:.42:03 4 4 seconds

Citrx ShareFile: Securely Sync, Store and Share .. 202710102 15:42:03 20210102 19:42:14 11 11 seconds

Secure File Sharing - Send Files Securely - Citroc ... 202710102 15:42:14 202101402 159:.42:43 25 25 seconds

Fartasy Games - ESPN - Google Chrome 20210102 19:42:43 20210102 19:42:45 2 2 seconds

Services 20270102 19:42:45 202101402 19:42:49 4 4 seconds

This provides a direct understanding of user actions for each second.

The following is an additional example:
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Go
User, Workstation, Date, Time Start Type Application Publisher Version EXE Name Start Time 4 BExit Time Active Time Idle Time Total Time
L | <al> L <al> L2 al> L <all> L <al> L <all> <all> L <l L <all> L <l D <l 0O
11am

11am usage Continuing CONNECTION Client | 10.0.... Bentley Systems Inc. 10.00.18.22 Bertley.Connect Clie... 2022-05-13 16:21 20220711 08:24  4seconds 58 days, 16h 58 days, 16 hours, 3 minutes, 18 seconds
11am usage Continuing Windows Command Line Microsoft Corporation 10.0.15041.7 (Wi... cmd.exe 20220513 16:21 202207110824 1second 58 days, 16h 58 days, 16 hours, 3 minutes, 38 seconds
11am usage Continuing Settings Microsoft Corporation 10.0.19041.1620... SystemSettings exe 20220513 16:35  202207-1108:24  3seconds 58 days. 15h 58 days, 15 hours, 49 minutes, 42 seconds
11am usage Continuing Windows Command Line Microsoft Corporation 10.0.15041.7 (Wi... cmd.exe 20220513 16:41 202207110824  3seconds 58 days, 15h 58 days, 15 hours, 43 minutes, 12 seconds
11am usage Continuing Windows Command Line Microsoft Corporation 10.0.19041.1 (¥ cmd exe 2022052120050 2022-07-1108:24 2 seconds 50days. 11h 50 days, 11 hours, 34 minutes, 17 seconds
11am usage Continuing Google Chrome | 103.0.506... Google LLC 101.0.4951.67 chrome.exe 2022-05-21 20:52 202207110824 4 seconds S0 days. 11h 50 days, 11 hours, 32 minutes, 1 second
11am usage Continuing Search application Microsoft Corporation 10.0.19041.1682... SearchApp exe 202205251722 202207051952  7seconds 41days, 2ho... 41days, 2 hours, 30 minutes, 24 seconds
11am usage Continuing Windows Command Line Microsoft Corporation 10.0.19041.7 (Wi... cmd.exe 2022-06-07 13:28 20220806 00:06  2seconds 59 days, 10h 55 days, 10 hours, 37 minutes, 35 seconds
11am usage Continuing Sysintemals TepView Sysintemals - www sysintema... 4.17 topview exe 20220607 13:2%9 20220806 00:06 2 seconds 59 days. 10h 58 days, 10 hours, 36 minutes, 45 seconds
11am usage Continuing Microsoft Edge | 103.0.126...  Microsoft Corporation 102.0.1245.33 msedge exe 2022-06-07 13:45 2022-06-28 11:14 2 minutes, 30s... 20days, 21h 20 days, 21 hours, 29 minutes, 13 seconds
11am usage Continuing Task Manager Microsoft Comporation 10.0.19041.1202... Taskmgr.exe 20220609 16:39  202207-1108:24  S5seconds 31days. 15h 31 days. 15hours, 45 minutes, 51 seconds
11am usage Continuing Wireshark 2.0.5 (84-bit) 1 2.... The Wireshark developerco... 209 Wireshark exe 2022-06-11 14:21 20220628 11:14  3seconds 16 days, 20h 16 days, 20 hours, 52 minutes, 29 seconds
11am usage Continuing Paint Microscft Comporation 10.0.15041.1 (Wi... mspaint.exe 2022-06-1317:3%  202206-28 1114 1second 14 days. 17h 14 days. 17 hours, 35 minutes. 5 seconds
11am usage Continuing Autodesk App Manager | 3. Autodesk, Inc. R242720.0 acad.exe 2022-06-26 20:50 20220628 11:15  2minutes, 23s... 1day, 14hour... 1day, 14 hours, 24 minutes, 56 seconds
11am usage Continuing Autodesk App Manager | 3. Autodesk, Inc. R24.1.51.0.0 acad exe 2022-06-26 20:50 202206-27 16:51 31 seconds 15hours. 53 ... 20 hours, 0 minutes, 20 seconds
11am usage Continuing Autodesk App Manager | 3. Autodesk, Inc 2301318 Revit exe 2022-06-26 20:51 202206-28 11:12 26 seconds 1day, 14hour... 1day, 14 hours, 21 minutes, 33 seconds
11am usage Continuing Blank Screen Saver Microsoft Corporation 10.0.159041.7 (Wi... scmsave.scr 2022-06-26 22.06 202206-27 1142 13 hours, 36 mi... 5 seconds 13 hours, 36 minutes, 16 seconds
11am usage Initial Windows Basic Tools Microsoft Corporation 10.0.19041.1 notepad.exe 2022-06-2711:42 20220627 11:43 11 seconds 13 seconds 24 seconds
11am usage Initial Windows Basic Tools Microsoft Corporation 10.0.15041.7 (Wi... notepad.exe 2022-06-27 11:45 20220627 1146 17 seconds 56 seconds 1 minute, 13 seconds
11am usage Initial Blank Screen Saver Microsoft Corporation 10.0.19041.1 (Wi... scmsave scr 2022-06-2711:48  2022-06-2716:50  Shours, 1minu... 8 seconds 5hours, 1 minute, 39 seconds

Page Titles view below reveals second-by-second activity detail for 11am - noon

Notice:
Screen
Saver
was
active
until
11:42
and
reactivates
at
11:48

Application Report: User Daily Summary per Application

This report will begin by presenting a date range selector:

Date range:

eport for Previous Month (Oct 2024);

" Report for past

[ e

_ Report for date range:

Select Date Range for User Daily Summary per Application Report

(¥1)
(=1
ol
1]
&0
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sla
User Computer Application (EXE filen...  Application Category Page Title Start Page view End Page view Active Seco... EHapsed Time

2| <l= 2 «als P «all> P «all> Dl O 2 <al> 2 «al> P aal> 2 «al> jo
DTMLLUAdminUser DESKTOP-EBQGERR | scmsave.scr 20220626 22.06:32 | 2022-06-27 11:42:39 | 48967 13 hours, 36 minutes, .
DTMLLUAdminUser DESKTOP-EBQGERR  cmd.exe Windows Command Line Command Prompt 2022-06-27 11:42:40  2022-06-27 11:42.45 |5 5 seconds
DTMLLUAdminUser DESKTOP-EBQGERR notepad.exe Windows Basic Tools bb - Notepad 2022-06-27 11:42:45  2022-06-27 11:43:.02 17 17 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  cmd.exe Windows Command Line Command Prompt 2022-06-27 11:43:.02 20220627 11:43.05 |3 3 seconds
DTMLLUAdminUser DESKTOP-EBQGERR explorer.exe Windows Desktop {no page title)explorer exe 2022-06-27 11:43:.05  2022-06-27 11:43:06 1 1second
DTMLLUAdminUser DESKTOP-EBQGERR — msedge.exe Microsoft Edge Freeware |S_UDP - Search and 14 more pages - Personal -... 2022-06-27 11:43.06 2022-06-27 114308 2 2 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  msedge.exe Microsoft Edge Freeware New tab and 15 more pages - Personal - Microsof .. 2022-06-27 11:43:08 20220627 114319 11 11 seconds
DTMLLUAdminUser DESKTOP-EBQGERR — meedge exe Microscft Edge Freeware Encrypted Message Authentication and 15 more 2022-06-27 11:43.1% | 2022-D6-27 114328 9 9 seconds
DTMLLUAdminUser  DESKTOP-EBQGERR  msedge exe Microsoft Edge Freeware Encrypted Message OTP Signinand 15more pa... 2022-06-27 11:43:28 2022-06-27 11:44:48 |80 1 minute, 20 seconds
DTMLLUAdminUser DESKTOP-EBQGERR — meedge exe Microscft Edge Freeware Encrypted Message and 19 more pages - Person...  2022-06-27 11:44:48  2022-06-27 114512 24 24 seconds
DTMLLUAdminUser  DESKTOP-EBQGERR | ShellExperienceHost exe Jump List for Notepad 2022-06-27 11:45:12 | 2022-06-27 11:45:14 |2 2 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  meedge exe Microscft Edge Freeware Encrypted Message and 19 more pages - Person...  2022-06-27 11:45:17  2022-06-27 114532 15 15 seconds
DTMLLUAdminUser  DESKTOP-EBQGERR | explorer exe Windows Desktop File Explorer 2022-06-27 11:45:32 | 2022-06-27 11:45:34 |2 2 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  explorer.exe Windows Deskiop Downloads 2022-06-27 11:45:34 | 2022-06-27 11:45:40 6 6 seconds
DTMLLUAdminUser  DESKTOP-EBQGERR | explorer exe Windows Desktop LAC Order Form 2022-06-27 11:45:40 | 2022-06-27 11:45:44 |4 4 seconds
DTMLLUAdminlUser DESKTOP-EBQGERR  explorer.exe Windows Desktop Downloads 2022-06-27 11:45:44 | 2022-06-27 11:4549 5 5seconds
DTMLLUAdminUser  DESKTOP-EBQGERR | explorer exe Windows Desktop 0% complete: 20220627 11:45:48 20220627 114555 |6 £ seconds
DTMLLUAdminlUser DESKTOP-EBQGERR  explorer.exe Windows Desktop 50°% complete 2022-06-27 11:45:55 | 2022-06-27 11:45:56 |1 1second
DTMLLUAdminUser DESKTOP-EBQGERR explorer.exe Windows Deskiop 95% complete 2022-06-27 11:45:56  2022-06-27 114557 |1 1second
DTMLLUAdminlUser DESKTOP-EBQGERR  explorer.exe Windows Desktop Downloads 2022-06-27 11:45:57 | 2022-06-27 11:46:00 3 3 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  meedge exe Microscft Edge Freeware {no page titlejmsedge exe 2022-06-27 11:46:00  2022-D6-27 11:46:07 |7 7 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  msedge exe Microsoft Edge Freeware Encrypted Message and 15 more pages - Person...  2022-06-27 11:46:07  2022-06-27 11:46:08 |1 1second
DTMLLUAdminUser DESKTOP-EBQGERR  meedge exe Microscft Edge Freeware |S_UDP - Search and 14 more pages - Personal -... 2022-06-27 11:46:08  2022-06-27 11.46:08 1 1 second
DTMLLUAdminUser DESKTOP-EBQGERR  notepad.exe Windows Basic Tools “Urtitled - Notepad 2022-06-27 11:46:09  2022-06-27 11:46:11 |2 2 seconds
DTMLLUAdminUser DESKTOP-EBQGERR notepad.exe Windows Basic Tools Notepad 2022-06-27 11:46:11 | 2022-D6-27 11:46:14 | 3 3 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  notepad.exe Windows Basic Tools “Urtitled - Notepad 2022-06-27 11:46:14  2022-06-27 11:46:16 |2 2 seconds
DTMLLUAdminUser DESKTOP-EBQGERR notepad.exe Windows Basic Tools Save As 2022-06-27 11:46:16 | 2022-D6-27 114622 6 6 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  notepad.exe Windows Basic Tools (no page title)notepad exe 2022-06-27 11:46:22  2022-06-27 11:46:26 |4 4 seconds
DTMLLUAdminUser  DESKTOP-EBQGERR  cmd.exe Windows Command Line Command Promp 2022-06-27 11:46:27  2022-06-27 11:48:42 135 2minutes, 15 seconds
DTMLLUAdminUser DESKTOP-EBQGERR  scmsave scr 20220627 11:48:42  2022-06-27 16:50:13 | 18091 5 hours, 1 minute, 31
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The maximum report period is 5000 days.

Columns include:

Entity, Workstation, User, Date, EXE Filename, Active Time (seconds), Active Time (minutes),
Active Time (hr, min, sec)

The Entity column is only included when reporting from multiple Entities in the same report.
This report shows total active time per EXE Filename on a date within the defined date range.
Application Report: User Daily Summary per Application - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:

Customize User Daily Summary per Application Report

Customize Managed Assets Report

Create  Edit Remowve Run Schedule
MNow

Report Customization Assistance

Custom Profile Mame 4 | Entties Included Filters Included Date Range

2| =l 2|l 2| =l Sl jo.

Continue by clicking the Create ribbon button and the following appears:
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Create Customized Report Profile

Customized Report Name: Save

Included Entities (requires one or more Ertities) Cancel

Entities included for this Custom Report

Add
Remove
Included Users {f none included, will default to all):

Users included for this Custom Report

Add
Remove
Included Workstations (if none included, will defautt to all):

Workstations included for this Custom Report

Add
Remove
Included Applications (if none included. will default to all):

Applications included for this Custom Report

Add

Remove

Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
o Users
e Workstations
e Applications
e Date Range

SofTrack Managed Assets Administrator Guide

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the

matching value.
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The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO X

Automatic Custom Report Email Definttion Mame: Save

“ | Cancsl

Description:

Custom Report included: VISIO

Send Date: May/25/2024 - <
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sert)

EMAIL Texd:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Ertity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the report

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the repart -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each verzion of report to Folder SMa,_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
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can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.

To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance

Managed

Home - -
Agents Entity : Corfigured ftem Type
Applications X | =l & custom »
Devices b | Date mnge setting Custom Report Scheduled Email

- Managed

b Reminders(ALL)

Application Report: Workstation Usage

This report will begin by presenting a date range selector:

Select Date Range for Workstation Usage Report X

Date range: oK

Report for Previous Manth {Jun 2021)
Cancel
* Report forpast 30 days

Repaort for date range:

The maximum report period is 400 days.

Next, a selector is presented with a list of computers to include in the report. There is no maximum
number of computers can be included:

273



Select Workstations to include in Report X

~ry

Report Date Range: 2021-06-25 until 2021-07-25

Workstation e
j-'::' zall: ‘}'::'

DESKTOP-EBQGERR

M¥L1281

Cancel

Columns include:

SofTrack Managed Assets Administrator Guide

Entity, Workstation, Machine GUID, User, Vendor, Application Name, EXE Filename, EXE
Version, EXE Description, EXE Product, Start Time, Exit Time, Active Time (seconds), Idle Time
(seconds), Total Time (seconds), Active Time, Idle Time, Total Time

The Entity column is only included when reporting from multiple Entities in the same report.

Application Report: Page Titles (Detail)

This report will begin by presenting a date range selector:

Select Date Range for Page Title Details Report

Date range: 0K
Report for Previous Maonth (Mov 2023)
Cancel
* Fepotforpast | 30 days
Report for date range:
w
Customize

Columns include:

Workstation, User, Page Title, EXE Name, Start Time, Start Hour, Exit Time, Active Time, Active

Time (seconds)

The Page Title Detail shown are moment-by-moment details of what the user was viewing. The
Start Hour column allows easy filtering and sorting by when the page view was initiated. The
Active Time value is the difference between the Start and Exit Times.

Application Report: Page Titles (Detail) - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:
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Customize Page Title Details Report o x

Customize Managed Assets Report

BFW O

Create Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Mame 4 | Ertities Included Fitters Included Date Range

L | <alls B <l L el B <l jo

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile X
Customized Repart Name:
Included Entities (requires one or more Entities):

Entities included for this Custom Repaort

Remove

Included Users (f none included, will default to all):

Users included for this Custom Report

Add

Remove

Included Workstations (if none included, will default to all):

Workstations included for this Custom Report

Add

Remove

Included Applications (if none included, will default to all):

Applications included for this Custom Report

Add

Remove

Date Range Type:
Last MMM Days
Last NNN Days: | Il dates

Customizations (pre-filtering) include:
e Entities
e Users
e Workstations
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e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
-8 Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email
E| : Managed
[ Reminders{ALL)

Application Report: Page Titles (Summary)

This report will begin by presenting a date range selector:

Select Date Range for Page Title Summary Report X

Date range: oK

Report for Previous Maonth (Dec 2022)

Cancel

* Feportforpast | 30 days

Report for date range:

w
Customize

Columns include:

SofTrack Managed Assets Administrator Guide

Workstation, User, Page Title, EXE Name, Active Time, Active Time (seconds)

The Page Titles shown are unique per workstation, user and EXE Name combination, being shown
once. The Active Time value is the cumulative total Active Time for all times that Page Title
appeared while using the indicate EXE Name.

Application Report: Page Titles (Summary) - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:
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X

Customize Page Title Summary Report m

Customize Managed Assets Report

BFW O

Create Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Name 4 | Enttties Included Fitters Included Date Range

,D <all= ,D <all= ,D <all= ,D Zall= ,':'

Continue by clicking the Create ribbon button and the following appears:

Create Customized Report Profile x

Customized Report Name:

Entities included for this Custom Report
Add

Included Entities (requires one or more Ertities):

Included Users (f none included, will default to all):

Users included for thiz Custom Report

Add

Remove

Included Workstations {if none included, will default to all):

Workstations included for this Custom Report

Add

Remove

Included Applications {if none included, will defautt to all):

Applications included for this Custom Report

Add

Remove

Date Range Type:
Lagt MMM Diaps
Last NNN Days: | -1l dates

Customizations (pre-filtering) include:
e Entities
e Users
e Workstations
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e Applications
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Users, Workstations, Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit @
Statistics - Item -
Assistance Assistance
Managed
E-= H
H A;::m Entity 4 Corfigured tem Type
Applications 3 | <all> O custom *x
Dievices ¢ | Date range setting Custom Report Scheduled Email

Managed
(%) Reminders{ALL)

Application Report: Page Titles (Summary) — Tracking Document Viewing+Editing Activity

With customizations including pre-filtering, the Page Titles report can be configured for an unlimited
number of scheduled reports both emails and locally stored. For example, a weekly report of active
time for each AutoCAD® documents viewed and edited:

Page Title Summary Report (2022-02-01 until 2022-03-01) - 5 %
5 Ca
Entity = Worlstation User Page Title EXE Name Active Time Active Time (seconds)
X | <l O <l D) <l O dwg | <l D) «al> D) «al> jol
TEST L7-2020 hecao Autodesk AutoCAD Civil 30D 2018 - [CAD_TMP dwa] acad exe 22 hours, 56 minutes, 42 seconds | 82602
TEST C7-201% paye Autodesk AutaCAD Civil 30 2018 - [CAD_GRAD dwa] acad exe 17 hours, 19 minutes, 56 seconds | 62356
TEST L3-2020 mady Autodesk AutoCAD Civil 3D 2018 - [CAD_GRAD .dwa] acad exe 14 hours, 359 minutes, 10 seconds 52750
TEST |CS-201% lhan Autodesk Civil 30 2020 - [CAD_SURFACE dwg] acad exe 14 hours, 9 minutes, 45 seconds | 50585
TEST L1LTOE mw Autodesk AutoCAD 2018 - [SO01-{RES).dwa] acad exe 12 hours, 23 minutes, 53 seconds | 44633

Or active time viewing and editing Revit® documents:

Page Title Summary Report (2022-02-01 until 2022-03-01)

52 Ca
Ertity = | Workstation User Page Title EXE MName Active Time

% | <l O <al> L <l O <l O rev ¥ =l jol
TEST |R3-2020 scott Autodesk Revit 2021.1.2 - [STR_Template_2021a(R51) - Sheet: S006 - Metric - STEEL NOTES] Revit.exe 12 minutes, 28 seconds
TEST |R3-2020 scott Autodesk Revit 2020.2 - [STR_Template_2020a(e20) - Sheet: 5006 - Imperial - STEEL NOTES] Revit exe 8 minutes, 28 seconds
TEST R3-2020 scott Autodesk Revit 2020.2 - [STR_Template_2020a(e 20) - Sheet: S006 - Metric - STEEL NOTES] Revit exe 7 minutes, 30 seconds
TEST |R3-2020 scott Autodesk Revit 2021.1.2 - [STR_Template_2021a{RS1) - Sheet: S*00E - Imperial - STEEL MOTES] Revit exe 5 minutes, 37 seconds

The Page Title report generation applies to all applications used throughout your enterprise, for
example, Microsoft® Word®:
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58 la
Entity & Workstation User Page Title
¥ | <alx Ol Pl O <l
TEST T4 ady ECA Section docx - Word
TEST LLT bin 5B5WM - Word
TEST |TO1-2 ot 2021 Civil Proposal - Word
TEST T03-20 pre 2021 Commercial Servicing - Word

And, Microsoft® Excel®:

Page Title Summary Report (2021-02-01 until 2021-04-29)

Séa
Ertity & | Workstation User Page Title

X | <l O <l O <l PO <all>
TEST DLT20 zak Demand - Bxcel
TEST T03 scott Timesheet - Excel
TEST L12 ed 2020. Matrix - Bxcel
TEST DLT20 zak 5_SWM Design - Excel

SofTrack Managed Assets Administrator Guide

EXE Name Active Time Active Time (seconds)
SO word ¥ | <all £ <l jol

WINWORD.EXE 4 hours, 54 minutes, 30'seconds 17670

WINWORD.EXE | 3hours, 52 minutes, 30 seconds | 13950

WINWORD.EXE 3 hours, 4 minutes, 7 seconds 11047

WINWORD.EXE 2 hours, 14 minutes, 56 seconds | 8096

EXE Name Active Time Active Time (seconds)
JO excel ¥ | <all O <l jol

EXCEL.EXE 3 hours, 30 minutes, 50 seconds 12650

EXCEL.EXE 3 hours, 16 minutes, 43 seconds 11803

EXCEL EXE 2 hours, 46 minutes, 54 seconds | 10014

EXCEL.EXE 2hours, 27 minutes, 50 seconds | 2870

With the ability to separately schedule each customized report configuration, these and more Page
Title reports can be sent to specific teams throughout your enterprise for all types of purposes,
ranging from customer billing, to department accounting to monitoring of user activity and more.

Application Report: Adobe® Acrobat® Document Cloud Current Status Summary

This report will begin by presenting a date range selector:

Date range:
Report for Previous Month (Mar 2025)
Report forpast |20 | days

+! Report for date range:
Mar 1, 2025 through Apr 29, 2025

Select Date Range for Acrobat Document Cloud Status Summary

oK

Cancel

Columns include:

Date recorded, Workstation, Installation Date, Installation Folder, Local User, Email Address,
Latest Cloud Logon, Acrobat License, Entitlement, Entitlement Verification, County Code, Latest

Edit-Create Usage Time

Will contain a single row per Workstation + Local User combination

Application Report: Adobe® Acrobat® Document Cloud Current Status Details

This report will begin by presenting a date range selector:
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Select Date Range for Acrobat Document Cloud Status Details X

Date range: oK

Report for Previous Month (Mar 2025)
Cancel

Report forpast |20 | days
+! Report for date range:

L = I T T e

Mar 1, 2025 through Apr 25, 2025 -

Columns include:

Date recorded, Workstation, Installation Date, Installation Folder, Local User, Email Address,
Latest Cloud Logon, Acrobat License, Entitlement, Entitlement Verification, County Code, Latest
Edit-Create Usage, Currently Entitled?, Advanced E-Sign User?, Latest Distiller Usage, Latest Edit
Tools Usage, Latest Compound Document Usage, Latest PDFMaker Usage Time

Compound Documents: PDFs resulting from the combining or merging of multiple files into a
single PDF, including ‘Adobe Portfolio’ files

Application Report: Adobe® Acrobat® Document Cloud Logon History

This report will begin by presenting a date range selector:

Select Date Range for Acrobat Document Cloud Logon History X

Date range: oK

Report for Previous Maonth (Mar 2025)
Cancel

Report forpagt |30 | days
*! Report for date range:

L = I T T e

Mar 1, 2025 through Apr 25, 2025 -

Columns include:

Date recorded, Workstation, Local User, Email Address, Cloud Logon, Acrobat License,
Entitlement, Entitlement Verification, County Code, Latest Edit-Create Usage Time

Application Report: Adobe® Acrobat® Document Editing Tools Usage

This report will begin by presenting a date range selector:

284



SofTrack Managed Assets Administrator Guide

Select Date Range for Acrobat Document Cloud Editing Tools Usage X

Date range: oK
Report for Previous Month (Mar 2025)
Cancel
Report forpast |20 | days
+! Report for date range:

Mar 1, 2025 through Apr 29, 2025 -

Columns include:

Date recorded, Workstation, Local User, Email Address, Tool Name, Number of Usages, Latest
Usage Time

Application Report: Autodesk® Named-User Combined User Usage Summary

This report will begin by presenting a date range selector:

Select Date Range for Autodesk Combined User Usage Summary X

Date range: oK

Report for Previous Maonth (Dec 2022)

Cancel

* Feport forpast | 180 days

Report for date range:

w
Customize

Columns include:

Autodesk User ID, Autodesk User Name, Number Products Opened, Number Times Opened,
Number of License Pools Used, Total Time In-Use, Total Idle Time, Number of Usages less than 5
minutes, Total Time In-Use(Seconds), Total Time Idle(Seconds)

Application Report: Autodesk® Named-User Combined User Usage Summary - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:

Customize Autodesk Combined User Usage Summary o x
Customize Managed Assets Report
Create  Edit Remove Run Schedule
Mow
Report Customization Assistance
Custom Profile Name: 4 Enrtities Included Fitters Included Date Range
DO <l D <l P <l P <l jol
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Continue by clicking the Create ribbon button and the following appears:

Create Customized Autodesk Report Profile

Customized Report Name: Save

Included Entities {requires one or more Entities): Cancel

Entities included for this Custom Report

Add

Remaove
Included Autodesk UserlDs {if none included, will default to all):
Autodesk UserlDs included for this Custom Report
Add
Remove
Included Autodesk Usemames {if none included, will default to all):
Autodesk Usemames included for this Custom Report
Add
Remaove

Date Range Type:
Lagt MMM Daps
Last NMN Days:

Customizations (pre-filtering) include:
e Entities
e Autodesk® UserIDs
e Autodesk® Usernames
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Autodesk® UserIDs, Autodesk® Usernames) will be determined by the
Entities selected.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

: Managed
e Reminders{ALL)

Home Agents Profiles Settings Reparts Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
-8 Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email

Application Report: Autodesk® Named-User License Pool Utilization Summary

This report will begin by presenting a date range selector:

Select Date Range for Autodesk License Pool LHilization Summary x

Date range: oK

Report for Previous Manth (Dec 2022)

Cancel

* Report forpast 190 days

Report for date range:

w
Customize

Columns include:

License Pool Expiration Date, Autodesk User ID, Autodesk User Name,
Number Products Opened, Number Times Opened, Number of License Pools

Used, Total Time In-Use, Number of Usages less than 5 minutes, Total Time
In-Use(Seconds)

About Autodesk® Cloud Licenses
In the above report, the “License Pool Expiration Date” columns will present dates such as 2022-
06-07,2022-11-28, etc. These “License Pool” names are directly provided by Autodesk® and

indicate the expiration date of the selected “License Pool”. Upon expiration, any unconsumed

licenses will no longer be available for use. Please contact Autodesk® for details regarding the
number of unconsumed licenses.

Application Report: Autodesk® Named-User License Pool Utilization Summary - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:
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Customize Autodesk License Pool Utilization Summary

Customize Managed Assets Report

Create  Edit Remove Run  5chedule
Mow

Report Customization Assistance

4 | Entities Included

Custom Profile Name Fitters Included Date Range

L «all L <l L2 <allz & all

jm}

Continue by clicking the Create ribbon button and the following appears:

Create Customized Autodesk Report Profile X
Customized Report Name: Save
Included Entities (requires one or more Entities): Cancel

Entities included for thiz Custom Report
Add
Remove
Included Autodesk UserlDs {f none included, will default to all):
Autodesk User|Ds included for this Custom Report
Add
Remove
Included Autodesk Usemames {if none included, will default to all):
Autodesk Usemames included for this Custom Report
Add
Remove
Date Range Type:
Last MMM Daps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
e Autodesk® UserlDs
e Autodesk® Usernames
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Autodesk® UserIDs, Autodesk® Usernames) will be determined by the

Entities selected.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
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the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO x
Automatic Custom Report Email Defintion Name: Save
H | Cancel
Description:

Custom Report included: VISIO
Send Date: May/25/2024 - -
Send Time: 12:00 AM -

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format : Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIF)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY _DEFALLT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot save a copy of the report

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.
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You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
:;::ts Entity 4 Corfigured tem Type
Applications ¥ | <alls & custom »
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email
EI Managed

- Reminders{ALL)

Application Report: Autodesk® Named-User Activity Details

This report will begin by presenting a date range selector:

Select Date Range for Autodesk User Activity Details x

Date range: oK

Report for Previous Maonth (Dec 2022)

Cancel

* Report forpast 190 days

Report for date range:

w
Customize

Columns include:

Autodesk User ID, Autodesk User Name, Computer, Local Username, EXEName, EXEVersion,
License Name, License Year+Feature, License Pool Expiration Date, Serial Number (Network

License), Start Time, Exit Time, Idle Time, Days of Usage, Active Time(Seconds), Idle
Time(Seconds), Total Time(Seconds)

Application Report: Autodesk® Named-User Activity Details - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:
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Customize Managed Assets Report

Create  Edit Remove Run  5chedule
Mow

Report Customization Assistance

Custom Profile Name 4 Ertities Included Fitters Included Date Range
£ | <al: PO «alls L <l £ =l
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jm}

Continue by clicking the Create ribbon button and the following appears:

Create Customized Autodesk Report Profile x
Customized Report Name: Save
Included Ertities (requires one or more Entities): Cancel

Entities included for this Custom Report
Add
Remave
Included Autodesk UserlDs (f none included. will defautt to all):
HAutodesk UserlDs included for this Custom Report
Add
Remaove
Included Autodesk Usemames (f none included, will default to all):
Autodesk Usemames included for this Custom Repart
Add
Remaove
Included Workstations {f none included, will defautt to all):
Workestations included for this Custom Report
Add
Remaove
Date Range Type:
Last MMM Diayps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
e Autodesk® UserIDs
e Autodesk® Usernames
e Workstations
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Autodesk® UserIDs, Autodesk® Usernames, Workstations) will be

determined by the Entities selected.
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The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO X

Automatic Custom Report Email Definttion Mame: Save

“ | Cancsl

Description:

Custom Report included: VISIO

Send Date: May/25/2024 - <
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sert)

EMAIL Texd:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Ertity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the report

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the repart -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each verzion of report to Folder SMa,_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
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can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.

To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance
Managed
- = Home . 1
Agents Entity : Corfigured tem Type
=B Applications X | <al> 2 custom x
f-0f Devices ¢ | Date range setting Custom Report Scheduled Email

’ Managed
e Reminders{ALL)

Application Report: Autodesk® Utilization Intelligence

This report will begin by presenting a date range selector:

Select Date Range for Autodesk Utilization Intelligence x

Date range: oK

Report for Previous Manth (Dec 2022)

Cancel

* Report forpast 190 days

Report for date range:

w
Customize

Columns include:

Autodesk User ID, Autodesk User Name, Local Username, License Name, Licenses Used,
Versions Used, Number of Usages, Active Time per usage (average), Idle Time per usage
(average), Active Time per usage (average) in seconds, Idle Time per usage (average) in seconds,
Active Time Percentage (%), Idle Time Percentage (%), Most recent usage start time

Note: The Percentage values may not add up to be 100% due to rounding.

Sample result (single HTML, simple to share as needed):

294



SofTrack Managed Assets Administrator Guide
Autodesk Utilization Intelligence for COLA (2022-06-01 until 2022-09-12)

BM3AQPM323LQ stevetravis s.travis Civil 3D FLEX#2 2022 i 2 minutes, 52 7 minutes, 8 172 428 28 71 2022-06-06
seconds seconds 19:54:35
6M3AQPM323LR bobjohnson bob.johnson Civil 3D FLEX#2 FLEX#1 2022 [ 2 minutes, 30 11 hours, 33 150 41592 1] 99 2022-08-29
seconds minutes, 12 15:47:36
seconds
6M3AQPM323LR bobjohnson bob.johnson Revit FLEX#1 2021 i 1minute, 26 1 minute, 16 86 76 53 46 2022-08-29
seconds seconds 09:04:36
BM3AQPM323LR bobjohnson bob.johnson AutoCAD FLEX#2,FLEX#1 2021,2023 7 1minute, 33 13 hours, 32 93 43786 a 99 2022-08-31
seconds minutes, 46 16:08:46
seconds
6M3AQPM323LR bobjohnson bob.johnson Revit LT TRL#Z2 2023 i 2 seconds 2hours, 13 2 7995 1] 99 2022-06-06
minutes, 15 17:19:29
seconds
BM3AQPM323LR bobjohnson bob.johnson AutoCAD LT  RTL#2,TRL#2  201%9,2021,2023 9 59 seconds 19 minutes, 58 59 1198 4 95 2022-09-07
seconds 17:38:40

First Prev Showing 1 -6 /6 filtered records | 6 records total Mext Last // Page: |1 'l

|25 rows 'l
Reset All Filters |

You may use the following operators to filter
! not equal

= not equal value or not equal type

> greater than

< less than

W

greater than or equal to

< less than or equal to

About Autodesk® Cloud Licenses

In the above image, the “Licenses Used” column includes values such as “FLEX#2”, “RTL#2”,
“TRL#2”, “RTL#2”. These indicated the specific license type utilized. There is another value not
shown, it has a value in the format “”, “456-9900214”,”. “FLEX” indicates Flex licenses (licenses
that are typically pre-purchased and consumed per-day at a rate based upon the exact Autodesk®
product utilized. “456-9900214” indicates an Autodesk® Network (Multi-User) License. The
actual value will indicate the Autodesk® serial number utilized. “EDU” indicates an educational
license. “TRL” indicates an Autodesk® Free Trial license. “RTL” indicates an Autodesk® Single-
User Subscription license.

Application Report: Autodesk® Utilization Intelligence — User Counts per product (filtering example)

When viewing the Autodesk® Ultilization Intelligence report, use filtering to isolate specific
Autodesk® applications to quickly reveal the number of unique users:
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Autodesk Utilization Intelligence for COLA (2022-06-01 until 2022-09-12)

=D

BM3AQPM323LQ stevetravis s.fravis Civil 30 FLEX#2 2022 i 2 minutes, 52 7 minutes, 8 172 428 28 71 2022-06-06
seconds seconds 19:54:35
6M3AQPM323LR bobjohnson bob.johnson Civil 3D FLEX#2 FLEX#1 2022 6 2 minutes, 30 11 hours, 33 150 41552 1] 99 2022-08-29
seconds minutes, 12 15:47:36
seconds

First Prev Showing 1 - 2 / 2 filtered records | 6 records total Next Last // Page: |1 'l

[25r0ws =] ﬁ Use the Filter Bar to isolate specific Autodesk applications of interest

Filtering will reveal the unique number of users during the reporting period
Reset All Filters |
You may use the following operators to filter
1= not equal
l== not equal value or not equal type
= greater than
< less than
= greater than or equal to
<= less than or equal to
and and
to range

This report generated from SOFTRACK: www.softwaremetering.com

The example above filters the results by “civil 3d” to quickly reveal all users of Civil 3D during the
reporting period. The results can be used to determine each user’s level of product engagement via
active time vs idle time, average usage time and most recent start date/time.

The resulting report can help identify occasional users of any Autodesk® product.
The results shown above are contained within a single HTML file, enabling sharing as needed.
Application Report: Autodesk® Utilization Intelligence - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:

Customize Autodesk Utilization Intelligence o x

Customize Managed Assets Report

BFWEO0

Create  Edit Remove Run Schedule
Mow

Report Customization Assistance

Custom Profile Name: 4 | Entities Included | Fitters Included | Date Range

| e | <all> D <l O <l O <l jel

Continue by clicking the Create ribbon button and the following appears:
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Create Customized Autodesk Report Profile

Customized Report Name: Save

Included Entities {requires one or more Entities): Cancel

Entities included for this Custom Report

Add
Remaove
Included Autodesk UserlDs {f none included, will default to allj:

Atodesk UserlDs included for this Custom Report

Add
Remove
Included Autodesk UUsemames {f none included, will defautt to all):

Autodesk Usemames included for this Custom Report

Add
Remaove
Date Range Type:

Last NN Daps
Last NNN Days: -

Customizations (pre-filtering) include:
e Entities
e Autodesk® UserIDs
e Autodesk® Usernames
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Autodesk® UserIDs, Autodesk® Usernames) will be determined by the
Entities selected.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Server VCSLOCALDCOL: Managed Assets View - SofTrack Consale

Home Agents Profiles Settings Reparts Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance

Managed

- Home - -
Agents Entity : Corfigured ftem Type
Applications X | =l & custom »
Devices b | Date mnge setting Custom Report Scheduled Email

: Managed

b Reminders(ALL)

Application Report: Autodesk® Plugin Utilization

This report will begin by presenting a date range selector:

Select Date Range for Autodesk Plugin Usage Details X

Date range: oK

Report for Previous Maonth (Dec 2022)

Cancel

* Feport forpast | 180 days

Report for date range:

w
Customize

Columns include:

Computer, Local Username, EXE Name, EXE Version, Usage Start Time, Plugin Filename, Plugin
Description, Plugin Version, Plugin Company, Plugin Installation Date, Plugin Path Size

SofTrack tracks all AutoCAD Plugins, .arx, .dll (.net) and LISP based plugins (.fas, .vlx, .mnl, .Isp,
etc.).

Application Report: Autodesk® Plugin Utilization - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked
the following appears:
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Customize Managed Assets Report

Create  Edit Run  5chedule

Mow

Remaove

Report Customization Assistance

Custom Profile Name 4 Ertities Included Fitters Included Date Range

L <al L <l L2 <all B2 =l

jm}
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Continue by clicking the Create ribbon button and the following appears:

Create Customized Autodesk Plugin/Addin Report Profile X
Customized Report Name: Save
Included Ertities (requires one or more Entities): Cancel

Entities included for this Custom Report
Add
Remove
Included Local Users f none included. will defautt to all):
Local Usemames included for this Custom Repart
Add
Remove
Included Workstations {if none included, will default to all):
Worlestations included for this Custom Report
Add
Remove
Included Plugins/Addins {f none included, will defautt to all):
Autodesk Plugins/Addins included for this Custom Report
Add
Remove
Date Range Type:
Last MMM Diayps
Last NNN Days: -
Customizations (pre-filtering) include:
e Entities
e Local Usernames (i.e. Logon name at each workstation)
e Workstations
e Autodesk® Plugins/Addins
e Date Range

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Local Usernames, Workstations, Autodesk® Plugins/Addins) will be

determined by the Entities selected.
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The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:

Schedule Automatic Customized Report Email for VISIO X

Automatic Custom Report Email Definttion Mame: Save

“ | Cancsl

Description:

Custom Report included: VISIO

Send Date: May/25/2024 - <
Send Time: 12:00 AM <

Reset Perod [number of days between re-sending email)

Reset terations (number of reset periods, 0=send once)

EMAIL Subject: (f blank, no email will be sert)

EMAIL Texd:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Ertity Email Configuration to use for sending emails: SOFTRACK_ENTITY_DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do not zave a copy of the report

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA _SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'o not zave a copy of the repart -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each verzion of report to Folder SMa,_S avedR eportz

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
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can be configured to only save to the STLOG\SMA_SavedReports folder and to not send an email.

To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:

Server VCSLOCALDCOL: Managed Assets View - SofTrack Console

Home Agents Profiles Settings Reports Managed

Refresh  Export Edit
Statistics - Item -

Assistance Assistance

Managed

Home - -
Agents Entity : Corfigured ftem Type
Applications X | =l & custom »
Devices b | Date mnge setting Custom Report Scheduled Email

- Managed

b Reminders(ALL)

Application Report: TCP/IP Data Transfers Summary and Details

This report will begin by presenting a date range selector:

Select Date Range for TCR/IP Data Transfers X

Date range: oK

Report for Previous Month (Jul 2022)
Cancel
Report forpast |20 | days

+! Report for date range:

May 30, 2022 through Jul 4, 2022

4

The initial report is a summary:
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TCRAIP User Data Transfer Summary for COLA (2022-05-30 until 202207 -05) - 0O x
S Sm
|Izemame & | Warkstation Bytes Downloaded Bytes Uploaded
}::‘ <all= }::‘ <all= }::‘ <all= }::‘ <all=
DTMLLUAdminUser DESKTOP-EBQGERR h3Z244 MB B12 MB
Wiew TCP/IP Transfer Details Done
Mumber of rows: 1

Select one or more rows and click the “View TCP/

TP Transfer Details” button:

TCR/AP Selected-User Data Transfer Details for COLA [2022-05-30

RS

until 2022-07-05)

-

|Jzer Waorlstation EXEMName Seconds Connected Connection Opened & | Connection Opened Hour:Min
| <l B2 <all= L2 <all= B «all= L2 <all= B2 <allz k£

DTMLLUADmIn User DESKTOP-EBQGERR  chromeexe | 129 202206-2316:30:13 16:30:13

DTMLLUAdDminUser DESKTOP-EBQGERR  chromeexe | 2545 202206-23 16:42:52 16:42:52

DTMLLUAdDminUser DESKTOP-EBQGERR  chromeexe | 8256 2022-06-26 20:50:05 20:50:05
Connection Closed Femote Address | Remote Host Femote Port | Downloaded Bytes |Uploaded Bytes
<all» B <l J2 radio ¥ ozl B =l B =l jo
2022-06-2316:32:22 158.58 58.83 usd intemet-radio com | 443 16062 MB 1MB
2022-06-2317:32:01 158.58 58.83 usd intemet-radio com | 443 16117 MB 1MB
2022-06-26 23.07:41 158.58 58.83 usd intemet-radio com | 443 20422 MB 1MB

IMPORTANT NOTE:

This report only includes TCP/IP activity when more than 100,000 bytes were uploaded or

downloaded.

Columns include:

User, Workstation, EXEName, Seconds Connected, Connection Opened Time, Connection Opened
Hour:Minute:Second, Connection Closed, Remote Address, Remote Host, Remote Port, Downloaded Bytes,

Uploaded Bytes, Page Titles Occurring near event

The Connection Opened Time Hour:Minute:Second column is useful when sorting or filtering, it
allows time-of-day sorting to find activity occurring during specific times such as after hours.

The final column is special, because the process responsible for the TCP/IP activity does not
usually have its own window. All modern browsers use a centralized process to handle all TCP/IP
activity. Thus, the final column, Page Titles Occurring near event was created. The EXEName in
the sample above (chrome.exe) is used to help identify what the user may have been doing at the

time of the TCP/IP activity.

For example:
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TCRAP Selected-User Data Transfer Details for COLA (202207 -16 until 2022-08-14)

S el
User & | Worstation E¥EName | Seconds Connected | Connection Opened
o zal= }:‘ call= }::‘ «all= }::‘ call= }::‘ = }:.'
DTMLLUADminUser DESKTOP-EBQGERR  chromeexe 155 2022-08-11 15:40:M
Connect... | Connection Closed Remote Address | Remote Host Remote Paort
> O <alls P <l D ol O <all jo.
159:40:01  2022-08-11 19:43:16 59136216 static.216.136.5 5 clients yourserverde | 443

Downloaded Bytes | Uploaded Bytes | Paoge Titles occuming near event
zall= }:‘ 175 »  ufile »
1MB 175 ME |Kile io - Upload files for free & share them without registration -

Notice, one of the Page Titles occurring at the same time as the 175MB upload was UFILE.IO, a
free file sharing website.
Application Report: Installation and Latest Usage Report

This report does not use a date range selector. This report, when selected, will first present a
Customize prompt:

Customize Report Option

| Customize Installation and Latest
Usage Report?

If Yes is clicked, the Customize window appears, otherwise, the report is immediately run.
Report columns include:

Entity, Workstation, MachineGUID, Recent User, Vendor, Application, Version, Installation Date,
Latest Usage (if known), Latest Version Used (if known)

The Entity column is only included when reporting from multiple Entities in the same report.

Sample report:
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Application Installation and Last Used Report

S la
Entity Workstation | Machine GUID | Recent User Vendor Application Version

¥ | <l O md X | <l P <l P <l D <l D <l jo
COLA MXL1281 Beb76c2a-dab... MXL1281\W CADzation AcroPlot 19.07.23.0000
COLA MXL1281 Beb76c2a-dab... MXL1281\W Autodesk Autodesk Revit 2015 15.0.207.0
COLA MXL1281 Beb76c2a-dab... MXL1281\W Autodesk Autodesk Revit 2016 16.0.428.0

Installation Date
<all

20200303
8-1-2015

7-31-2015

(&)
e

Latest Usage
<all

202107-30 21:58
2021-05-22 20:40

2021-03-22 20:40

(8]
pe

This report was modified in December 2023 to detect any version of each installed application that
has been used, previously this report was strictly based on the version shown but that was too
restrictive as some applications are frequently updated and can have multiple versions used
resulting in an incomplete view of activity. The main goal is to show if the installed application

has had usage regardless of version.

The Latest Version Used column is based on the date of the most recent usage. It does not include
the actual “latest” version that could have been used (i.e. might show version 16 when version 17 is
installed, but, based on the date of most recent usage, it was version 16 that was being used).

In the above image, Autodesk Revit 2015 and Autodesk Revit 2016 are both installed, the latest
usage is based on “Autodesk Revit” usage regardless of the “version”. The Idle versus Active

Report (detail or summary) will review the specific version(s) being used.

This report combines a query of workstation inventory and application usage to provide a more
complete review than simple inventory results. This combination provides an additional benefit of

presenting applications that are not installed to be identified and latest usage detailed.

Application Report: Installation and Latest Usage Report - Customization

This report includes the ability to be customized (pre-filtering). When Yes is clicked in response to

the Customize prompt the following appears:

Customize Installation and Latest Usage Report

Customize Managed Assets Report

Create Edit Remove Run 5Schedule
Mow

Report Customization Assistance

Custom Profile Name

4 | Entities Included Fiters Included Diate Range
| <al: 2| <l S zal Ll

Continue by clicking the Create ribbon button and the following appears:
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Create Customized Report Profile x
Customized Report Name: Save
Included Entities (requires one or more Entities): Cancel

Entties included for this Custom Report
Add
Remove
Included Wankstations (f none included, will default to all):
Workstations included for this Custom Report
Add
Remove
Included Applications {if none included, will default to all):
Applications included for this Custom Report Rule OR
AND
MOT
Add
Remove

Customizations (pre-filtering) include:
e Entities
e Workstations
e Applications + Software Categories
e OR, AND, NOT rules for each included Application

One or more Entities must be selected, the other pre-filtering items are optional. However,
available items (i.e. Workstations and Applications) will be determined by the Entities selected.

Special note regarding Included Applications:

When adding Application(s) to be included in the report, the list of Applications provided to select
from contains both the Application name determined by workstation inventory review of Installed
Applications and the ‘EXE Description’ value contained within each EXE file that has been
launched. It is possible that a specific EXE usage is not associated with an installed Application,
however, most every EXE will have an ‘EXE Description’ value. Therefore to provide the most
complete review, during the process of creating the report, the Applications selected does include
matching on both the Application Name and EXE Description. The resulting report may include a
‘blank’ value for the Application Name, for those rows, the EXE Description column will have the
matching value.
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The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_ SavedReports folder within
the STLOG path.

Application Report: Installation and Latest Usage Report — Customization Rules

This report provides further customization via rules. When an application is added it will default to
the OR rule type - meaning this application (or Software Category) will be included if present
given the other conditions of Entities and Workstations specified.

To change the rule for an application or set of selected applications, click the OR, AND or NOT
button.

The AND rule type means the specific application/category MUST be present for a specific
workstation to be included or potentially included in the in the resulting report. There is a
maximum of 128 application/category rows that can be set to the AND rule type. If more than 128
are defined, when the custom report is saved, a popup will occur:

Custom Report Definition Alert

ALERT: Too many applications defined with AMD rule type. The maximum
! supported is 128 and 337 were found, only the first 128 AND rules will be tested.

If you reguire more than 128, please send an email to
support@softwaremetering.com and let us know how many you require.

The NOT rule type means the specific application/category MUST NOT be present for a specific
workstation to be included or potentially included in the resulting report.

If all included applications/categories are set to the NOT rule type no results will occur. When the
custom report is defined that only specifies the NOT rule type a popup will occur:

Custom Report Definition Alert x

| ALERT: all application rows are set to MOT
rule type, there will be no results found

The following are sample variations of rule definitions:
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Included Applications f none included, will default to all):
Applications included for this Custom Report 4« Rule OR
SOFTWARE CATEGORY:BROWSERS-CHROME R AND
Adobe InDesign 2019114.0.3 R
Blueheam Revu CAD x64 20| 20.0.30 OR NOT
Add
Remaove
Included Applications f none included, will default to all):
Applications included for this Custom Report « Rule OR
SOFTWARE CATEGORY:BEROWSERS-CHROME OR AND
Adobe InDesign 2019114.0.3 AMD
Blueheam Revu CAD #64 201 20.0.30 NOT NOT
Add
Remove

Once saved, the custom report can be scheduled to be automatically run by the SofTrack Server

Agent. To Schedule, select a saved customized report and click the ribbon button and the
following will appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Home Agents Profiles Settings Reparts Managed
"\ ; »
Yoot v ,
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
Fl-= H
H A;::ts Entity 4 Corfigured tem Type
Y Applications W | <l O custom w

---r_ﬂ Devices
Em Managed
i i[# Reminders{ALL)

¢ | Date range setting Custom Report Scheduled Email

Application Report: Specific EXE Usage

This report will begin by presenting a date range selector:

Select Date Range for Specific EXE Usage X

Date range: K

() Feport for Previous Month {Jan 2024) Cancel

(*)Report forpast 30 days

() Report for date range:

v |

Customize

SofTrack Managed Assets Administrator Guide

Once the date range is selected, click OK and the next prompt will request the specific EXE file(s)

to include in the report:

Select EXE file(s) for Customized Report

Feport Date Range: 2024-01-17 until 2024-02-16

EXE Filename - -

0

x

<all=
_is7B1F exe
_isD749 exe
AbacusPCR.Popup. Application exe
acad exe
AcadMap exe
AccessDatabaseEngine_2010_x64 exe
AclvServerHost exe
Acrobat .exe
AcroCEF exe
AcroRd32 exe
acrotray exe

0O

Once one or more EXE file(s) are selected, click OK and the report will be produced.

Sample:
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Columns include:

Specific EXE per User=Waorkstation Report for COLA (2025-01-12 until 2024 -02-16) - 0
EA)
Worlestation & User EXE filename EXE most recent exit time EXE Fullpath EXE Company EXE Version EXE Description | EXE Product Name
22| <l 2 <l 2 <al 2 <al 2 <al 2 «all: L <all: 2 <l 2 <al
1234567850ABCDE DTMLLUAdminUser  mspaint exe 2024-01-04 22:08 C\Windows \System32... | Microsoft Corporation | 10.0.15041.1 (WinBuild. 160101.0800) | Paint Microsoft® Windows?
DESKTOP-EBQGERR  DTMLLUAdminUser | mspaint.exe 20230520 17:42 C\Windows'\System32... | Microsoft Corporation  10.0.15041.1 (WinBuild.160101.0800)  Pairt Microsoft® Windows?
MXL1281 W mepaint .exe Mo Usage Detected
MXL128122 W mepaint.exe Mo Usage Detected

Workstation, User, EXE filename, EXE most recent exit time, EXE Fullpath, EXE Company, EXE

Version, EXE Description, EXE Product Name

The report is organized to identify each unique combination of Workstation + User that used the
specified EXE. The exit time of the most recent usage indicates the latest time the EXE was being
used. The EXE file details (Fullpath, Company, Version, Description, Product) are based on the
most recent usage. It is possible that other usages of the specified EXE occurred using different
file details, however, this report only reveals the most recent usage and EXE details from that

usage.

Application Report: Specific EXE Usage - Customization

This report includes the ability to be customized (pre-filtering). When Customize button is clicked

the following appears:

Customize Autodesk User Activity Details o x
Customize Managed Assets Report
Create  Edit Remove Run  5chedule
Mow
Report Customization Assistance
Custom Profile Name 4 Ertities Included Fitters Included Date Range
£ | <al: PO «alls L <all: £ =l jo.

Continue by clicking the Create ribbon button and the following appears:
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x

Create Customized Report Profile

Customized Report Mame: Save

Included Entities {reguires one or more Entities): Cancel

Entities included for this Custom Report

Add
Remove
Included Users {if none included, will default to all):
Users included for this Custom Report
Add
Remove
Included Workstations if none included, will default to all):
Workstations included for this Custom Report
Add
Remove
Included EXE (requires one or more EXE files):
EXE Files included for this Custom Report
Add
Remove

Date Range Type:
Lazt MMM Days
Last NNN Days: -

Customizations (pre-filtering) include:

e Entities

e Users

e Workstations
e EXE Files

e Date Range

One or more Entities must be selected and one or more EXE file(s) must be selected. The other
pre-filtering items are optional. However, available items (i.e. Users, Workstations) will be
determined by the Entities selected.

The customized report is saved with a unique name (that you specify) and can be scheduled to
automatically run and email results and, if desired, save the latest version or each version of the
report (by including the report run date in the filename) to the SMA_SavedReports folder within
the STLOG path.

To Schedule, select a saved customized report and click the ribbon button and the following will
appear:
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Schedule Automatic Customized Report Email for VISIO

Automatic Custom Report Email Definition Mame: Save

H | Cancel

Description:

Custom Report included: VISIO
Send Date: May/25/2024 ~ -
Send Time: 12:00 AM <

Reset Perod (number of days between re-sending email)

Reset terations (number of reset periods, O=send once)

EMAIL Subject: (ff blank, no email will be sent)

EMAIL Text:

Report format: CSV + Header
Report format: CSV {no header)
+) Report format: Sortable HTML
Compress CSV/HTML report file before sending via email {.ZIP)
Entity Email Configuration to use for sending emails: SOFTRACK_ENTITY DEFAULT

Send Email to those addresses defined for selected Entity

Options to keep copy of report: Do niot gave a copy of the repart

The above is creating a schedule for the customized report named “VISIO” (as shown in the
window caption bar). When you specify the Automatic Custom Report Email Definition Name
realize that name will be used as the basis for the filename of the resulting report. The Report
format can be CSV+Column Header, CSV without header or Sortable HTML. Additionally, the
output file can optionally be compressed to .ZIP format to reduce the email attachment size.

Additionally, the report can be configured to save a permanent file in the
STLOG\SMA_SavedReports folder (located at the SofTrack Server Agent Host):

Options to keep copy of report: C'a niot zave a copy of the repaort -

Save anly latest verzion of report to Folder Ska_S avedR eports
Save each version of report to Folder Skd,_5S avedR eports

The default is to not save a copy. However, if an option to save is selected, the scheduled activity
can be configured to only save to the STLOG\SMA _SavedReports folder and to not send an email.
To set this ability, completely erase the Email Subject.

You can create multiple schedules with different selections including different email addresses and
output types.

Once a Schedule is created, it can be viewed and edited in the Managed section within the
Reminders(ALL) selection:
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Home Agents Profiles Settings Reparts Managed
Refresh  Export Edit
Statistics - Item -
Assistance Assistance
Managed
Home . §
Agents Entity : Corfigured fem Type
Applications x| =l - custom x
Devices ¢ | Date range setting Custom Report Scheduled Email
Managed

- Reminders{ALL)

Application Report: Versions Report

This report does not use a date range selector.

Columns include:
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Entity, Vendor, Application, Version, Inventory Scan Discovery, Active Usage Discovery

The Entity column is only included when reporting from multiple Entities in the same report.

Sample report:
Application Versions Report for COLA - o

Ss m
YWendor & | Application Yersion Inventory Scan Discovery | Active Usage Discovery

}::‘ <all> }::‘ call» }::‘ <all» }:.' call» }::‘ <all }::‘
Autodesk, Inc. Autodesk Design Review 2013 13.0.0.82 TRUE
Autodesk, Inc. Autodesk Design Review 2013 13.1.082 TRUE
Autodesk, Inc. Autodesk Download Manager 40140 TRUE TRUE
Autodesk, Inc. Autodesk Revit 20151 15.0.207.0 20140606_15306c64) TRUE
Fodalis Software Fodalis lcon'Wardshop 6.51 6.91 TRUE

Application Report: Installation Keys

This report does not use a date range selector.

Columns include:

Entity, Workstation, Machine GUID, Recent User, Vendor, Application, Version, Installation Key

The Entity column is only included when reporting from multiple Entities in the same report.

This report will provide details of each Windows® Operating System installation key, any
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applications where the Installation Key has been detected and all Microsoft® installation keys (for
example, Office applications).

Sample report:

Application Installation Keys for COLA - oo

5 Sa
Work... | Machine... | Rec... | Vendor Application & Version Installation Key

SO el O <l O]« Ol PO = B <alls B <all jo!
ENG-.. NO_MG.. |EN5.. Xerox Corporation AccXES 14112 ff2440ab-1ec...
ENG-.. NO_MG.. |EN5S.. Xerox Corporation AccKES 14112 ff8440ab-1ecl. .
ENG-.. NO_MG.. |ENS.. Xenox Corporation AccXES 14112 ffad40ab-1ect...
ENG-.. MNO_MG.. ENS.. Microsoft Microsoft Office Professional 2013 2013 Microsoft Offic...
ENG-... MNO_MG... ENS... Microsoft Corporation | Microsoft Office Professional Plus 2013 15.0.4569.1506 00216-40000-...
ENG-.. MNO_MG.. ENS.. Microsoft Corporation | Microsoft Office Professional Plus 2013 15.0 4569.1506 0021 6-40000-
ENG-.. MNO_MG... ENS5... Microsoft Microsoft Office Professional Plus 2013 15.0.4569.1506 Microsoft Offic...
ENG-.. MNO_MG.. ENS5.. Microsoft Microsoft Office Professional Plus 2013 15.0.4569.1506 Microsoft Offic...
ENG-.. MNO_MG... EMS5... | Microsoft Corporation | Microsoft Cffice SharePaint Designer 20010 | 14.0.7015.1000 82503-0071-00...
ENG-.. NO_MG.. ENS.. Microsoft Corporation | Microsoft Platform SDK (3750.1830) 5.2.3790.1830 12345-111-11...
ENG-.. MNO_MG... ENS5.. Microsoft Corporation | Microsoft SharePoint Designer 2010 14.0.7015.1000 82503-0071-00...
ENG-.. MNO_MG.. ENS5.. Microsoft Windows x64 7 Professional Service Pack 1[76... 74T2ZM-DKDE...

Application Report: All Application Usage + Set Category

This report will begin by presenting a date range selector:

Select Date Range for All Application Usage = Set Category Report X

Date range:

() Report for Previous Maonth (Jul 2021)

(*)Report forpast 369 days
() Report for date range:

Columns include:
Entity, Vendor, Application, Version, Software Category

The Entity column is only included when reporting from multiple Entities in the same report.
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All Applications Used = Set Category Report for TEST (2020058 -03 until 2021-05-03) - 0O x

S Sa

Vendor w | Application Version Saoftware Category -
}::‘ <all= }::‘ <all }::‘ <all= }::‘ <all= }::‘

Zoom Video Communications, Inc. | Zoom Meetings 5.5.12494 0204

Zoom Video Communications, Inc. | £Zoom Meetings 5.4.59931.0110
4 »

Set Software Categony for selected tems Done

Mumber of rows: 682

To set the Software Category, select applications to set and click the button Set Software Category
for selecte items. A new window will appear to select or define a new Software Category and to
apply to the selected applications.

This report enables setting of Software Category for any application used, not only those that show
as being installed. For instance, Microsoft “Paint” does not show as being installed but is an
application that can be used.

All Applications Used = Set Category Report (20200803 until 2021-08-03) - 0O X
S Sal
Entity & | Vendor Application Version Software Category
M| «all: }:‘ zall= }::‘ paint | zall: ’[:' zall= }:.'
COLA Microsoft Corporation | Paint 6.1.7600.16385 {win/_rtm 050713-1255)

Application Report: Vendors
This report does not use a date range selector.
Columns include:
Entity, Vendor, Inventory Scan Discover, Active Usage Discovery
The Entity column is only included when reporting from multiple Entities in the same report.
This report provides a list of all Application Vendors discovered.

Sample report:
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Vendor Report for COLA -
S Sm
Vendor a | |nventory Scan Discovery | Active Usage
',C' <all= ,C' <all= ,C:' <all=
28Hands TRUE
Adobe Systems Incomporated TRUE TRUE
Adobe Systems, Inc. TRUE
Advanced Micro Devices, Inc. TRUE
Autodesk TRUE TRUE
Autodesk, Inc. TRUE TRUE
Podalis Software TRUE

Application Report: Summary+Detail Unique Users per SQL Instance

For any workstation or server using the SofTrack STSLAM Agent that includes at least one active

SQL Server Instance will automatically receive SQL Server Reports.

This report uses a date range selector:

Select Date Range for S0L Server Instances User Count Report x

Date range: 0K
*:Report for Previous Month (Oct 20200

Cancel

Report for past |30 | days
Report for date range:

Columns include:

O =

Entity, SQL Host (Computer), Machine GUID, SQL Instance, Count of Unique Users

The report has one row per SQL Instance with any usage during the reporting period:

View User Activity

Mumber of rows: 1

Done

Count of Unigue Users for each SOL Instance Report (2020-10-2%9 until 2020-11-23) - O
s el
Entity 4 | Workstation (SGL Ho... | Machine GUID | SGL Instance Unique Users Count
J | <l S| <all S| <all | <l P <l jo
» | DEFAULT DC SakcdfB1-255... SQLEXPRESS 2

*

Click the ‘View User Activity’ button to reveal the list of unique users for selected rows:
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Unique Users for selected 50L Instances Report (2020-10-29 until 2020-11-28) - box
S Sel
Entity & | Warkstation (50... | Machine GUID SQL Instance |zer Domain*.User LDAP
Ol O <l L <l L <l L <l L <l L <l D

SabcdfB1-a59504... | SOLEXPRESS | TESTDOMAIN'Adminis...  TESTDOMAIN'Admini... CN=Administr...

DEFALULT | DC1
SabcdfB1-a950-4... SQLEXPRESS | TESTDOMAIN'Admin TESTDOMAIN Admin... | CM=Admin...

DEFAULT | DCH

Done

MNumber of rows: 2

The report includes Logon name used (User column), Domain\User, and, if available, LDAP name.

Application Report: Summary+Detail Unique Users per SQL Database

For any workstation or server using the SofTrack STSLAM Agent that includes at least one active
SQL Server Instance will automatically receive SQL Server Reports.

This report uses a date range selector:

Select Date Range for S0L Server Databases User Count Report

Date range: 0K
Report for Previous Month (Dec 2020)
Cancel
® Feportforpast 30 days
Report for date range:

Columns include:

Entity, SQL Host (Computer), Machine GUID, SQL Instance, SQL Database, Count of Unique
Users

The report has one row per SQL Instance+Database with any usage during the reporting period:
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Count of Unique Users for each 50L Database per 0L Instance Report (2020-12-07 until 2021-01-06) - O X

S a

Entity 4 Workstation (SQL Ho...  Machine GUID SQL Instance SQL Database Unique Users Count
}:‘ <all= }::‘ <all= }:‘ <all= }::‘ <all= }::‘ <all= }:‘ <all= }::‘

DEFAULT Dca 9abcdf81-a9504... |SQLEXPRESS  master 2

DEFAULT DCa Sabcdf31-a950-4... |SQOLEXPRESS  CPTRAX for Windows 1

DEFAULT Dca Sabcdf81-a950-4... | SOLEXPRESS  |model 1

DEFAULT Dca Sabcdf31-a950-4... | SQLEXPRESS |msdb 1

DEFAULT D1 SabcdfB1-a950-4... | SQLEXPRESS SOFTRACK_ENTITY_ARCHIVE 1

DEFAULT Dca SabcdfB1-a9504 .. | SQLEXPRESS SOFTRACK_ENTITY_TEST_SI 1
| F

View User Activity Done

Mumber of rows: 18

Click the ‘View User Activity’ button to reveal the list of unique users for selected rows:

The report includes Logon name used (User column), Domain\User, and, if available, LDAP name.

Application Report: Summary+Detail Unique Applications per SQL Database

For any workstation or server using the SofTrack STSLAM Agent that includes at least one active
SQL Server Instance will automatically receive SQL Server Reports.

This report uses a date range selector:

Select Date Range for S0L Server Applications Count Report

Date range: oK

Repart for Previous Marth {Oct 2020) Cancel

# Report forpast 30 days
Report for date range:

Columns include:

Entity, SQL Host (Computer), Machine GUID, SQL Instance, SQL Database Application, Count
of Unique Users

The report has one row per SQL Instance+Database+Application with any usage during the reporting
period:
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Count of Unique Applications for each S0OL Database per SOL Instance Report (2020-10-08 until 2021-01-06} - 0 x
5 S|
Entity Worc... & Machine GUID | 5QL Instance SGL Databasze Application Unique User...
JOREC Ll O <l P <l L <l L <l Ll j o)
DEFAULT DC1 Sabcdf81-a95... | SQLEXFRESS  master Microsaoft SQIL Server Management Studio 2
DEFAULT D SabcdiB1-a95... | SGLEXPRESS  master Microsoft SQL Server Management Studio - Query 2
DEFAULT D1 Sabcdf81-a95... |SGLEXPRESS  master Sof Track Managed Assets Agent 2
DEFAULT DC1 Yabcdf81-a95... SQLEXPRESS | msdb Microsaoft SQIL Server Management Studio 2
DEFAULT  DC1 YabcdfB1-a95... |SQLEXPRESS | SOFTRACK_ENTITY_ARCHIVE Sof Track Administrator Console 2
DEFAULT  DC1 Yabcdf81-a95... | SQLEXPRESS  SOFTRACK_ENTITY_COLA Microsoft SQL Server Management Studio 2
DEFAULT  DC1 9abcdfB1-a95... | SQOLEXPRESS  SOFTRACK_ENTITY_COLA Sof Track Administrator Console 2
DEFAULT  DC1 YabcdfB1-a%5... | SQLEXPRESS  SOFTRACK_ENTITY_STAND Sof Track Administrator Console 1
View User Activity Done
Number of rows: 24
Click the ‘View User Activity’ button to reveal the list of unique users for selected rows:
Unigque Users for selected Applications per QL Databases = 50L Instances Report (2020-10-08 until 2021-01-08) - 0=
e e
Ertity & Workst... | Machine GUID | SQL Instance SQL Database Application Uszer Domain®/zer LDAP
Plal O <l Ol D) <l L) <l P <l Plal O als Pl O
DEFAULT DC1 Sabcdf81-a85.. | SQLEXPRESS SOFTRACK_ENTITY_DEFAULT | Microsoft SQL Server Management Studio - Query | TESTDO... | TESTDOMAIN... CN=Ad...
DEFAULT DC1 9abcdf81-895.. | SQLEXPRESS SOFTRACK_ENTITY_DEFAULT  SofTrack Administrator Console TESTDO... TESTDOMAIN... CN=Ad...
DEFAULT DC1 9abcdi81-a95.. | SQLEXPRESS CPTRAX for_Windows Microgoft SQOL Server Management Studio TESTDO... TESTDOMAIN... CN=Ad...
Done
Mumber of rows: 3

The report includes Logon name used (User column), Domain\User, and, if available, LDAP name.

Device Report: Workstation Status
This report does not use a date range selector.
Columns include:
Entity, Workstation, Machine GUID, Last Reboot, Wake Up Type, Last Inventory Update, Recent
User, Terminal Server Licenses, Manufacturer, Model, BIOS, Serial Number, Windows OS,
Service Pack, Release, Installation Key, is Genuine, Experience Score, [IPV4, MAC, MAC, MAC
The Entity column is only included when reporting from multiple Entities in the same report.
The (3) MAC columns show the first 3 MAC Addresses for the workstation (MAC=Media Access
Control, unique 6 byte address).

Device Report: Workstation CPU
This report does not use a date range selector.

Columns include:
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Entity, Workstation, Machine GUID, Terminal Server Licenses, Manufacturer, Model, BIOS,
Serial Number, Number of CPUs, CPU 0 Vendor, CPU 0 Type, CPU 0 Speed,<....> CPU 15
Vendor, CPU 15 Type, CPU 15 Speed
The Entity column is only included when reporting from multiple Entities in the same report.
This report will show the first 16 CPUs detected per workstation.

Device Report: Workstation Disk Space
This report does not use a date range selector.
Columns include:
Entity, Workstation, Machine GUID, Recent User, C: Drive Size, C: Drive Free, Volume 1 Letter,
Volume 1 Name, Volume 1 Format, Volume 1 Size, Volume 1 Free, <...>, Volume 5 Letter,
Volume 5 Name, Volume 5 Format, Volume 5 Size, Volume 5 Free
The Entity column is only included when reporting from multiple Entities in the same report.
This report will show the first 5 Volumes detected per workstation.

Device Report: Workstation Operating Systems
This report does not use a date range selector.

Columns include:

Entity, Workstation, Machine GUID, Terminal Server Licenses, Windows OS+Build, Service
Pack, Build, Release, Installation Key, is Genuine, Experience Score

The Entity column is only included when reporting from multiple Entities in the same report.
Device Report: Workstation Windows Updates + Installation Status

This report does not use a date range selector. Only updates that occurred in the past 6 months are
maintained.

Columns include:

Entity, Workstation, Date installed (local time at the workstation), KB (knowledge base article
number), Operation, Status, Description

The Entity column is only included when reporting from multiple Entities in the same report.
Device Report: Workstation Microsoft Cloud Joined
This report does not use a date range selector.
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Columns include:

Entity, TenantID, DevicelD, UserEmail

The Entity column is only included when reporting from multiple Entities in the same report.
Device Report: Workstation Microsoft Cloud Joined + User Details

This report does not use a date range selector.

Columns include:

Entity, TenantID, DevicelD, UserPrincipalName, When Created, Usage Location, Physical

Delivery Ofc, Street Address, City, State, Postal Code, Country, EmployeelD, Department,

Telephone, Mobile

Notes:

All values after DevicelD are obtained by an interactive query of your Azure (EntralD) Tenant.

Column When Created = When the user object was created

Column Mobile = Cell Phone

The Entity column is only included when reporting from multiple Entities in the same report.

When selected this report will begin an interactive query of your Azure (EntralD) Tenant.

When the report is started a prompt will appear:

Retrieve User Details

| Login to Microsoft Cloud and refrieve
current user details for reporting?

If Yes is clicked the following Login Prompt is presented (login details are only sent to
Azure(EntralD), the details are not obtained or used by SofTrack)
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Server DESKTOP-UABAGCT: Quick Inventory Reports - SofTrack Console

Sign in to your account >

B® Microsoft
Sign in

Email, phone, or Skype

Mo account? Create one!

Can't access your account?

% Sign-in options

Terms of use  Privacy & cookies

Once the details are entered, SofTrack automatically runs a PowerShell script to obtain the user
details for the Tenant that was logged into. These details are stored for reporting in the STLOG
path at the SofTrack Server Host, in a file with a filename matching the format:

CLOUD TENANT 65977bcb- * {tenant id}.CSV

If your organization has multiple Azure(EntralD) Tenants, run this report multiple times using a
logon for each and the user details for each Tenant will be saved to the STLOG path and the report
will automatically use the results from all Tenants provided.

You do not need to re-fetch all Tenant User details (via PowerShell) each time the report is
accessed, only if there have been changes such as new user account or changes in details. The
CLOUD_TENANT_*.CSV files will be referenced whenever PowerShell details are not re-
fetched.

If there are issues with PowerShell or Azure PowerShell Module installation the following errors
can occur and prevent the gathering of user details for this report:

STOR:POWERSHELL HELM EXECUTION POLICY PREVENTS USAGE x

8 STOP:POWERSHELL HKLM EXECUTION POLICY PREVENTS USAGE

DSRRC_REQUIRED X

AzureAD module NOT INSTALLED,
minimum required version 2.0.2, 140
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Resolution for the above errors are provided in the following 2 sections:

Device Report: Setting PowerShell Execution Policy
To ensure the Workstation Microsoft Cloud Joined + User Details Report can gather user details, it is
important to set the PowerShell Execution Policy to RemoteSigned or Unrestricted or Bypass. The

default PowerShell Execution Policy on Windows® servers is RemoteSigned.

To verify and change the Policy, open a PowerShell session As Administrator on the workstation where
SofTrack Console will be utilized and enter the command:

Get-ExecutionPolicy -List

BX Select Administraton Command Prompt - powershell

:\temp>rpowershell
Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\temp» Get-ExecutionPolicy

Scope ExecutionPolicy

MachinePolicy Undefined
UserPolicy Undefined
Process Undefined
CurrentUser Undefined
LocalMachine Unrestricted

To SET the policy for any user on the workstation use the PowerShell command:

Set-ExecutionPolicy —-ExecutionPolicy RemoteSigned

EN Administrator: Windows PowerShell — O X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Windows\system32» Set-ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the execution policy might expose
you to the security risks described in the about Execution_Policies help topic at
https:/go.microsoft.com/fwlink/2?LinkID=135178. Do you want to change the execution policy?

[Y] Yes [A] Yes to A1l [M] Mo [L] No to A1l [S] Suspend [?] Help (default is "N"): Y

And to ensure a local user policy is not conflicting use the PowerShell command:

Set-ExecutionPolicy -ExecutionPolicy Undefined -Scope CurrentUser

To SET the policy for the current user on the workstation use the PowerShell command:
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Set-ExecutionPolicy —-ExecutionPolicy RemoteSigned —Scope CurrentUser

If the PowerShell Excecution Policy is not configured as indicated the following message will appear
when attempting to gather user details:

STOP:POWERSHELL HKLM EXECUTION POLICY PREVENTS USAGE X

STOP:POWERSHELL HKLM EXECUTION POLICY PREVENTS USAGE

OK

Device Report: Installation of PowerShell Module: AzureAd

To begin, open a PowerShell session As Administrator on the workstation where SofTrack Console will
be utilized and enter the command At the PowerShell prompt enter the command

Install-Module AzureAD

Sample:

BN Administrator: Command Prompt - powershell — O ™

t Corporation

form Powershell h

. The NuGet

If any prompts regarding “Do you want to install...”, answer Yes:

The installation continues:

325



SofTrack Managed Assets Administrator Guide

EX Administrator: Command Prompt - powershell

Installing package 'AzureAD’
Downloaded .78 MB out of 7.67 MB.
[coooooo

Try the new cross-platform PowerShell https

Install-Module AzureAD

] Yes to All [N] Mo [L] No to All [S] Suspend

- O X

based repositories. The NuGet

If any prompts concerning “Untrusted repository” occur, answer Yes to continue. It is noted that
Microsoft® defaults its repositories to untrusted, with additional effort not documented here, that can
be changed. But, for purposes of setting up PowerShell for use by the SofTrack Console it is not

required.

If a previous version of the AzureAD module is installed you may need to add the following to

successfully complete the installation:

Install-Module AzureAD -Force -AllowClobber

Device Report: Workstation Timezones
This report does not use a date range selector.

Columns include:

Entity, Workstation, Machine GUID, Recent User, Timezone

The Entity column is only included when reporting from multiple Entities in the same report.

Device Report: User Logon Report Selector

This report selection presents a report selector:
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User Logon Activity Report Selector x

Select Logon Report - Fitter Report by Full or Partial IP Addresses:

B asic Detail: [of 2ach logon periad) Report for Previous Month (Dec 2020)
Diaily Uzer 5

A CSErSUmmA ® Reportforpast 30 days
Draily User Summary + [ntraday

Full Details [of each lagon period) Report for date range:

Wwieekly Uzer Summarny

Wiork gtation Utilization

Entity | Workstation User
O | <l L aals B «al j o
b | DEFAULT “All Worlkstations “All Users
4 »
Retrieve all users and workstations for selected Entities Run Report for selected users

There are (6) Logon Reports available:

= Basic Details (of each logon period)
= Full Details (of each logon period)
» Daily User Summary

= Daily User Summary + Intraday

= Weekly User Summary

= Workstation Utilization

Once the report type is selected, choose the report date range.

To further refine the resulting report up to 5 different IP addresses can be entered to filter upon.
Enter the full (i.e. “198.2.1.32”) IPv4 address or a partial (i.e. “10.10.”) address to match upon.
This is useful for several reports that do not include the IPv4 address as a filterable report column.

The final section allows selection of the specific users to include in the selected report.

Initially, there will be a single row for each selected Entity. If selected it will include “*All
Workstations” and “*All Users”. To further refine the selection click the “Retrieve all users and
workstations for selected Entities” button. That initial row for “*All Users” and “*All
Workstations” will be removed and the list will be populated with all users and workstations from
that entity. And, all values shown in the list will automatically be selected.

The list of user and workstations is based upon the actual data contained within the

ALL LOGON_ACTIVITY table for the selected entity. This list includes all DISTINCT
variations, thus it is possible a user and/or workstation can appear multiple times in the list in
different combinations.

To include all rows click the “triangle” at the upper left corner of the grid, that will “select all” in

the list. To make other selections use “shift+click” on each desired row and/or use the “filter box”
at the tope of each columns to filter the list and then select as required.
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Once all desired selections are made click the “Run Report for selected users” button and the report
will be created.

Note: You can create several reports without closing the “User Logon Activity Report Selector”
screen. When complete, click the [X] at the upper right corner of the selector screen.

The following sections futher detail each Logon Report.
Logon Report: Basic Details (of each logon period)
The Basic Details report provides the following columns:

Entity, User, User(LDAP), Logon Time, Logout Time, Total Logon Time, Total Locked Time,
Total Active Time, Total Logon Time (seconds), Total Locked Time (seconds), Total Active Time

(seconds):
: . ; - 0O x
Logon Report: Basic Logon Details (2020-10-13 until 2021-01-20)
e o
Entity & ser User (LDAP) Logon Time Logout Time Total Logon Time Total Locked Time Total Active Time Total Logon Time (secon
2| <l P <l O als 2 <l 2 <l L <l L <l L <l L <l jo
DEFAULT  admin CN=Domain Admin,C... | 2020-12-04 03:14:00 | 2020-12-04 03:26:00 12 minutes, 1 second Mever 12 minutes, 1 second 721
DEFAULT  admin CN=Domain Admin C... |2020-1203 10:57:00  2020-12-04 03:17:00 16 hours, 19 minutes, 39se... 4 minutes, 21 seconds 16 hours, 15 minutes, 18se... 58779
4 »
Done
Number of rows: 2

The last 3 columns are duplicated to provide output in “seconds only” format when exporting to
CSV to ease use of mathematical formulas, for instance, if the CSV file is opened in Excel or other
spreadsheet application.

At the upper left corner of the report there are two icons, the first exports to HTML the other
exports to CSV.

Sample HTML export:
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Logon Report: Basic Logon Details (2020-10-13 until 2021-01-20)

DEFAULT admin  CN=Domain 2020-12-04 2020-12-04 12 minutes, 1 Never 12 minutes, 1 721 ] 721
Admin, CN=Users,DC=kttest,DC=local 03:14:00 03:26:00 second second
DEFAULT admin CM=Domain 2020-12-03  2020-12-04 16 hours, 19 4 minutes, 21 16 hours, 15 58779 261 SB518
Admin,CN=Users,DC=kitest, DC=local 10:57:00 03:17:00 minutes, 39 seconds minutes, 18
seconds seconds

First Prev Showing 1 -2 /2 filtered records | 2 records total Mext Last // Page:

Reset All Filters

You may use the following operators to filter results:

I= not equal

l== not equal value or not equal type
= greater than

< less than

= greater than or equal to
< less than or equal to
and and

to range

This report generated from SOFTRACK: www .softwaremetering.com=

Reguested By: CM=Administrator, CN=Users, DC=testdomain,DC=local Date: Wed January 20, 2021

Logon Report: Full Details (of each logon period)
The Full Details report provides the following columns:
Entity, User, User(LDAP), Workstation, Machine GUID, IP Address, WTS Session Name, Logon
Time, Day of Week, Logout Time, Day of Week, Total Logon Time, Total Locked Time, Total

Active Time, Total Logon Time (seconds), Total Locked Time (seconds), Total Active Time
(seconds). The sample image has been split to provide an enlarged view:
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Logon Report: Full Logon Details (2020-10-13 until 2021-01-20)

$e
Entity - |Jzer . User (LOAF) . Warkstation . Machine GUID . IP Address . WTS Session Name
Pl Ol O <al: P <l <l B <all B <all jo,

DEFAULT admin  CMN=Domain Admin,C... ISWTESTKT1& d04fdadlcic... 152.168.103.250 (via ... RDP-Tcp#i
DEFAULT admin  CM=Domain Admin,C... [SWTESTKT1& dl4fdadi-cie... 192.168.103.250 fvia ... RDP-Tep#l

Mumber of rows: 2

- 0O =
. Logon Time . Day of Week . Logout Time . Day... . Total Logon Ti... . Total Locked Time . Total Active
all O <l L2 <all Pl Ol L2 <all Ll O
20201204 03:14... Fd 20201204 03:26:... Fd 12 minutes, 1s...  Mewver 12 minutes, 1
202012403 10:57...  Thu 20201204 03:17:... | Fn 16 hours, 19mi... 4 minutes, 21 seco... 16 hours, 15
]

The last 3 columns are duplicated to provide output in “seconds only” format when exporting to
CSV to ease use of mathematical formulas, for instance, if the CSV file is opened in Excel or other

spreadsheet application.

At the upper left corner of the report there are two icons, the first exports to HTML the other
exports to CSV.

Sample HTML export:

Logon Report: Full Logon Details (2020-10-13 until 2021-01-20)

DEFAULT admin  CN=Demain ISWTESTKT16 d04fda41- 192.168.103.250 RDP-Tcp#l ZDZIJ 12-  Fri 2020-12- Fri 12 Never 12 721 o 721
Admin,CN=Users,DC=kitest, DC=local C7o6-4dc2- {via Terminal 04 minutes, minutes,
9eld- Services) I]S 14:00 03:26:00 1 second 1 second
0151fceb7f61
DEFAULT admin  CN=Domain ISWTESTKTLE d04fdad1- 192,168.103.250 RDP-Tcp#0 2020-12- Thu 2020-12- Fri 16 hours, 4 minutes, 16 hours, 58779 261 58518
Admin,CN=Users,DC=kitest, DC=local c7c6-4dc2-  {via Terminal 03 04 19 21 seconds 15
Seld- Services) 10:57:00 03:17:00 minutes, minutes,
0151fceb7fa1 39 18
seconds seconds
First Prev Showing 1 -2/ 2 filtered records | 2 records total Next Last // Page: (V)
>

<
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The Daily User Summary report provides the following columns:

Entity, User, User(LDAP), Day, Total Logons, Total Logons via Terminal Services, Total Logon
Time, Total Locked Time, Total Active Time, Total Logon Time (seconds), Total Locked Time
(seconds), Total Active Time (seconds). The sample image has been split to provide an enlarged

view:

Logon Report: Daily User Summary (2020-11-05 until 2021-01-21)

S8 Sm
Entity |zer User (LDAP) Day 4 | Total Logons | Total Logons via Teminal ...
;::‘ all ;::‘ <all ;:‘ <all ;:‘ <all ;::‘ <all ’-,'::' <all ;:‘
DEFALULT admin CN=Domain Admin,C... Thu Dec 03, 2020 1 1
DEFAULT admin CM=Daomain Admin,C... Fri Dec 04, 2020 2 2

Mumber of rows: 2

Total Logon Time

Total Locked Time | Total Active Time

Total Logon Time (seconds) | Total Locked Time

<all e <3l e <all jo <all o <l o
13 hours, 3minutes, 0seco...  Never 13 hours, 3 minutes, 0 seco... 46580 0
3 hours, 29 minutes, Oseco... 4 minutes, 21 seco... | 3 hours, 24 minutes, 39 sec... | 12540 261
[
Done

The “Total Logons via Terminal Services” indicates logons that occurred within a terminal server
session (including Citrix sessions). Virtual Desktop logons will not be tracked via Terminal
Services, instead Virtual Desktop logons are tallied in the “Total Logons” column. The “Total
Logons” column indicates the number of separate logons that occurred during the day including
when the logon started on a previous date but continued into another day.

The “Total Locked Time” column indicates the total amount of time the user desktop was locked.
However, if a Logon session spans multiple days, the Total Locked Time is only attributed to the
final date of the logon. This can cause the final day of a logon even to have a negative active time
if the locked time exceeds the time logged on that final day of a logon session that spans multiple
days. This occurs because the total locked time is a single value per logon session. The “Daily
User Summary + Intraday” (next report detailed) provides a different perspective that details each

locked period per day.

331



SofTrack Managed Assets Administrator Guide
The last 3 columns are duplicated to provide output in “seconds only” format when exporting to
CSV to ease use of mathematical formulas, for instance, if the CSV file is opened in Excel or other

spreadsheet application.

At the upper left corner of the report there are two icons, the first exports to HTML the other
exports to CSV.

Sample HTML export:

Logon Report: Daily User Summary (2020-11-05 until 2021-01-21)

DEFAULT admin  CN=Domain Thu 1 1 13 hours, Mever 13 hours, 46980 ] 46980
Admin,CN=Users,DC=kttest,DC=local Dec 3 3
03, minutes, minutes,
2020 0 seconds 0 seconds
DEFAULT admin  CN=Domain Fri Dec 2 2 3 hours, 4 minutes, 3 hours, 12540 261 12279
Admin,CM=Users, DC=kttest,DC=local 04, 29 21 zeconds 24
2020 minukes, minutes,
0 seconds 39
seconds

First Prey Showing 1 -2 /2 filtered records | 2 records total Mext Last // Page:

Logon Report: Daily User Summary + Intraday
The Daily User Summary + Intraday report provides the following columns:
Entity, User, User(LDAP), Workstation, Day, Total Logons, Total Logons via Terminal Services,
Total Logon Time, Total Locked Time, Total Active Time, Total Logon Time (seconds), Total

Locked Time (seconds), Total Active Time (seconds).

And when a row is selected, there is a second view that details the logon, logout, lock and unlock
activity that occurred.
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Logon Report: Daily User Summary + Intraday Details (2020-11-05 until 2021-01-21) - 0Ox
SeSa
Ertity & | User User (LDAP) Workstation | Day Total Logons | Total Logons via ... | Total Logon Time Total Locked Time | Total Active Time
Pl O al O als O <l O <l O <l PO <l Jolp-i P <l D <l jo
COLA  kanga CM=kanga OU=Rivet... VC510C1 Thu Now 15, 2020 1 0 3 minutes 1 minute, 2 seconds | 1 minute, 58 seconds
» COLA  kanga CMN=kanga OU=Rivet... WVCS1DCH Sat Jan 16, 2021 4 0 12 minutes, 47 seconds 1 minute, 59 seconds 10 minutes, 48 seconc
4 »
Event Type Event Time IP Address ~
Logon 2021-01-16 11:54:40 158.206.217.87
Logout 2021-D1-16 11:58:21 198.206.217.87
Logon 2021-01-16 18:36:05 198.206.217.87 =
Logout 2021-01-16 18:38:15 198.206.217.87
Logon 2021-01-16 20:22:03 158.206.217.87
Lock 2021-01-16 20:22:37 198.206.217.87
Unlack 2021-01-16 20:24:36 198.206.217.87
[— N1 N1AE NIR-AN 168 & H7T a7 v
Done
Mumber of rows: 2

The “Total Logons via Terminal Services” indicates logons that occurred within a terminal server
session (including Citrix sessions). Virtual Desktop logons will not be tracked via Terminal
Services, instead Virtual Desktop logons are tallied in the “Total Logons” column. The “Total
Logons” column indicates the number of separate logons that occurred during the day including
when the logon started on a previous date but continued into another day.

The “Total Locked Time” column indicates the total amount of time the user desktop was locked.
However, if a Logon session spans multiple days, the Total Locked Time is only attributed to the
final date of the logon. This can cause the final day of a logon even to have a negative active time
if the locked time exceeds the time logged on that final day of a logon session that spans multiple
days. This occurs because the total locked time is a single value per logon session. Click on a row
to view the specific logon, logout, lock and unlock for that user’s actions on the date represented
by that row.

The last 3 columns are duplicated to provide output in “seconds only” format when exporting to
CSV to ease use of mathematical formulas, for instance, if the CSV file is opened in Excel or other
spreadsheet application.

At the upper left corner of the report there are two icons, the first exports to HTML the other
exports to CSV. The HTML report will only include selected rows from the main report grid. If

no rows are selected there will be no report.

Sample HTML export:
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- - [l
SofTrack Logon Summary and Daily Details Report
User: Activity
kanga Event Type Event Time IP Address
Logon 2021-01-16 11:54:40 198.206.217.87
Date: Logoff 2021-01-16 11:58:21 198.206.217.87
Sat Jan 16, 2021 Logon 2021-01-16 18:36:05 198.206.217.87
Logoff 2021-01-16 18:38:15 198.206.217.87
Workstation: Logon 2021-01-16 20:22:03 198.206.217.87
VCS1DC Lock 2021-01-16 20:22:37 198.206.217.87
] . Unlock 2021-01-16 20:24:36 198.206.217.87
Total Active Time: Logon 2021-01-16 20:25:40 198.206.217.87
10 minutes, 48 seconds Logoff 2021-01-16 20:25:42 198.206.217.87 =
Logon Report: Weekly User Summary
The Weekly User Summary report provides the following columns:
Entity, User, User(LDAP), Weekly Time Period, Total Logons, Total Logons via Terminal
Services, Total Logon Time, Total Locked Time, Total Active Time, Total Logon Time (seconds),
Total Locked Time (seconds), Total Active Time (seconds).
Logon Report: Weekly User Summary (2020-11-12 until 2021-01-21) - ox
Ce a
Entity User User (LDAP) & Weekly Time Period Total Logons | Total Logons via ... | Total Logon Time Total Locked Time | Total Active Time
,:'::' <all> ,:'::' <all: ,:':' <all: ,:':' <all: ,:':' <all: ,:':' <all: ,:':' <all: ,:':' <all: ,:':' <all= ,:':'
COLA DTMLLUAdDmin User {Sun Dec 13, 2020 - Sat Dec 19, 2020) 1 0 7 days Mever 7 days
COLA DTMLLUAdminUser (Sun Dec 20, 2020 - Sat Dec 26, 2020) |1 ] 7 days Newver 7 days
COLA DTMLLUAdDmin User {Sun Dec 27, 2020 - Sat Jan 02, 2021) 1 0 5 days, 16 hours, 49 minute... | Never 5 days, 16 hours, 43 minute
COLA DTMLLUAdDmin User {(Sun Nov 15, 2020 - Sat Nov 21, 2020) 1 0 3 days, 21 hours, 54 minute...  Never 3 days. 21 hours, 54 minute
COLA DTMLLUAdDmin User (Sun Nov 22, 2020 - Sat Nov 28, 2020) 1 0 7 days Mever 7 days
COLA DTMLLUAdminUser (Sun Nov 29, 2020 - Sat Dec 05, 2020) 1 0 7 days MNewver 7 days
COLA DTMLLUAdDmin User {Sun Dec 06, 2020 - Sat Dec 12, 2020) 2 0 & days, 23 hours, 57 minute... | Never & days, 23 hours, 57 minute
1 »
Done
Number of rows: 7

This report does not include Workstation because it is a summary of all logons for the selected user
for a specific week regardless of Workstation.

The “Total Logons via Terminal Services” indicates logons that occurred within a terminal server
session (including Citrix sessions). Virtual Desktop logons will not be tracked via Terminal
Services, instead Virtual Desktop logons are tallied in the “Total Logons” column. The “Total
Logons” column indicates the number of separate logons that occurred during the weekk including
when the logon started during a previous week but continued into the next week.

The “Total Locked Time” column indicates the total amount of time the user desktop was locked.
However, if a Logon session spans multiple weeks, the Total Locked Time is only attributed to the
final week of the logon. This can cause the final week of a logon even to have a negative active
time if the locked time exceeds the time logged on during the final week of a logon session that
spans multiple weeks. This occurs because the total locked time is a single value per logon
session. The “Daily User Summary + Intraday” (previous report detailed) provides a different

334



SofTrack Managed Assets Administrator Guide
perspective that details each locked period per day.

The last 3 columns are duplicated to provide output in “seconds only”” format when exporting to
CSV to ease use of mathematical formulas, for instance, if the CSV file is opened in Excel or other

spreadsheet application.

At the upper left corner of the report there are two icons, the first exports to HTML the other

exports to CSV.
Sample HTML export:
- L]
Logon Report: Weekly User Summary (2020-11-12 until 2021-01-21)
COLA DTMLLUAdmiInUser (Sun Dec 1 0 7 days Mever 7 days 604800 0 604800
13, 2020 -
Sat Dec
19, 2020)
COoLA DTMLLUAdminUser (SunDec 1 0 7 days Mever 7 days 604800 ] 604800
20, 2020 -
Sat Dec
26, 2020)
COLA DTMLLUAdmiInUser (Sun Dec 1 0 5 days, 16 MNever 5 days, 16 492584 0 492554
27, 2020 - hours, 49 hours, 49
Sat Jan 02, minutes, minutes,
2021) 44 44
seconds seconds
CoLA DTMLLUAdminUser (Sun Mov 1 0 3 days, 21 Never 3 days, 21 338062 0 338062
15, 2020 - hours, 54 hours, 54
Sat Mov minutes, minutes,
21, 2020) 22 22
seconds seconds
CoLA DTMLLUAdminUser (Sun Mov 1 0 7 days Mever 7 days 604800 0 604800
232, 2020 -
Sat Mow
28, 2020)
COoLA DTMLLUAdminUser (Sun Nov 1 0 7 days Mever 7 days 604800 ] 604800
29, 2020 -
Sat Dec
05, 2020}
COoLA DTMLLUAdminUser (SunDec 2 0 6 days, 23 Mever 6 days, 23 604652 ] B04652
06, 2020 - hours, 57 hours, 57
Sat Dec minutes, minutes,
12, 2020) 32 32
seconds seconds
First Prey Showing 1 -7 /7 filtered records | 7 records total Next Last // Page: W

Logon Report: Workstation Utilization
The Workstation Utilization report provides the following columns:

Entity, Workstation, Machine GUID, Total Logons, Total Logons via Terminal Services, Total
Logon Time, Total Locked Time, Total Active Time, Average active time per logon, Total Logon
Time (seconds), Total Locked Time (seconds), Total Active Time (seconds) and Average active
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time per logon (seconds). The sample image has been split to provide an enlarged view:

Logon Report: Workstation Wtilization (2020-11-12 until 2021-01-21)

S Sm
Entity 4 Workstation (@ll users) | Machine GUID | Tetal Logons | Total ... | Total Logon Time

2| <l O =l O <all O <l P <l O <al= jo
COLA WCS10CT 378abcal-4f43-. |10 1] 31 minutes, 48 seconds
COLA DESKTOP-EBOGERR | 55e63525-53d8... 2 1] 44 days, 14 hours, 41 minut ...
DEFAULT  MININT-DUE2FM4 e730b2c3-7172... 3 1] 2 days, 14 hours, 24 minute. ..
DEFAULT  ISWTESTKT1& d0dfdadlcVck-... 2 2 16 hours, 21 minutes, 40 ze..

MNumber of rows: 4

- O =
Tatal Locked Time Tatal Active Time Average active time perlogon | Tatal Loga
zall= ,{:' zall= ,{::' zall= ,{::' zall= ’i:]
6 minutes, 2 seconds | 25 minutes, 46 seconds Z2minutes, 34 seconds 1508
Mewver 44 days, 14 hours, 41 minut... | 22 days, 7 hours, 20 minutes, ... 3854458

1minute, 28 seconds | 2 days, 14 hours, 23 minute... | 20 hours, 47 minutes, 47 seco... 224685
4 minutes, 21 seconds | 16 hours, 27 minutes, 15se... | 8 hours, 13 minutes, 39 secon... 55500

Done

The “Total Logons via Terminal Services” indicates logons that occurred within a terminal server
session (including Citrix sessions). Virtual Desktop logons will not be tracked via Terminal
Services, instead Virtual Desktop logons are tallied in the “Total Logons” column. The “Total
Logons” column indicates the number of separate logons that occurred during the reporting period
including when the logon started at a previous time but continued through part of all of the

reporting time period.

The last 4 columns are duplicated to provide output in “seconds only” format when exporting to
CSV to ease use of mathematical formulas, for instance, if the CSV file is opened in Excel or other

spreadsheet application.

At the upper left corner of the report there are two icons, the first exports to HTML the other
exports to CSV.

Sample HTML export:
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. ags . * ~
Logon Report: Workstation Utilization (2020-11-12 until 2021-01-21)
COoLA VC5S1DC1 378abcal-4f43 10 1] 31 6 minutes, 25 2 minutes, 1508 362 1546 154
-43ea-ale7- minutes, 2 seconds minutes, 34 seconds
a40d416ab7f1 48 46
seconds seconds
CoLA DESKTOP- 95e63525- 2 1] 44 days,  Mever 44 days, 22 days, 7 3854498 0 3854498 1927249
EBOGHRR 93d8-414f- 14 hours, 14 hours, hours, 20
83al- 41 41 minutes, 49
f7002b291812 minutes, minutes, seconds
38 38
seconds seconds
DEFAULT MININT- e730b2c3- 3 1] 2 days, 14 1 minute, 2 days, 20 hours, 47 224689 88 224601 74867
DUS2FM4 7172-4bfb- hours, 24 28 seconds 14 hours, minutes, 47
840a- minutes, 23 seconds
a225a1a47063 45 minutes,
seconds 21
seconds
DEFAULT ISWTESTET16 do4fdadl-cice 2 2 16 hours, 4 minutes, 16 hours, 8 hours, 13 59500 261 55239 29619
-4dc2-9el1d- 31 21 seconds 27 minutes, 39
0151fceb7f61 minutes, minutes,  seconds
40 19
seconds seconds

First Prev Showing 1 -4 /4 filtered records | 4 records total pext Last // Page:

Logon Report: Workstation Overview Summary
The Workstation Overview Summary report provides the following columns:
Entity, Workstation, Machine GUID, Installation Date, First Activity Date (during the reporting

range), Latest Activity Date (of activity occurring during the reporting range), Today’s Date (date
report was run), Days in Report, Total Days that had Usage (Active Days), Percent Active Days

Logon Report: Workstation Overview Summary (2022-04-12 until 2023-07-08) - 0o x
e
Ert... | Workstation | Mach... | Installation Date | First Activity Date | Latest Activity Date (started... | Today's Date | Days in Report | Total Days that had Usage | Percent Active Days |
L | <al> O] <all> Pl Pl Ll el Jel=T Pzl el Ll jel
COLA  DESKTOP-EBQGGERR | 95e63.. Aug 8, 2022 20220808 15:44:56  202305-16 15:31.06 Jul 6, 2023 450 44 9

Device Report: Summary+Detail Unique Users [LDAP Logon Names only]
For any workstation or server using the SofTrack STSLAM Agent, Logon Activity will be gathered.

The SPLA (Service Provider License Agreement) User Logon Reports provide Subscriber Access
License (SAL) reports to assist Managed Service Providers with user logon reports.

This report uses a date range selector:
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Date range: 0K

Repart for Previous Marth (Oct 2020) Cancel

® Feportforpast 30 days
Report for date range:

Columns include:
Entity, Workstation/Server, Machine GUID, Count of Unique Users

The report has one row per Workstation/Server with any usage during the reporting period:

Unique User Logons by LDAP for all workstations/servers Report [(2020-10-29 until 2020-11-28) ~ O
s Sa
Ertity & Warkstation (Ser... | Machine G... | Unigue Users Logon (LDAP) Court
|l O <l B <all <l jo.
COLA VCS10CT 378abcal-4f... 1
View User Activity Done

Mumber of rows: 1

Click the ‘View User Activity’ button to reveal the list of unique users (only those with an LDAP
logon value) for selected rows:
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Unique User LDAF Logons Report (2020-10-29 until 2020-11-28) -
Se m
Entity 4 Workstation (Server) Machine GUID User Logon (LDAP)
B |zl B2 <l F| <all 22| <l
COLA WCS10CT 378abcal-4fd3-43ea-aled-... CN=kanga OU=Rivets, DC=testdomain, DC=local
Done
Mumber of rows: 1

fo

Device Report: Summary+Detail Unique Users [Domain Logon Names only]
For any workstation or server using the SofTrack STSLAM Agent, Logon Activity will be gathered.

The SPLA (Service Provider License Agreement) User Logon Reports provide Subscriber Access
License (SAL) reports to assist Managed Service Providers with user logon reports.

This report uses a date range selector:
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Select Date Range for Unique Logons by DomaintUser Report x

Date range: 0K

Repart for Previous Marth (Oct 2020) Cancel

® Feportforpast 30 days
Report for date range:

Columns include:
Entity, Workstation/Server, Machine GUID, Count of Unique Users

The report has one row per Workstation/Server with any usage during the reporting period:

Unique User Logons by DomaintUser for all workstations/servers Report [2020-10-29 until 2020-11-28) - O ox
S Sel
Ertity & Workstation (Server) Machine GUID Unique Users Logon (Domain*User) Count
B | <l 22| <l B2 =l D) aall: jo.
COLA WCS1DC I78abcal-#43-43eaaled-... 1
Wiew User Activity Daone
Mumber of rows: 1
Click the ‘View User Activity’ button to reveal the list of unique users (only those with a
Domain\Username logon value) for selected rows:
) . ) - 0O %
Unique User Domain\User Logons Report (2020-10-29 until 2020-11-28)
S Sal
Ertity & | Workstation (Server) Machine GUID User Logon Domain lUser Logon Mame
B |l B2 <l B2 =l B2 =l P =l jo
COLA WCS1DCH I78abcal-#4343zaale?-.. TESTDOMAIN kanga
Daone
Mumber of rows: 1

Device Report: Summary+Detail Unique Users [All Logon types]
For any workstation or server using the SofTrack STSLAM Agent, Logon Activity will be gathered.

The SPLA (Service Provider License Agreement) User Logon Reports provide Subscriber Access
License (SAL) reports to assist Managed Service Providers with user logon reports.

This report uses a date range selector:
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Select Date Range for Unigque Logons (all login types) Report

Date range:

(2) Report for Previous Month (Oct 2020

# Reportforpast 30 days
) Report for date range:

Columns include:

Entity, Workstation/Server, Machine GUID, Count of Unique Users

The report has one row per Workstation/Server with any usage during the reporting period:

Unique User Logons (all login types) for all workstations/servers Report (2020-10-2%9 until 2020-11-28)

S8 Sa
Entity & Workstation (Server) Machine GUID Unique Users Logon (all types) Count

l[:l <all> ,C' <all= ,C' <all ,C' zall= ’[:u
DEFALULT MININT-DUS2FM4 e730b2c3-7172-4bfb-840a-... 3

| Wiew User Activity | | Done

Mumber of rows: 1

Click the ‘View User Activity’ button to reveal the list of unique users (all logon types) for

selected rows:

Unique User [All] Logons Report (2020-10-2% until 2020-11-28)

R

Entity & \Workstation (Serv... | Machine G... | User Logon Domain | User Logon Name User Logon (LOAF)
L el O cal B <l L el | ealls | ealls jo)
DEFAULT |MININT-DUB2FM4 e730b2c3-7.. MININT-DUSZ2FM4 | DTMLLUADmIn User

DEFAULT  MININT-DUB2FM4  e730b2c3-7.. MININT-DUSZFM4  user
DEFAULT  MININT-DUS2FM4 e730b2c3-7... MININT-DUSZFM4 | bxlUser

Done

Mumber of raws: 3

Device Report: Summary+Detail Unique Users per Domain

For any workstation or server using the SofTrack STSLAM Agent, Logon Activity will be gathered.

The SPLA (Service Provider License Agreement) User Logon Reports provide Subscriber Access
License (SAL) reports to assist Managed Service Providers with user logon reports.
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This report uses a date range selector:

Select Date Range for Unigue Logons per Domain Report

Date range:

(Z) Report for Previous Month (Oct 2020)

® Report forpast 30 | days
) Report for date rnge:

Columns include:
Entity, Domain Count of Unique Users

The report has one row per Workstation/Server with any usage during the reporting period:

Unique User Logons per Domain Report (2020-10-29 until 2020-11-28) - 0o

S el

Entity 4 [omain Unique Users Logan Count
L | <all: | ealls B <l jo)

COLA TESTDOMAIM 1

DEFALULT MININT-DU82FM4 3

| View User Activity | | Done |

MNumber of rows: 2

Click the “View User Activity’ button to reveal the list of unique for selected rows:

Unique User Logons per Domain Report [(2020-10-2% until 2020-11-28) - Hox
Se m
Entty & Workstation (... | Machine G... | Domain lUser Logon Mame | User Logon (LDAF)
2| zal O] <l B <all: B <l B <all: B <l jo
COLA WCS1DC J378abcal-&f... TESTDOMAIN kanga CM=kanga 0 U=Rivets, DC=testdomain. DC<ocal

DEFAULT  MININT-DUS... e730b2c3-7.. MININT-DUSZ2FM4  DTMLLUAdminUser
DEFAULT  MININT-DUS... e730b2c3-7.. MININT-DUB2FM4  user
DEFAULT  MININT-DUS... e730b2c3-7.. MININT-DUSZFM4  bedlser

Done

Mumber of rows: 4

Note: A workstation/server with no defined Domain will use that machine’s Computer name as the

Domain name.
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Chapter 8 Managed Views

Managed Views: Overview

SofTrack Managed Assets Managed Views provides the ability to create customized views of
Applications and Devices including the ability to manually add Applications and Devices.
Additionally, any detail (such as who installed, when will retire, etc.) and any and all records can
be centrally stored for any Application and Device.

All Managed Views are stored in separate SQL Databases. There are 2 prefixes for Managed View
Databases:

SOFTRACK_MANAGED APPS

SOFTRACK_MANAGED DEVICES

Managed Views

The Managed section of the SofTrack Console provides the ability to create customized views of
Application and Device data including manually added Applications and Devices including non-
workstation devices.

Server VCSLOCZALDCO1: Managed Assets - SofTrack Console - 0O %
Home Agents Profiles Settings Reports Managed A Style T 9
. =
4 B
Refresh  Export Create Create
Statistics = | App View Device View
Assistance Assistance
Managed Managed Assets Summary for all Entities
Home Sof Track Managed View... &« Date Cr.. Databasze Size Mumber ...
Bl-@ Agents
- Applications M| all M =als <l Ml P
Devices SOFTRACK_MAMNAGED_A .. 202103 400 MB 23
Managed SOFTRACK_MANAGED_A .. 2021-04- . 400 MB 2

The idea of Managed Views (customized views) allows direct control over how Applications and
Devices are viewed and managed.

Managed Views allows combining of Applications and Devices from multiple Entities.

Managed Views allow unlimited notations per Application or Device.
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Managed Views separately allows relevant data to be defined and stored, lists of serial numbers, vendor
details, purchase records (any file type, images, pdf, documents, xls, etc), renewal dates and more.

Additionally, Reminders can be directly set within any Managed View.

Edit/Delete Reminders

The first section within the Managed section is Reminders(ALL). This built-in section provides the
ability to edit/delete all Reminders created for any Entity or Managed View.

Server VCSLOCALDCOL: Managed Assets Entity - SofTrack Console

- 0O %

Home Agents Profiles Settings Reports Managed A Style T a
Refresh Export Edit
Statistics - Item ~

Assistance A Edit Selected Item
Delete Selected It . . Ty

Managed slete selected ltemisl |age Configured Reminders for all Entities

;ES:::::DHS = Entity &  Corfigured kem Type | Crested i

EI Managed ,C' <all= ,C:' <allx ,C' <all= ,C' 2

i Reminders(ALL) TEST Application Reminder | Mar 3, 2021 &t 10:05.... | T

p | TEST Application Reminder  Mar 3, 2021 at 10:37.... A

If Delete is selected, a confirming prompt will be presented:

COMFIRM REMOWAL

Please confirm deletion of 2
selected items

If Edit is selected, the following will be presented:
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Edit Device Reminder for Entity TEST X

Reminder Name: Save

FC L14* REMINDER Cancel

Reminder Description:

reminder for PCz with name staring L1147
Mumber of Devices included: 4

Reminder Date: | Mar/17/2021 -

Reminder Time: 08:00 &AM -

Feset Perod {number of days between re-sending reminder)

2

Feset terations {number of reset perods, (=send once)
2

Reminder EMAIL Subject:

FCL14 REMINDER

Reminder EMAIL Text:

gend 2 times, first March 17 @ Bam, then March 190@8amm; attach list of PCs

Include list of devices at end of email body text
+) Include list of devices as attachment

Send Email to those addresses defined for Entity
Reminder Additional Email Addresses to send to
testiE@notify.ong

All items of the Reminder can be changed except for the list of Devices or Applications included.

Managed View: Applications

This section will further describe the Application Managed View. To start, click on the Managed
section and then click the Create App View ribbon button:

Creating an Application Managed View
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Home Agents Profiles Settings Reports
o ) 5 ] E |
Y e © M
Refresh  Export Create Create Clone

Statistics = | App View Device View | selected Vie

Assistance Assistance

Managed -.' Create Application View
= Home Create Managed Application
---ﬁ Agents View - Builds SCL Tables

The following prompt will be presented:
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S50L Managed View Database Creation server VCSLOCALDCOL

Create new Sof Track Managed Application View Database

Mame of SGL Server Host:
WCSLOCALDCOTWSQLEXPRESS 2014

Enter name of new SOFTRACK Managed View Database:

Name can contain A-Z, 0-3 and symbols "5 8 @ "_"

Maximum name length is 32 characters

MNamed entered will automatically be pre-pended with "SOFTRACK_MAMAGED _APPS_

| Click here to create Sof Track Managed View Database + Tables |

Enter a name for the new Application View. This name will be pre-pended (as shown in the image
above) with the text “SOFTRACK_MANAGED_APPS ”. When ready, click the “Click here to
create...” button and a new database will be created in SQL including 2 tables, one named
APPLICATIONS and one named DATA. The following response will be shown:
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SofTrack creating 5QL Entity database ABACUS_GROUP X
Step Count: Server Action Result
Qooal: .
‘_ VCSLOCALDCO1\SQLEXF... Connecting to SQL Server
00002 Creating SOFTRACK_MAMAGED _APPS_ABACLIS_GR
4" ycsLocALDCO1\SGLEXP.,, | Sreating - Sl e
00003: 5 full ted SOFTRACK_MAMAGED_APPS_A QK
4=" ycsiocalpcoisolexp,,, | Successtully aea - AFFa_ A
0000+ Add Login for local [NT AUTHORITY\SYSTEM]
4=" ycsiocAlDCo1\SQLENF. ..
00B0: Already Exists: Login for [NT AUTHORITY\SYSTEM] Ok
4=" ycsocAlDco1\sQLENF. .. '
0onos: Add ROLE sysadmin for local [NT AUTHORITY\SYSTEM]
€=" ycs OCALDCO1SQLENP. ..
Q0007 Successfully added ROLE sysadmin for local [MT ok
€=" yCSLOCALDCO1\SOLEXP... | AUTHORITY\SYSTEM]
: ogin for Remote Mame o erver
0000z Add Login for R teM f SOFTRACK S
=" yCSLOCALDCO1\SOLEXP... | Agent [VCSEXCHANGEWCSLOCALDCO1€]
00009; Already Exists: Login for
€=" \CSLOCALDCO1\SQLEXP... | [VCSEXCHANGEWCSLOCALDCD1S]
000 10; Add ROLE sysadmin for
4=" yCSLOCALDCO1\SQLEXP... | [VCSEXCHANGEWCSLOCALDCD1S]
Q0011; Successfully added ROLE sysadmin for Ok
4=" yCSLOCALDCO1\SQLEXP... | [VCSEXCHANGEWCSLOCALDCD1S]
00012 Creating Table APPLICATIONS
4=" ycsiocalpcoi\solexp.,, | Creating Table
000 13: Successfully Created Table APPLICATIONS Ok
€=" yCs OCALDCO1SQLENF. ..
00014 .
4=" o ocalnco 1\SOLEXP. .. Creating Table DATA
=P 00015:
s VCSLOCALDCO1\SGLEXP. . Successfully Created Table DATA oK
4
Save Results | | Done

Notice, the “Save Results” button, if clicked, a prompt to enter a filename will be presented and the
results of the window will be saved to the selected file.

After clicking Done, the new Application View will be added to the list:
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Server VC5LO
Home Agents Profi
b‘ ‘ (5 |
L. v [ ]
Refresh Export Create
Statistics = App View
Assistance
Managed
Home
Agents
Applications
of Devices
= m Managed
--(3) Reminders(ALL)
B View({ABACUS _GROUP)

Editing an Application Managed View

To edit, click on the new item, in this example: View(ABACUS GROUP):

Server VOSLOCALDCO1: Managed Assets Entity - SofTrack Console - 0O %
Home Agents Profiles Settings Reports Managed 4 Style ™ e
[sse | X3 AR AR
DI e Bix e DA R &
Refresh  Export Add Remove Add Edit Add Data Edit Data  Delete Set
Statistic Application = Application | Column Columns Value alue Data Value | Reminde
Assistance Assistance
Managed Manage Application View(ABACUS_GROUP)
Ell.@---2?n:§fncilnders[ALL) = Ertity a  Application Version Publisher -
...... B2 View(ABACUS_GROUP) L <all L2 <l L <all= PO «alls jo
bl
4 »
ﬁ Home
[;lAgents
= Profiles
-ae
...- Settings
™
Reports
»»
v

Initally, the Application View is blank. To begin, click on the Add Application button:
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%
S

Add Add
Application = Column

Add Applications from an existing Entity
Manually Add Application

There are 2 selections, the first, Add Applications from an existing Entity will present a list of Entities
and then the list of Applications stored in that Entity’s SQL database.

Select Entity for Adding Applications x
Select Entity for Viewing i QK
SOFTRACK_EMTITY_COLA, c :
AMNCE!
SOFTRACK_EMTITY_DEFALLT
Applications found
Application Name - Version Publisher Software Categorny Workstation Count
% |abac 3 | <all: Ll PO aall= P «alls jo
Abacus Biling Popup 4610 American Reprographics Co... 18
Abacus Biling Popup 4610 ARC Document Solutions, Inc 9
Abacus Biling Popup 4420 ARC Document Solutions, Inc 1
Abacus Biling Popup 4520 ARC Document Solutions, Inc B
Abacus Biling Popup 4510 ARC Document Solutions, Inc 2
Abacus Biling Popup 4520 American Reprographics Co.. 10
Abacus Biling Popup 4420 American Reprographics Co.. 3
Abacus Biling Popup 4510 American Reprographics Co.. 3
Mumber of Applications found: 73 Add selacted

Notice in the image above, the list of applications can be quickly filtered for each column by typing in
any matching text. In the image above “abac” is typed into the filter for the first column.

Next, select the desired applications, if all are to be selected, click the top left button (at the column
header level), this will select all shown filtered results.

Then, click the Add selected button and the selected Applications will immediately be added. When
finished, click the “X” at the top right of the window:
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Server VCSLOCALDCD1: Managed Assets Entity - SofTrack Console

Home Agents Profiles Settings Reports Managed
XN F |
W w D B ®
Refresh Export Add Add Add Data
Statistics ~ | Application - Calumn Walue
Assistance Assistance
Managed Manage Application View(ABACUS_GROUP)
= : Man:zfnlijnders(.-'-\LL) = Entity a  Application Version Publisher
View (ABACUS_GROUP) P | <l P <l L <l O <l D
TEST Abacus Biling Popup 4420 ARC Documert Solutions, Inc
TEST Abacus Biling Popup 4510 American Reprographics Co. .
TEST Abacus Biling Popup 4510 ARC Documert Solutions, Inc

To remove any application(s), select each and then click the Remove Application button. This button
will be grayed/disabled unless one or more applications are selected.

Notice the columns, Entity Name, Application Name, Application Version and Application Publisher.
The values shown are directly from the Entity database for each select application. Once Applications
are added to this Managed View, they will remain, as there is no further connection to the Entity’s
current applications. Thus, if the Applications shown are removed from the source Entity (including if
that Entity is removed), each will remain in the Managed Application view until directly removed.

Note:
The same Applications can be included in multiple Managed Views, there is no limitation regarding how

often each are included.

X3 F | 3 n

% L
Add Add Add Da
Application ~ Column Value

Add Applications from an existing Entity 1€
Manually Add Application

e

Manually Add an Application

[ALL)
5] Manually add an application to the
D_222) current Managed View

The second option, Manually Add Application, will present a prompt for details of the application to
add. When manually adding an application, it is only added to the Managed View, it is not associated
with any Entity.
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Manually Add Application(s] to Managed View ABACUS GROUP X
Application Mame:

Application Version:

Application Publisher:

Sample result:

Entity & | Application Version Publisher
JON - | <l P <l J | <all j o
HEMANUALH Problem Saolver 145 In-House

Notice, the Entity name is “#MANUAL#”, this value is always used for all Manual entries.

Adding custom columns to an Application Managed View

Next, the Add Column button enables definition of new columns that will be added to the SQL table
(named APPLICATIONS). There are several data types available:

. n D n
" ’
Add Edit Add Data Edit Data
Column Columns Value :
Assistance

MW Add SQL Column

+ Add custom column to SCL
Table of current Managed View

Once clicked, the following will appear:
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Add Columni(s) to Managed View ABACUS GROUP X

Define new column for manual entry Dane

Column Mame:

Column Data Type:

ket varchar = |

Maximum character length {only for text vanchar)

| Add Column

The Column Name can be up to 32 characters. Allowed characters include A-Z, a-z, 0-9, and the
symbols @ #$ . All other characters will be converted to an underscore “ .

The Column Data Type has several selections:

Column Data Type:

temwt warchar =

integer.int

date-+tirme. datetime
accounting. decimal
file. varchar+wvarhinar

For the text.varchar column type, the maximum character length is from 4 to 512 (only applicable to text
column type).

The “file.varchar+varbinary” will actually create 2 columns, one for the original filename (including
path) and the other for that file’s actual content. The maximum file size is currently set to SMB, if you
require a larger file size, please contact support@softwaremetering.com and indicate the required file
size and we will provide an update.

When Add Column is clicked the column is added to the SQL Table (APPLICATIONS) and will allow
NULL values meaning each row is not required to have a value defined for the new column.

The prompt dialog will remain until the “Done” button is clicked. This enables defining several
columns without having to re-open the Add Columns dialog for each.

Important note:
As will be described in a later section, the customized SQL Table columns created can be cloned, this

eases the re-use of your customizations for multiple Managed Views

After adding columns, click the Refresh button to rebuild the list:
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DR

Refresh  Export
Statistics -

Assistance

The following are some sample columns created. There are no restrictions on the number of columns
that can be created.

Notice, each column name is prepended with an underscore “ ”, this is intentional and is used to
indicate custom columns. The prepended underscore is automatic.

Server VCSLOCALDCOL: Managed Assets Entity - SofTrack Consale -0 %
Home Agents Profiles Settings Reports Managed A Style e
r\ [e0e | 400 | L L ay |1 @
DY B O nK B
Refresh  Export Add Remove Add Edit Add Data Edit Data Delete Set
Statistics ~ | Application ~ Application | Column Columns Value alue Data Value | Reminde
Assistance Assistance
Managed Manage Application View(ABACUS_GROUP)
Em Man;z::ilnders(ALL) = Entity 4 Application Version Publisher _Department _Accounting Group _How_used
LB View(ABACLS_GROUF) | <al> P <l Pl O <l P <l P all= P «all= jo!

The column order will be as created.

Editing custom columns in an Application Managed View

Next, to add values to each custom column defined, select one or more rows and click the Edit Columns
button:

i mp DRl R o

lemove Add Edit Add Data Edit Data Delete Set

iplication | Column Columns Value value Data Value | Reminder
Assistance
ll‘ Edit QL Columns Manage
» Edit value of custom columnis)
Entity for selected rows ublisher
|l =T F= T =l j &
b | EMANUALH Problem Saolver 145 In-House
TEST Abacus Biling Popup 4420 American Reprographics Co...

And the following window will appear:
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Edit Custom Column values x
Available Custom Columns Data Type Bxsting Value first selected row) MNew Value
_Department warchar(80)
_Accounting Group warchar(80)
_How_uzed warchar(500]
Apr /242021

This window allows editing of all custom values for each select row. To begin, select a custom column
and its data type will be enabled for data entry:

Edit Custom Column values X

Available Customn Columns Data Type Buxisting Value first selected row) Mew Value
_Diepartment warchar(80) b aterial Groups
_Aecounting Group warchar(80]
_How_uszed warchar(500) Determination of exigting platorme for new efforts

Edit Text

sting platarms for new efforts Aor /2472021

Apply
Save updated/new values to each selected row

Click the Apply button to update the New Value (as shown above).

When finished, click the “Save upated/new values to each selected row” button. The SQL Table will be
updated and new values shown:

Manage Application View(ABACUS_GROUP)

Entity & | Application Wersion | Publisher _Department _Accounting Group | _How_used

,:.:.' call ,:' call ,5::' <all ,5::' <zl ,:' <all ,:' call: ,5::' <all ,:'
AMANUALE  Problem Solver 145 In-House Material Groups from here to there
TEST Abacus Biling Popup 4420 American Reprographics Co...  Materal Groups from here to there

Adding Data rows in an Application Managed View

Each Managed View has 2 lists (also called ‘grids’). The first is the list of included Applications and
any custom columns. The second list is of data associated with those Applications. The data items can
include any variety of information including Vendor details, Vendor invoices, Renewal Dates, Third
party support details, and any other details.

To add a data row, click the Add Data Value button:
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BB

Add Data
Value

Add Data Value

Add data value

Add Diata Row(s) to Managed View ABACUS GROUP x
Define new Data row

ftem Data Tvpe:

ket warchar -

ftem Mame:

ttem Description:

Erter value to add for List data type, enter first value, then use Edit)

Ppr/24/2021 - - File Assistance

Add Data Row

There are several data types available:

Define new Data row

ttem Data Type:
| bt varchar -

integer.ink

date+tirme. datetime
accounting. decimal
list.warchar

file. varchar+varbinary

Each item must include an Item Name. The Item Name can be up to 126 characters and is free form.
The item Description is optional and can be up to 254 characters.

The combination of Item Data Type + Item Name must be unique for the selected Managed View.

The value of the Item can be up to 512 characters.

When using the list.varchar data type, only the first value (of the list) can be entered on this screen.
Once the initial data row is created use the Edit Data Value button to manage the list values.
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Example:

Add Data Row(s) to Managed View ABACUS_GROUP X
Define new Data row
ftem Data Type:
lizt. warchar -
ftem Mame:

Senal Mumbers

ttem Description:

Lizt of geral numbers from wendaor

Enter value to add for List data type, enter first value, then use Edit)
SMTY992-993-1

Apr 2452020 -~ File Assistance

Add Data Row

When ready, click the Add Data Value button. When complete, close the window by clicking on the [X]
at the upper right corner of the dialog window.

As each value is added it is immediately saved to the SQL Table and will also be shown in the Data
section:

ftem Type ftem Mame tem Description ftem Value
B2 | =l B2 <all: B2 <allx | <allx
List Serial Mumbers Ligt of serial numbers from vendar
SN77952-553-1

Editing Data rows in an Application Managed View

To edit a Data row (only a single data row can be edited at a time), select the desired data row and click
the Edit Data Value button:

B
Edit Data Delete
Value Data Value

Edit Data Value

Edit selected data value

And the following window will appear (for List data type):
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Edit selected Data Row from Managed View ABACUS GROUP x

Edit Data row

ftem Data Tvpe:
List

Edit kem Mame:

S enal Mumbers

Edit kem Description:

Lizt af zenal numbers from wendar

Edit List ttems:

List kems
SHFTE92-993-1

Femove selected list tem(s)

Update Exsting Data Row

Add as new Data Row

Please note, the Item Data Type cannot be edited. For list items, use the Remove selected list item(s)
and Add buttons (entering new values in the edit field to the left of the Add button).

When ready, there are two options, Update Existing Data Row (full in-place replacement of the row in
the Data SQL Table), or, Add as new Data Row (only possible if the Item name has been changed as
Item Data Type + Item Name must be unique in the Data SQL Table for the selected Managed View.

Example:
ttem Type fterm Mame ttem Description ftem Value
L | <l L <l P <l B <l
List Serial Mumbers Ligt of serial numbers from vendor
SN77952-993-1
SN77552-554-1
SN77552-554-31

SNT7991-552-2

Note: For List items, the list can be closed and opened by clicking on the value “List” in the Item Type
column; this will toggle the list to be closed/open, below shows the same list (as above), closed:

ftem Type ftem Mame ttem Description ttem Value
,:' <all ,:' <all: J:' <all ,:' <all:
List Seral Numbers List of seral numbers from vendor

When editing other data types (other than List) the following (or similar) window will appear:
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Edit selected Data Row from Managed View ABACUS GROUP X

Edit Data row

ftem Data Type:
Date

Edit kem Mame:

Licensze Expi

Edit tem Description:
Ewpiration Date for 2021 purchass

Edit tem value

2021-11-01 00:00:00

MNow/01/2021 ~

Update Exsting Data Row

Add as new Data Row

To remove one or more data rows, select the rows and then click the Delete Data Row button:

Delete
Data Value

Delete Data Value(s)

Delete selected data value(s)

And a confirming prompt will appear:

COMNFIRM ROW DELETION x
Confirm deletion of selected
data rows (3 selected)

If OK is clicked, the selected rows are immediately deleted from the DATA SQL Table for the selected
Managed View. Caution: there is no “undo delete” function.

Editing, Viewing and Extracting FileType Data rows in an Application Managed View
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Building on the previous section, if the file.varchar+varbinary data type is selected, then a file can be
added to the Data SQL table. The maximum file size allowed is SMB. Please contact
support@softwaremetering.com if you require the ability to store a larger file.

Add Diata Row(s) to Managed View ABACUS GROUP x

Define new Data row

ftem Data Tvpe:

file. varchar+warbinan -

ftem Mame:
[Fvoices-0001
tem Description:

Wendaor [Rvoice

Erter value to add for List data type, enter first value, then use Edit)

C:hkemphamall_other_file.

Apr /24752021 - File Assistance

Add Data Row

Use the File Assistance (highlighted above) button to open an Explorer window to locate the file. The
entire file path will be stored in the data row and the file’s actual contents will also be stored in a
separate column within the SQL Table.

The maximum file name length is 512 characters.

The following is a sample result:

tem Type ftem MName ttem Description tem Value
}::‘ <all = }::‘ <all }::‘ <all: }:' <all

Text Vendor Wendor Name and contact ARC, 555-800-1212

Date License Expires Expiration Date for 2027 purchases  2021-11-01 00:00:00

List Serial Mumbers List of serial numbers from vendor
SN77552-553-1
SNT7552-554-1
SN77992-954-31
SNT7951-952-2

File Invoices-0001 Wendor Invoice C:tempsmall_other_file bd

Notice, the file’s data is not shown in the row.

To retrieve the file, select the data row and click the Edit Data Value button and the following window
will appear:
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Edit selected Data Row from Managed View ABACUS GROUP x

Edit Data row

ftem Data Tvpe:
File

Edit ftem Mame:

|rvoices-0007

Edit tem Description:

Wendaor [Rvoice

Edit ftem value

C:hkemphamall_other_file.

File Assistance View Bxisting File Extract BExisting File

Update Bdsting Data Row

Add as new Data Row

Notice there are 2 additional buttons (versus the Add Data Value prompt).
View Existing File and Extract Existing File.

If the file has an association within Windows, the View Existing File will auto-open that file in its native
viewer.

However, if the file type is.exe, .Ink, .msi, .com or .dll; then the file will not be opened as it would
attempt to start the executable.

If the file type is .bat, .ps, ps1; then the selected file will be opened in NOTEPAD.EXE instead of being
run.

When the Extract Existing File is clicked, a Windows Explorer view will appear to assist in locating the
path to extract the file to. Notice, the entire file path is stored in the data row, however, when extracting
only the filename will be used and will be saved to the selected path.

Setting an Email Reminder in an Application Managed View

SofTrack Managed Assets Administrator Guide

An email reminder can be configured for one or more applications contained within an Application Managed

View. To start, select one or more application rows and click the Set Reminder button:
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%iﬁiﬁn.n@

Remove Add Edit Add Data Edit Data Delete
Application | Column Columns Value Value Data Value Remlnder
Assistance
@ Set Application Reminder
Set Reminder Email for selected

Entity & Anplication Applications
L |l D <l L= JoTa s
b | HEMANUALH Problem Saolver 145 In-House

TEST Abacus Billing Popup 4420 American Reprographics Co.

the following will appear:

Set Application Reminder for Entity DEFALLT X

Reminder Name:

Reminder Description:

Mumber of Applications included: 2

Reminder Date: | Apr/25/2021 - -

Reminder Time: 12:00 AM -

Reset Period (mnumber of days between re-sending reminder)

Reset terations {number of reset perods, (=send once)

Reminder EMAIL Subject:

Reminder EMAIL Test:

(#) Include list of applications at end of email body text
i) Include list of applications as attachment

[] Send Email to those addresses defined for Entity
Reminder Additional Email Addresses to send to

Notice in the window caption, it indicates an Entity name (DEFAULT as shown above). The Entity of the
first selected row is used. This is important because that Entity’s email configuration is what will be used to
send the Email Reminder.
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If the Entity for the first selected row is “#MANUAL#” then the “DEFAULT” Entity will be used for the
configuration.

If there are multiple Entities selected the Reminder will only use the email configuration of the first selected
TOW.

The Reminder configuration is further detailed in a previous section, click here for details.

Exporting values from an Application Managed View

To create an HTML report or Export CSV of an Application Managed View, click the Export Statistics button:

Export Add Remove
Statistics = | Application = Application

Export to Sortable Html
Export to C5V

When creating an HTML report, two files will be created, one for the rows of Applications and one for the
Data grid. The file for the Data grid will have the same name as the Applications grid except with “ data”
appended to the filename.

The export does not include the data of any File stored within either list, only its original filename. To retrieve
the File, please use the Edit Column or Edit Data Value button.
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Managed View: Devices

This section will further describe the Devices Managed View. To start, click on the Managed section
and then click the Create Device View ribbon button:

Creating a Device Managed View

. ==
T

Create Create
App View Device View

Assistance

Create Device View

Create Managed Device View -
Builds SQL Tables

The following prompt will be presented:

SQL Managed View Database Creation server VCSLOCALDCOL x

Create new Sof Track Managed Device View Database

Mame of SGL Server Host:
VCSLOCALDCOTWSGLEXPRESS2014

Erter name of new SOFTRACK Managed View Database:

Mame can contain A-Z, -9 and symbals 'S4 @ "

Maximum name length is 32 characters
MNamed entered will automatically be pre-pended with "'SOFTRACK_MAMAGED _DEVICES

Click here to create Sof Track Managed View Database + Tables

Enter a name for the new Device View. This name will be pre-pended (as shown in the image above)
with the text “SOFTRACK _MANAGED_ DEVICES . When ready, click the “Click here to create...”
button and a new database will be created in SQL including 2 tables, one named DEVICES and one
named DATA. The following response will be shown:
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SofTrack creating SQL Entity database RICHFIELD_OFFICE X
Step Count: Server Action Fesul N
00oal: .
= VCSLOCALDCO 1\SQLEXP. .. Connecting to SQL Server
ooBoZ: Creating SOFTRACK_MAMAGED DEVICES_RICHFIEL
#=" ycsLocalpcotisquexp.,, | Creating - - -
ooBaz: 5 full ted SOFTRACK_MAMAGED_DEVICE (]
4=" ycsiocalpcot\solexp,,, | Successtully aea - -
oooB+: Add Login for local [NT AUTHORITY\SYSTEM]
=" ycsiocALDCO1\SQLEXF. ..
ooBos: Already Exists: Login for [MT AUTHORITY\SYSTEM] (04
4=" ycsiocALDCo1\SQLEXF. .. :
0oBos: Add ROLE sysadmin for local [NT AUTHORITY\SYSTEM]
=" ycsiocAlDCo1\sQLEXP. ..
Q0007 Successfully added ROLE sysadmin for local [NT ok
€=" S OCALDCO1\SOLEXP... | AUTHORITY\SYSTEM]
00003; Add Login for Remote Mame of SOFTRACK Server
=" \CSLOCALDCO1\SQLEXP... | Agent [VCSEXCHANGEWCSLOCALDCO1€]
mp 00009 Already Exists: Login for
=" \CSLOCALDCO1\SQLEXP... | [VCSEXCHANGEWCSLOCALDCD 1€]
mp 00010: Add ROLE sysadmin for
=" \CSLOCALDCO1\SQLEXP... | [VCSEXCHANGEWCSLOCALDCD 1€]
0oo11: successfully added ROLE sysadmin for
Ok
#=" \CSLOCALDCO1\SQLEXP... | [VCSEXCHANGEWCSLOCALDCD 18]
00o12: .
= VCSLOCALDCO1\SQLEXP. .. Creating Table DEVICES
ooB13: successfully Created Table DEVICES QK
=" ycsLocALDCO1\SQLEXF. ..
00014 .
= VCSLOCALDCO1\SQLEXP. .. Creating Table DATA
oD Successfully Created Table DATA oK
* VCSLOCAL DCNSOIFYP.. . ¥ -
4 3
Save Results | | Done

Notice, the “Save Results” button, if clicked, a prompt to enter a filename will be presented and the
results of the window will be saved to the selected file.

After clicking Done the new Device View will be added to the list:
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Home Agents Profiles
A I
S R R
1.“.‘ v —+ _x
Refresh  Export Add Remow
Statistics = | Device = Device
Assistance
Managed
F-= Home
&g Agents
=-E¥ Applications
=-of Devices
=

Managed
i (¥ Reminders(ALL)
-u:ﬂ View(RICHFIELD_OFFICE)

Editing a Device Managed View

To edit, click on the new item, in this example: View(RICHFIELD OFFICE):

Initially, the Device View is blank. To begin, click on the Add Device button:

— an S A2
I

S S nni
BEENN Femove Add Edit Re-&
PEweES Device | Column Columns Colu

Add Devices from an existing Entity
Manually Add Device

Server VCSLOCALDC01: Managed Assets Entity - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style ™ e
I
—_—
Q _+=‘r+r,~“--n©
Refresh  Export Add Remove Add Edit Re-Sync | Add Data Edit Data Delete
Statistics Device = Device | Column Columns Columns Value Value Data Walue | Re mlnl er
Assistance Assistance
Managed Manage Device View(RICHFIELD_OFFICE)
FH-= H
H eme Entity & DeviceTypeMame | Device Name MachineGUID | SeralMNumber Make Model
[+ Agents
Applications L | «al= L =l L <l L <l L =l P <l L <all jo
---rﬂ Devices
=[5 Managed
(# Reminders(ALL)
of View(RICHFIELD_OFFICE)

There are 2 selections, the first, Add Devices from an existing Entity will present a list of Entities and

then the list of Devices stored in that Entity’s SQL database.
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Select Entity for Viewing a

x
SOFTRACK_EMTITY _COLA
SOFTRACK_EMTITY _DEFALLT
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Devices found X
Workstation a | Machine GUID Category Last Reboot Last Inventory Update | Recent User Description TSECALs Se
L) <l P <l P <= P <l P <l 2 <l L) «all= jol
DESKTOP-EBQGERR | 55e63525-93d8-414f- . 2021-04-02 13:03:16 | 2021-04-06 12:.45:46 MNOTMLLUAdminUser | <not set= 0 Te
d »
Mumber devices found: 1
Notice in the image above, the list of devices can be quickly filtered for each column by typing in any
matching text.
Next, select the desired devices, if all are to be selected, click the top left button (at the column header
level), this will select all shown filtered results.
|
Then, click the Add selected button and the selected Applications will immediately be added. When
finished, click the “X” at the top right of the window:
Server VCSLOCALDC01: Managed Assets Entity - SofTrack Console - 0O x
Home Agents Profiles Settings Reports Managed A Style ™ e
AR AR Ak
Q = e B - n G"
Refresh E-::'. Add Remove Add Edit Re-Sync | Add Data Edit Data
Statistics Device = Device | Column Columns Colun Value
Assistance Assistance
Managed Manage Device View(RICHFIELD_OFFICE)
= :omets Entity 4 | DeviceTypeMame | Device Name MachineGUID | SeralMumber Make Madel
en
Agplicaﬁuns 2|l P| <l L <l L <l P <l P <l L <all je
50 Devices COLA Compter DESKTOP-EB.. 95¢635259%.. TobefiledbyO.... Gigabyte Te... Tobefiled ..
Elm Managed
----- +} Reminders{ALL)
‘.~ View(RICHFIELD_OFFICE)

To remove any devices(s), select each and then click the Remove Device button. This button will be

grayed/disabled unless one or more devices are selected. A confirming prompt will be present prior to
deletion.
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Notice the columns, Entity Name, DeviceTypeName, Device Name, MachineGUID, SerialNumber,
Make and Model. The values shown are directly from the Entity database for each selected device.
Once Devices are added to the current Managed View, they will remain, as there is no further
connection to the Entity’s current devices. Thus, if the Devices shown are removed from the source
Entity (including if that Entity is removed), each will remain in the Managed Device view until directly
removed.

Note:
The same Devices can be included in multiple Managed Views, there is no limitation regarding how
often each are included.

— AR Ak
—_ 9
Add Add
Device = Column

Add Devices from an existing Entity ssistar

Manually Add Device
Manually Add Device

Manually add a device to the current
Managed View

The second option, Manually Add Device, will present a prompt for details of the device to add.

When manually adding a device, it is only added to the current Managed View, it is not associated with
any Entity.

Manually Add Device(s) to Managed View RICHFIELD _OFFICE x
P
+ Computer
Cther fill in type below) Done

Computer/Device Name:

Device Seral Mumber:

Device Make/Manufacturer:

Device Model:

The Device Type defaults to Computer, but any device type can be defined. This can be useful for
tracking details of non-computer devices, including printers, switches, phones, even furniture, anything
at all.
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When ready, click the Add button. The prompt will remain, easing entry of multiple devices. When
complete, click the Done button.

Sample result:

Server VCSLOCALDCO1: Managed Assets Entity - SofTrack Console - 0O X
Home Agents Profiles Settings Reports Managed # Style ~ 9
_— — AR AR Ak
— |
Y E S Mk DR
Refresh  Export Add Remove Add Ed Re ©  Add Data Edit Data Delete Set
Statistics = | Device = Device | Column Columns Columns Value value Data Value | Reminde
Assistance Assistance
Managed Manage Device View(RICHFIELD_OFFICE)
f :;::ts Entity 4 | DeviceTypeMName Device Mame MachineGUID SerialNumber Make Maodel
+- G
i1 Applications L | <l £ aals £ aals L) <al> £ aals Ll O <l jo
""Tﬂ Devices HMAMUALH | Switch Cisco switch C5880011 Cisco Cizco-80150
Em Managed COLA Computer DESKTOP-EBQGERR | 95e63525-93d8-... Tobefiledby O.... Gigabyte... To befilled by O.E
i (%) Reminders{ALL) TEST Computer WINDOWS-10-TEST F38465dd-4b-4. . VMware-21 59b.. VMware,... WMware Virtual Pla
o] View{RICHFIELD OFFICE)

Notice, the Entity name is “#MANUAL#”, this value is always used for all Manual entries.

Adding custom columns to a Device Managed View

Next, the Add Column button enables definition of new columns that will be added to the SQL table
(named DEVICES).

Ak AR Ak
e Bi

Add Edit Re-Sync | Add Data Edil

Column Columns Columns YValue
Assistance

Add 50L Column

3

Add existing (import) or add
custom column to SQL Table of
current Managed Yiew

Once clicked, the following will appear:
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Add/Import Column(s] to Managed View COMPUSHOP

Define new column for manual entry

Column Mame:

Column Data Type:

temt warchar -

Madimum character length (onby for test vanchar)

Add Calumn

Import Calumns from Inventony Table Done

SofTrack Managed Assets Administrator Guide

The Import Columns from Inventory Table button provides the ability to include additional columns (in
addition to the default columns included from the source Entity, specifically Entity Name,
DeviceTypeName, Device Name, MachineGUID, SerialNumber, Make and Model).

When clicked the following will appear:

Select Columni(s) to Import to Managed View RICHFIELD _OFFICE
Select Columnis)to Impart :

Awailable Columns -
BlDSdate\erzion

CPUCount

Drezcription

| nternetE sploreryersion
|Pwddddress

| z3enuine

Done

b achinelomairi Group
kachinelogonServer
MachineTimeZone
PhyzicalFakd
Prirnaryllzefefindows
Frirmaryt/idenddapterCniverD ate
FrirmanfideaddapterDriveryerzion
Frimanyt/idecddaptert ame
SystemLaztR eboot Timel alue
SystemlpTimelnSeconds
TotalFreeCdrive
TotalSizeCdrive

WindowwsB uild

WindowsE sperienceScore
Windowelnztallationk ey
WindowzReleaze

WindowsS ervicePack
WindowsT ppe

b4
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The list above is from the INVENTORY table definition included by each Entity.

The list shown are the columns that are available, if one more more columns have been previously
imported each will not be included in the list of available columns.

When added, the data for these columns will be copied from the selected device’s Entity. Additionally,
the Re-Sync Columns button can be used to re-fetch those values and update what is stored in the
Device Managed View. The Re-Sync Columns button will be further detailed in a following section.

When a column is imported, its name, data type and maximum text length are provided by the
INVENTORY table definition and require no further configuration.

When adding a new column, the following applies:

The Column Name can be up to 32 characters. Allowed characters include A-Z, a-z, 0-9, and the
symbols @ #$ . All other characters will be converted to an underscore “ .

The Column Data Type has several selections:

Column Data Type:

ket warchar o

integer.int

date+time. datetime
accounting. decimal
file.warchar+warbinary

For the text.varchar column type, the maximum character length is from 4 to 512 (only applicable to text
column type).

The “file.varchar+varbinary” will actually create 2 columns, one for the original filename (including
path) and the other for that file’s actual content. The maximum file size is currently set to SMB, if you
require a larger file size, please contact support@softwaremetering.com and indicate the required file
size and we will provide an update.

When Add Column is clicked the column is added to the SQL Table (DEVICES) and will allow NULL
values meaning each row is not required to have a value defined for the new column.

The prompt dialog will remain until the “Done” button is clicked. This enables defining several
columns without having to re-open the Add Columns dialog for each.

Important note:
As will be described in a later section, the customized SQL Table columns created can be cloned, this

eases the re-use of your customizations for multiple Managed Views

After adding columns, click the Refresh button to rebuild the list:
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Refresh  Export

Statistics -
Assistance

The following are some sample columns that are both imported and created. There are no restrictions on

the number of columns that can be created.

(1A

Notice, each custom column name is prepended with an underscore

, this is intentional and is used to

indicate custom columns. Imported column names remain as originally defined in the INVENTORY

table.
Server VCSLOCALDCOL: Managed Assets Entity - SofTrack Console -0 x
Home Agents Profiles Settings Reports Managed A Style 7 0
-— AR
—
—H w w: B B ®
Refresh  Export Add Add Re-Sync = Add Data
Statistics ~ | Device - Column Columns Value
Assistance Assistance
Managed Manage Device View(RICHFIELD_OFFICE)
:;::ts Ertity 4 DeviceTypeMame | Device Name Mac... | SenialMumber Make Model CPUCount | PhysicalRAM | TotalFreeCdrive | _Installed_by | _Cost_center
B-B8 Applications L] <l L <l L <allz Pl<. Ol Plal Ol Ol O al P =l Pl P =l jo]
[#-of Devices HMANUALH Switch Cisco switch C5880011 Cisco Cisco-8015
=-t2] Managed COLA Computer DESKTOP-EBQGERR | 95e6... Tobefiledby O.E.. Gigabyte ... Tobefille.. 4 16345 MB 386 GB
Reminders{ALL) TEST Computer WINDOWS-10-TEST | F384.. VMware-2155b9 ... VMware; ... Viware V...
View(RICHFIELD_OFFICE)

The column order will be as created/imported.

Re-Sync imported columns in a Device Managed View

When imported columns exist in a Device Managed View the Re-Sync

+ I

Add Data
Value

=
Re-Sync
Columns
Assistance

Re-Synchronize Imported Columns

Re-synchronize imported columns
for all rows [does not require
selection) -- Will only be enabled if
imported columns exist in current
view

Columns button will be active.

When clicked, all rows (selected or not) that are from an Entity (not manually added) will be updated
from the source Entity with its current values. The Re-Sync Columns only occurs when the button is
clicked. There is not a linkage between SQL Database Tables to always synchronize the values. This

enables control over when the data is updated.

When clicked, there is no status screen presented, the mouse cursor will change to a waiting indication
(typically an hourglass but depends on the settings of the local Windows operating system the Console is
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running upon) while in-process and then revert when complete, and the values shown will be updated
after clicking the Refresh button at the upper left.

DR’

ng? V
Refresh  Export
Statistics -

Assistance

Editing custom columns in a Device Managed View

To add / edit values to each custom column defined, select one or more rows and click the Edit Columns
button:

B B Ak
w e B B2

Ad Edi Re-Sync | Add Data Edit Data
Column Columns Columns Yalue Jalue

3

=1

L

Assistance

M Edit SQL Columns
»

&4

Edit value of custom columnis)
for selected rows

And the following window will appear:

Edit Custom Column values

Available Custom Columns Data Type

_Installed by warchar(120)
_Cost_center varchar(120)

Existing Value first selected row) Mew Value

This window allows editing of all custom values for each selected row.

To begin, select a custom
column and its data type will be enabled for data entry:
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Edit Custom Column values

Available Custom Columns Data Type Bxsting Value first selected row) MNew Value

_Installed_by warchar(120] Jrd Party Resources, Inc.

_LCost_center warchar(120] Research & Development
Edit Text

Research & Development Apr /24/2021

Apply

Save updated/new values to each selected row

Click the Apply button to update the New Value (as shown above).

When finished, click the “Save upated/new values to each selected row” button. The SQL Table will be
updated and new values shown:

Manage Device View(RICHFIELD_OFFICE)

Ertity .  DeviceTypeMame | Device Name Mac... | SeralMumber Make Model CPUCount | PhysicalRAM | TotalFreeCdrive | _lnstalled_by _Cost_center
22| <l L <l L) <l P2 O <l Pl POl Ol O <l 2| <alz L) <all: L) <all: £
» | HMAMUALH Switch Cisco switch CS830011 Cisco Cisco-80150 3rd Party R... Research &D...
COLA Computer DESKTOP-EBQGERR 95e6.. Tobefiledby O.E.. Gigabyte .. Tobefils.. 4 16343 MB 386 GH 3rd Party R... Ressarch &D...
TEST Computer WINDOWS-10-TEST  F384.. VMware-2159b3 ... | VMware: |... | VMware V...

Adding Data rows in a Device Managed View

Each Managed View has 2 lists also called ‘grids’. The first is the list of included Devices and any
imported + custom columns. The second list is of data associated with those Devices. The data items
can include any variety of information including Vendor details, Vendor invoices, Renewal Dates, Third

party support details, and any other details.

To add a data row, click the Add Data Value button:

BB B

Add Data
Value

Add Data Value

Add data value
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Add Diata Row(s) to Managed View RICHFIELD OFFICE x
Define new Data row

ftem Data Tvpe:

ket warchar -

ftem Mame:

tem Description:

Erter value to add for List data type, enter first value, then use Edit)

Apr/24/2021 - . File Assistance

Add Data Row

There are several data types available:

Define new Data row

ttem Data Type:
| bt warchar =

ket varchar
integer.ink

date-+tirme. datetime
accounting. decimal
list.warchar
file.warchar+varbinary

Each item must include an Item Name. The Item Name can be up to 126 characters and is free form.
The item Description is optional and can be up to 254 characters.

The combination of Item Data Type + Item Name must be unique for the selected Managed View.

The value of the Item can be up to 512 characters.

When using the list.varchar data type, only the first value (of the list) can be entered on this screen.
Once the initial data row is created use the Edit Data Value button to manage the list values.

Example:
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Add Diata Row(s) to Managed View RICHFIELD OFFICE x
Define new Data row
ttem Data Type:
list. varchar v
ftem Mame:

Purchaze &pprovalz

tem Description:

Lizt of thoze persong whio can provide purchasze approvals

Erter value to add for List data type, enter first value, then use Edit)
E.Derek @ s054

Apr /24752021 - File Assistance

Add Data Row

When ready, click the Add Data Row button. When complete, close the window by clicking on the [X]
at the upper right corner of the dialog window.

As each value is added it is immediately written to the SQL Table and will also be shown in the Data

grid:
ftem Type | tem Mame ftem Description 4 | ftem Value
Ll O <al: 2 <all L <l
List Purchase Approvals  List of those persons who can provide purchase approvals

E.Dersk & x554

Editing Data rows in a Device Managed View

To edit a Data row (only a single data row can be edited at a time), select the desired data row and click
the Edit Data Value button:

B O
Edit Data Delete
Value Data Value

. Edit Data Value
,
Edit selected data value

And the following window will appear (for List data type):
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Edit selected Data Row from Managed View RICHFIELD OFFICE x

Edit Data row

ftem Data Tvpe:
List

Edit kem Mame:

Purchaze Approvalz

Edit kem Description:

Lizt of thoze perzong who can provide purchaze approvalz

Edit List ttems:

List kems
E.Derek @0 wR54

Remove selected list temis)

Update Edsting Data Row

Add as new Data Row

Please note, the Item Data Type cannot be edited. For list items, use the Remove selected list item(s)
and Add buttons (entering new values in the edit field to the left of the Add button).

When ready there are two options, Update Existing Data Row (full in-place replacement of the row in
the Data SQL Table), or, Add as new Data Row (only possible if the Item name has been changed as
Item Data Type + Item Name must be unique in the Data SQL Table for the selected Managed View.

Example:
tem Type | kem Mame tem Description & | ltem Value
,:' <all J:' =all= J:' =all= j::' <all:
List Purchase Approvals  List of those persons who can provide purchase approvals

[ George @ x414
M Klaus @ =77
E.Dersk & x554

For List items, the list can be closed and opened by clicking on the value “List” in the Item Type
column; this will toggle the list to be closed/open, below shows the same list (as above), closed:

tem Type | kem Mame ftem Description & | ltem Value
j::‘ <all J:' <all: J:' <all: j.::' <all
List Purchase Approvals  List of those persons who can provide purchase approvals

When editing other data types (other than List) the following (or similar) window will appear:
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Edit selected Data Row from Managed View RICHFIELD _OFFICE x

Edit Data row

ftem Data Tvpe:
Tead

Edit ftem Mame:

Inztalled by

Edit tem Description:

The prosvider for device installation

Edit ftem value

A Ready Source LTD

Update Bdsting Data Row

Add as new Data Row

To remove one or more data rows, select the rows and then click the Delete Data Row button:

Delete
Data Value

Delete Data Value(s)

Delete selected data value(s)

And a confirming prompt will appear:

COMFIRM ROW DELETION x

Confirm deletion of selected
data rows (3 selected)

If OK is clicked, the selected rows are immediately deleted from the DATA SQL Table for the selected
Managed View. Caution, there is no “undo delete” function.

Editing, Viewing and Extracting FileType Data rows in a Device Managed View
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Building on the previous section, if the file.varchar+varbinary data type is selected, then a file can be

added to the SQL table. The maximum file size allowed is SMB. Please contact
support@softwaremetering.com if you require the ability to store a larger file.

Add Diata Row(s) to Managed View RICHFIELD OFFICE x
Define new Data row
ftem Data Tvpe:
file. varchar+wvarbinar -
ftem Mame:
PurchazeRecordsd-21
tem Description:

Al purchase records, Apnil 2021

Erter value to add for List data type, enter first value, then use Edit)
C:hemphPurchazel ecords_Apnl2027. pdf

Apr /24752021 - File Assistance

Add Data Row

Use the File Assistance (highlighted above) button to open an Explorer window to locate the file. The
entire file path will be stored in the data row and the file’s actual contents will also be stored in a
separate column within the SQL Table.
The maximum file name length is 512 characters.
The following is a sample result:
tem Type | tem Mame tem Description 4 ltem Value
}:.' zall ‘}::' <all= ‘}::' <all= }::‘ zall
List Purchase Approvals  List of those persons who can provide purchase approvals
[ George @ x414
M. Kaus @x77
File PurchaseRecords4-... All purchase records, April 2021 C:MemphPurchaseRecords_Apnl 2021 pdf

Text Installed by The provider for device installation A Ready Source LTD
E.Derek @ x554

Notice, the file’s data is not shown in the row.

To retrieve the file, select the data row and click the Edit Data Value button and the following window

will appear:
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Edit selected Data Row from Managed View RICHFIELD OFFICE x

Edit Data row

ftem Data Tvpe:
File

Edit ftem Mame:

PurchazeR ecordz4-21

Edit tem Description:
Al purchase records, Apnil 2021

Edit ftem value

C:hemphPurchazel ecords_Apnl2027. pdf

File Assistance View Bxisting File Extract BExisting File

Update Bdsting Data Row

Add as new Data Row

Notice there are 2 additional buttons (versus the Add Data Value prompt).
View Existing File and Extract Existing File.

If the file has an association within Windows, the View Existing File will auto-open that file in its native
viewer.

However, if the file type is.exe, .Ink, .msi, .com or .dll; then the file will not be opened as it would
attempt to start the executable.

If the file type is .bat, .ps, ps1; then the selected file will be opened in NOTEPAD.EXE instead of being
run.

When the Extract Existing File is clicked, a Windows Explorer view will appear to assist in locating the
path to extract the file to. Notice, the entire file path is stored in the data row, however, when extracting
only the filename will be used and will be saved to the selected path.

Setting an Email Reminder in a Device Managed View

An email reminder can be configured for one or more devices contained within a Device Managed View. To
start, select one or more device rows and click the Set Reminder button:
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ALk EBL =SB P,
m e DA B ®
Add Edit Re-5ync  Add Data Edit Data Delete Set
Column Columns Columns Value Value Data Value | Reminder

Assistance
@ S5et Device Reminder

Set Reminder Email for selected =

Entity & DeviceTypeMName  Device Name Devices E

L | <al> B <all SO <all= P> o=l
HMANLALH Switch Cisco switch C5880011 Cisco Cisi

b | COLA Computer DESKTOP-EBQGERR She6... Tobefiledby OE.. Gigabyte ... To
TEST Computer WINDOWS-10-TEST  F384... VMware-21 55b5 ... VMware; ... VM

the following will appear:

Set Device Reminder for Entity COLA X

Reminder Name: Save
Cancel

Reminder Description:

Mumber of Devices included: 2

Reminder Date: | Apr/24/2021 = -

Reminder Time: | 12:00 AM >

Reset Perod (mumber of days between re-sending reminder)

Reset terations (number of reset perods, O=send once)

Reminder EMAIL Subject:

Reminder EMAIL Test:

i) Include list of devices at end of email body text
i Include list of devices as attachment

[] Send Email to those addresses defined for Entity
Reminder Additional Email Addresses to send to

Notice in the window caption, it indicates an Entity name (COLA as shown above). The Entity of the first
selected row is used. This is important because that Entity’s email configuration is what will be used to send

the Email Reminder.
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If the Entity for the first selected row is “#MANUAL#” then the “DEFAULT” Entity will be used for the
configuration.

If there are multiple Entities selected the Reminder will only use the email configuration of the first selected
row.

The Reminder configuration is further detailed in a previous section.

Exporting values from a Device Managed View

To create an HTML report or Export CSV of a Device Managed View, click the Export Statistics button:

Export Add Remove
Statistics = Device = Device

Export to Sortable Html
Export to C5V

When creating an HTML report, two files will be created, one for the rows of Devices and one for the Data
grid. The file for the Data grid will have the same name as the Devices grid except with “ data” appended to
the filename.

The export does not include the data of any File stored within either list, only its original filename. To retrieve
the File, please use the Edit Column or Edit Row button.

Cloning Managed View Database + Tables

[ ]
Clone Delete
selected View  View

Clone Structure of selected View

Clone structure of selected
Application or Device View - Will
Clone 5QL Database structure,
does not copy data, structure
only

The structure of Managed Views can be very customized (Application or Device grid) with unique
column definitions.

To enable easy replication of the column structure of the SQL Database+Tables of a Managed View,
select Managed section, and then select the Managed View to clone:
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Senn

Home Agents Profiles Settings Reports Managed

Y B ol B T

([[

wat W
Refresh Export Create Create Clone Delete
Statistics = | App View Device View | selected View | View
Assistance Assistance
Managed
= Home Sof Track Managed View Databases
Agents
t--B8 Applications X |abac
'"l‘.ﬂ Devices b | SOFTRACK_MAMAGED_APPS_ABACUS GROUP

- [ Managed

Click the Clone selected View button and the following will be presented:

SQL Managed View Database Creation server VCSLOCALDCOL x

Create new Sof Track Managed Application View Database

Will Clone Structure of :
SOFTRACK_MANAGED_APPS_ABACUS_GROUP "<::
Mame of SQL Server Host:

VCSLOCALDCO1\SQLEXPRESS2014

Erter name of new SOFTRACK Managed View Database:
[
MName can contain A-Z, (-9 and symbols "§ 5 '@ "_"

Maximum name length is 32 characters

MNamed entered will automatically be pre-pended with "SOFTRACK_MAMAGED _AFPS_

| Click here to create Sof Track Managed View Database + Tables |

Enter name for new Managed View and click the “Click here to create..” button and the following will
be presented, notice only the “APPLICATIONS” (or “DEVICES”) table is cloned, the Data table is not
cloned because it has no custom SQL column definitions.
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Step Count: Server
00001

4=" yCsLocALDCOTISOLENP. .

00002:

4=" ycsLocALDCOTSOLENP. .

00003:

4=" yCsLocALDCOTISOLENP. .

00004

4=" ycsLocALDCOTISOLENP. .

00005:

4=" yCsLocALDCOTISOLENP. .

00008:

4=" ycsLocALDCOTISOLENP. .

00007:

4=" ycsLocALDCOTISOLENP. .

00008:

4=" ycsLocALDCOTISOLENP. .

00005:

4=" ycsLocALDCOTSOLENP. .

00010:

4=" yCsLocALDCOTISOLENP. .

00011:

4=" yCsLocALDCOTSOLENP. .

00012:

4=" yCsLocALDCOTISOLENP. .

00013:

=" yCsLOCALDCOTISOLENP. .

00014

=" yCsLoCALDCOTISOLENP. .

00015:

=" yCsLOCALDCOTISOLENP. .

00015:

=" yCsLoCALDCOTISOLENP. .

00017:

=" yCsLoCALDCOTISOLENP. .

4

SofTrack creating SQL Entity database AUTODESK_17

Action

Connecting to SQL Server

Creating SOFTRACK_MANAGED_APPS_ALTODESK_17

Database
Successfully created

SOFTRACK_MAMAGED_APPS_ALTCDESK_17 Database

Add Login for local [NT AUTHORITY\SYSTEM]

Already Exists: Login for [MT AUTHORITY\SYSTEM]

Add ROLE sysadmin for local [NT AUTHORITY\SYSTEM]

Successfully added ROLE sysadmin for local [MT

AUTHORITY\SYSTEM]

Add Login for Remote Name of SOFTRACK Server

Agent [VCSEXCHANGE\WCSLOCALDCO 18]

Already Exists: Login for

[VCSEXCHANGE\WCSLOCALDCO 18]

Add ROLE sysadmin for

[VCSEXCHANGE\WCSLOCALDCO 18]

Successfully added ROLE sysadmin for
[WCSEXCHAMNGE WCSLOCALDCO 18]

Cloning Structure <:

Adding Keys

<=

Adding GUID Constraint e

Cloning Structure Successfully Completed ‘<::

Creating Table DATA

Successfully Created Table DATA

Result

OK

OK

SOFTRACK_MANAGED_APPS_ABACUS_GROUP.APPLICATIONS

SOFTRACK_MANAGED_APPS_ABACUS_GROUP.APPLICATIONS

SOFTRACK_MANAGED_APPS_ABACUS_GROUP.APPLICATIONS

SOFTRACK_MANAGED_APPS_ABACUS_GROUP.APPLICATIONS

OK

X

Save Results | |

Done

Home
Agents
Applications
Devices
Managed

--Ifjl g 5: = (0

| Reminders(ALL)

The new Managed View will now be included:

View(ABACUS_GROUF)
B8 View(AUTODESK_17)

Once complete, click the Save Results button to save the text shown on the results screen.

And will have the same SQL column definitions as the donor Managed View.

Note: The contents of the donor Managed View are NOT COPIED, only its SQL Column Structure is
copied.
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ged View

ed View is to be deleted, select the Managed section and then select the Managed View to
ve / delete from SQL:

Server W
Home Agents Profiles Settings Reports Managed
]
Refresh Export Create Create Clone Delete
Statistics = | App View Device View | selected View | View
Assistance Assistance
Managed Delete View
Home Delete selected Managed —
E App/Device Views - removes
Agents O | gl from 5QL
B8 Applications Ll e
Dievices SOFTRACK_MAMAGED_APPS_ABACUS GROUP
Managed b | SOFTRACK_MAMAGED_APPS_AUTODESK_17

Two confirming deletion prompts will be presented per selected Managed View:

50 L DATABASE DELETE COMFIRMATION

COMFIRM COMPLETE DELETION AND REMOWVAL OF ALL SQL DATA FOR ENTITY:
SOFTRACK_MAMAGED_APPS_ALTODESK_17

F=HWARNING, SQL DATABASE FOR 'SOFTRACK,_MAMNAGED _APPS_AUTODESK_17 WILL BE COMPLETELY DELETED ****

CLICK YES TO COMTIMUE. CLICK MO TO ABORT

and

COMFIRM DELETE 5L DATABASE REQUEST

| COMFIRM DELETION REQUEST FOR
SELECTED 5QL DATABASE + ALL TAELES

Caution: Once deleted there is no undo function. This function only “drops” the SQL
Database for the selectedg Managed View, it does not make any other changes. For
instance, if Reminders have been created for the now deleted Managed View, they will
remain and must be separately deleted.
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Chapter 9 SQL Tables

SQL Reference

For each Managed Assets Entity a SQL database is created that includes multiple tables. This
section is a technical reference of each Table and its definitions.

All Tables are connectable via the combination of the ComputerName and MachineGUID
columns.

Table: INVENTORY

The INVENTORY table defines for single enumeration items. For inventory items with multiple
possible values (enumerations) an additional table exists. This table and all INVENTORY _* tables
(each defined in this section) maintain the most recent values for each ComputerName +
MachineGUID combination. When a new inventory is received (from the ST SLAM agent) it
overwrites all previous entries including removal of enteries no longer found.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniquelIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()

[DeviceType] [int] NULL
Defined value: (1 = PC/workstation)

[DateTimeGathered] [datetime] NOT NULL
Value indicates time recorded inserted into this Table

[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

Value is from the Windows® registry of the named Computer, it is generated by
Microsoft, if value is replicated on multiple Computers it indicates each share a

common image for the Windows® operating system

[SerialNumber] [varchar] (64) NULL
Value is from the BIOS of the Computer, typically assigned by its manufacturer

[Make] [varchar] (64) NULL
[Model] [varchar] (64) NULL
[BIOSdateVersion] [varchar] (64) NULL

[WindowsType] [varchar] (64) NULL
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[(WindowsServicePack] [varchar] (64) NULL
[(WindowsBuild] [varchar] (24) NULL
[WindowsRelease] [varchar] (6) NULL

[TSEcals] [int] NULL

Value will be 0 except when Computer is a Windows® terminal server and has
RDS/CALs installed

Note: If this inventory record provided by Importing of Smart Inventory records
will always be zero; only when inventory record is provided by the ST SLAM agent
will non-zero value be provided

[BaseMachine] [varchar] (64) NULL
[PhysicalRAM] [varchar] (64) NULL
[CPUCount] [int] NULL
[TotalSizeCdrive] [varchar] (20) NULL
[TotalFreeCdrive] [varchar] (20) NULL

[IPv4Address] [varchar] (16) NULL
Note: Only the first IPv4 address of the workstation is recorded

[WindowsExperienceScore] [varchar] (16) NULL

[InternetExplorerVersion] [varchar] (64) NULL

[WindowsInstallationKey] [varchar] (128) NULL

[IsGenuine] [varchar] (4) NULL

Value is “..” (3 dots) if unknown, version of Windows® operating system is too
old, otherwise value is YES or NO

[Description] [varchar] (128) NULL

[PrimaryUserWindows] [varchar] (512) NULL
Note: this value is typically the most recent user to logon to Computer

[SystemLastBootTime] [varchar] (64) NULL
[SystemUpTimeInSeconds] [int] NULL
[SystemLastRebootTimeDWORD] [bigint] NULL
[SystemLastRebootTimeValue] [datetime] NULL

[MachineDomainWGroup] [varchar] (32) NULL
Note: WGroup = Worksgroup, value could be Domain name or Workgroup name

[MachinelogonServer] [varchar] (32) NULL
[MachineTimeZone] [varchar] (128) NULL
[PrimaryVideoAdapterName] [varchar] (128) NULL
[PrimaryVideoAdapterDriverDate] [varchar] (64) NULL

[PrimaryVideoAdapterDriverDate] [varchar] (64) NULL
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[WakeUpType] [int] NULL

This column added December 2023, possible values:
1 Other Event

Not used

APM timer

Modem Ring

LAN Remote

Power Switch

PCI PME# signal

AC Power Restored

O J o U b WwN

Primary Key definition:

CONSTRAINT [COMPUTERNAME MACHINEGUID GUID] PRIMARY KEY CLUSTERED ([ComputerName]
ASC, [MachineGUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE DUP KEY = ON)

CREATE INDEX I CMG ON INVENTORY (ComputerName, MachineGUID)

Table: INVENTORY_RAM

The INVENTORY RAM table provides the list of RAM modules installed for the identified
Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL

[RAMBankNumber] [int] NULL
Value is number 1 through 16

[RAMBankDescription] [varchar] (512) NULL

Primary Key definition:
CONSTRAINT [RAM GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY RAM (ComputerName, MachineGUID)
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The INVENTORY CPU table provides the list of CPUs installed for the identified Computer +

MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are

provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[CPUNumber] [int] NULL

Value is number 1 through 16

[CPUVendor] |[varchar] (64) NULL
[CPUType] [varchar] (64) NULL
[CPUSpeed] [varchar] (64) NULL

Primary Key definition:
CONSTRAINT [CPU GUID] PRIMARY KEY CLUSTERED

During record inseration,

([GUID]

if any duplicates are presented,

ASC)

each will be ignored and

the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY CPU (ComputerName,

Table: INVENTORY_VIDEO

MachineGUID)

The INVENTORY _VIDEO table provides the list of Video Adapters installed for the identified

Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are

provided.

[GUID] [uniqueldentifier]

[ComputerName] [varchar] (64) NOT NULL

NOT NULL

[MachineGUID] [varchar] (128)

[VideoAdapterNumber] [int] NULL

Value is number 1 through 4

[varchar] (128) NULL

[VideoAdapterName]
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[VideoAdapterVer] [varchar] (64) NULL

[VideoAdapterDate] [varchar] (64) NULL

Primary Key definition:
CONSTRAINT [VIDEO GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY VIDEO (ComputerName, MachineGUID)

Table: INVENTORY_MONITOR

The INVENTORY_ MONITOR table provides the list of Video Monitors installed for the identified
Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL

[MonitorNumber] [int] NULL
Value is number 1 through 8

[MonitorResolution] [varchar] (128) NULL

Primary Key definition:
CONSTRAINT [MONITOR GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, 1f any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue
(IGNORE DUP KEY = ON)

CREATE INDEX I CMG ON INVENTORY MONITOR (ComputerName, MachineGUID)

Table: INVENTORY_VOLUME

The INVENTORY_ VOLUME table provides the list of Disk Drive Volumes (those with a drive
letter assigned) installed for the identified Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.
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[GUID] [uniqueIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()

[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[DrivelLetter] [varchar] (10) NULL
Sample value : “C:\”

[VolumeName] [varchar] (32) NULL
[VolumeFormat] [varchar] (32) NULL
[VolumeSizeBytes] [varchar] (64) NULL

Primary Key definition:
CONSTRAINT [VOLUME GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY VOLUME (ComputerName, MachineGUID)

Table: INVENTORY_HDD

The INVENTORY HDD table provides the list of Physical Disk Devices installed for the identified
Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[Manufacturer] [varchar] (32) NULL
[Model] [varchar] (32) NULL
[SerialNumber] [varchar] (32) NULL

[SizeBytes] [bigint] NULL
Note: overall size in bytes, does not indicate space in use

Primary Key definition:
CONSTRAINT [HDD GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and

the insertion of non-redundant records will be allowed to continue
(IGNORE DUP KEY = ON)
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CREATE INDEX I CMG ON INVENTORY HDD (ComputerName, MachineGUID)

Table: INVENTORY_NETWORK

The INVENTORY NETWORK table provides the list of Physical Network Adapters installed for
the identified Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[AdapterName] [varchar] (80) NULL
[AdapterMACAddress] [varchar] (32) NULL

Primary Key definition:
CONSTRAINT [NETWORK GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY NETWORK (ComputerName, MachineGUID)

Table: INVENTORY_PRINTER

The INVENTORY_ PRINTER table provides the list of Printers installed for the identified
Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[PrinterName] [varchar] (32) NULL
[DriverName] [varchar] (32) NULL
[DriverVersion] [varchar] (32) NULL

[IPAddressAndPort] [varchar] (32) NULL
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Primary Key definition:
CONSTRAINT [PRINTER GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY PRINTER (ComputerName, MachineGUID)

Table: INVENTORY_MSKEYS

The INVENTORY MSKEYS table provides the list of Microsoft® Installation Keys detected for
the identified Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are

provided.
[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[ApplicationName] [varchar] (128) NOT NULL
[ApplicationVersion] [varchar] (128) NULL
[InstallationKey] [varchar] (128) NULL

Primary Key definition:
CONSTRAINT [MSKEYS GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue
(IGNORE DUP KEY = ON)

CREATE INDEX I CMG ON INVENTORY MSKEYS (ComputerName, MachineGUID)

Table: INVENTORY_APP

The INVENTORY _APP table provides the list of installed Applications detected for the identified
Computer + MachineGUID.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are

provided.

[GUID] [uniquelIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
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[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[ApplicationName] [varchar] (80) NOT NULL
[Version] [varchar] (20) NULL

[Publisher] [varchar] (80) NULL
[InstallDate] [varchar] (20) NULL

[InstallMethod] [varchar] (32) NULL
Values: MSI, EXE, InstallShield

[SerialNumber] [varchar] (80) NULL

[EstimatedSize] [varchar] (32) NULL

[EXECount] [int] NULL

Primary Key definition:

CONSTRAINT [APPNAMEiGUID] PRIMARY KEY CLUSTERED ([GUID] ASC, [ApplicationName] ASC,
[ComputerName] ASC, [MachineGUID] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE DUP KEY = ON)

CREATE INDEX I CMG ON INVENTORY APP (ComputerName, MachineGUID)
CREATE INDEX I PUBLISHER ON INVENTORY APP (Publisher)

Table: INVENTORY_APP_TAGS

The INVENTORY APP TAGS table is ONLY created in the SOFTRACK ENTITY DEFAULT
Database. Values in this table are customer defined, indicating the Applications with an identified

Software Category.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()

[ApplicationName] [varchar] (200) NOT NULL
Duplicates not allowed, each ApplicationName value will exist once

[Entity] [varchar] (80) NOT NULL
Value is not currently used for matching Application to Entity, alwaya set to:

[ALL ENTITIES]

[SoftwareCategory] [varchar] (80) NOT NULL
Note: Each ApplicationName can only have one SoftwareCategory

Primary Key definition:
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CONSTRAINT [APPTAG GUID] PRIMARY KEY CLUSTERED ([ApplicationName] ASC, [Entity]
ASC)
During record inseration, if any duplicates are presented, each will be ignored and

the insertion of non-redundant records will be allowed to continue
(IGNORE_DUP_KEY = ON)

Table: INVENTORY_WCU

The INVENTORY WCU table provides the list of Windows Component Updates (hotfixes)
installed for the identified Computer + MachineGUID. This table was added in December 2023 and
requires ST SLAM v7.03g or later to be populated.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [unigqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[KB] [varchar] (16) NULL

[Description] [varchar] (192) NULL

[InstalllocalTime] [datetime] NOT NULL

[Operation] [int] NOT NULL

Values:
1 Installation
2 Uninstallation

[Status] [int] NOT NULL

Values:

1 In Progress

2 Succeeded

3 Succeeded with Errors
4 Failed

5 Aborted

Primary Key definition:
CONSTRAINT [WCU GUID] PRIMARY KEY CLUSTERED ([GUID] ASC)

CREATE INDEX I CMG ON INVENTORY WCU (ComputerName, MachineGUID)

Table: INVENTORY_CLOUD_JOIN

The INVENTORY CLOUD_JOIN table provides the of Azure (EntralD) Tenants joined for the
identified Computer + MachineGUID. This table was added in December 2023 and requires
ST SLAM v7.03g or later to be populated.
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The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[DeviceDisplayName] [varchar] (64) NOT NULL
Note: This value is typically identical to the ComputerName column

[TenantID] [varchar] (64) NOT NULL

[UserEmail] [varchar] (256) NOT NULL
Note: This value is the UserPrincipalName as identified in Azure (EntralD)

Primary Key definition:

CONSTRAINT [CLOUD JOIN GUID] PRIMARY KEY CLUSTERED ([TenantID] ASC,
[DeviceDisplayName] ASC, [UserEmail] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue

(IGNORE_DUP_KEY = ON)

CREATE INDEX I CMG ON INVENTORY CLOUD JOIN (ComputerName, MachineGUID)

Table: ALL_SOFTWARE_USAGE

The ALL SOFTWARE USE table includes all imported or usage detected by the ST SLAM agent.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[PID] [int] NOT NULL
Note: PID=ProcessID, this value is internal to Windows® and is used to uniquely
identify usage; if this record was Imported, the value will be zero

[RecordType] [int] NULL

Value 48=ST SLAM Record; 80=Smart Inventory Import Record

Note: Record Type = 80 will only have the following columns: ComputerName,
MachineGUID with value of NO MGUID, Username, EXEStartTime, EXEAppName, EXEVersion,
EXECompany and EXEName)

[Username] [varchar] (64) NULL
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[EXEName] [varchar] (270) NOT NULL

[EXEFullPath] [varchar] (2700) NULL
[EXECompany] [varchar] (64) NULL
[EXEVersion] [varchar] (64) NULL
[EXEDescription] [varchar] (64) NULL
[EXEProductName] [varchar] (64) NULL
[EXEAppName] [varchar] (512) NULL
[EXEStartTime] [datetime] NOT NULL
[EXEExitTime] [datetime] NULL
[ActiveSeconds] [int] NULL
[IdleSeconds] [int] NULL
[TotalSeconds] [int] NULL

[TimeZoneBiasSeconds] [int] NULL
Value is negative or positive number of seconds bias from UTC

[EXEStartTimeUTC] [datetime] NULL
[EXEExitTimeUTC] [datetime] NULL

[TSSession] [int] NULL
Note: This value is not currently used, it is planned for the future

Primary Key definition:

CONSTRAINT [ALL_SOFTWARE_USAGE_GUID] PRIMARY KEY CLUSTERED ([ComputerName] ASC,
[MachineGUID] ASC, [PID] ASC, [EXEName] ASC, [EXEStartTime] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue
(IGNORE DUP KEY = ON)

Table: ALL_PAGE_TITLE_ACTIVITY

The ALL PAGE TITLE ACTIVITY table provides record of all Page Titles a user viewed during
their entire logon session.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [unigqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL
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[RecordType] [int] NOT NULL
Value 81=ST SLAM Record

[TSSession] [int] NOT NULL
Session Id for the specific usage, this value is internal to Windows®

[PID] [int] NOT NULL
Note: PID=ProcessID, this value is internal to Windows® and is used to uniquely
identify usage

[Username] [varchar] (64) NOT NULL

[PageTitle] [varchar] (260) NOT NULL
Value is the title of the application window that is the current focus

[EXEName] [varchar] (260) NOT NULL

[EXEStartTime] [datetime] NOT NULL

[PageViewStartTime] [datetime] NOT NULL

[PageViewExitTime] [datetime]NOT NULL

[ActiveSeconds] [int] NOT NULL

Primary Key definition:

CONSTRAINT [ALL PAGE TITLE ACTIVITY GUID] PRIMARY KEY CLUSTERED ([ComputerName]

ASC, [MachineGUID] ASC, [PID] ASC, [EXEName] ASC, [EXEStartTime] ASC,
[PageViewStartTime] ASC)

During record inseration, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue
(IGNORE DUP KEY = ON)

Table: DIGITAL_CERTIFICATE_EXCEPTIONS

The DIGITAL CERTIFICATE EXCEPTIONS table includes all application usage detected by the
ST SLAM agent with an invalid/cracked Digital Certificate Signature or has never been signed (no
Digital Certificate Signature).

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are

provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[DCertExceptionCode] [int] NOT NULL

[DCertCompany] [varchar] (192) NULL

[DCertIssuer] [varchar] (192) NULL
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[Username] [varchar] (64) NULL

[EXEName] [varchar] (270) NOT NULL
[EXEFullPath] [varchar] (2700) NULL
[EXECompany] [varchar] (64) NULL
[EXEVersion] [varchar] (64) NULL
[EXEDescription] [varchar] (64) NULL
[EXEProductName] [varchar] (64) NULL
[EXEAppName] [varchar] (512) NULL
[EXELastModifyTime] [datetime] NOT NULL
[EXEFileSize] [int] NOT NULL

[TimeZoneBiasSeconds] [int] NULL
Value is negative or positive number of seconds bias from UTC

[EXELastUsageTime] [datetime] NULL

Primary Key definition:

CONSTRAINT [DIGITAL_CERTIFICATE_EXCEPTIONS_GUID] PRIMARY KEY CLUSTERED
([ComputerName] ASC, [MachineGUID] ASC, [DCertExceptionCode] ASC, [EXEName] ASC,

[EXEFullPath] ASC, [EXELastModifyTime] ASC, [EXEFileSize] ASC)
(IGNORE_DUP_KEY = ON)

During record inseration, if any duplicates are presented only the column

[EXELastUsageTime], will be updated (thus, only a single row for this entry always
maintained with the latest/most recent usage time).

Table: WERFAULT_HISTORY

The WERFAULT HISTORY table includes all crashed application usage handled by Windows®
WERFAULT detected by the ST SLAM.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[PIDThatCrashed] [int] NOT NULL

[WerfaultPath] [varchar] (270) NULL
This is the path WERFAULT.EXE was launched from.

[Username] [varchar] (64) NULL
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[EXEName] [varchar] (270) NOT NULL

[EXEFullPath] [varchar] (2700) NULL

[EXECompany] [varchar] (64) NULL

[EXEVersion] [varchar] (64) NULL

[EXEDescription] [varchar] (64) NULL

[EXEProductName] [varchar] (64) NULL

[EXEAppName] [varchar] (512) NULL

[EXEStartTime] [datetime] NOT NULL

[EXECrashTime] [datetime] NOT NULL

[TimeZoneBiasSeconds] [int] NULL
Value is negative or positive number of seconds bias from UTC

[EXEStartTimeUTC] [datetime] NULL
[EXEExitTimeUTC] [datetime] NULL

[TSSession] [int] NULL
Note: This value is not currently used, it is planned for the future

Primary Key definition:
CONSTRAINT [WERFAULT_HISTORY_GUID] PRIMARY KEY CLUSTERED ([ComputerName] ASC,
[MachineGUID] ASC, [PIDThatCrashed] ASC, [EXEName] ASC, [EXEStartTime] ASC,

[EXECrashTime] ASC)
(IGNORE _DUP_KEY = ON)

Table: BSOD_HISTORY

The BSOD HISTORY table includes details of the MEMORY.DMP file that occurs when a
workstation crashes (also known as a BSOD) detected by the ST SLAM.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [unigqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[DateOfDumpFile] [datetime] NOT NULL

[DumpFileSize] [bigint] NOT NULL

[BugCheckCode] [int] NOT NULL

[Paraml] [bigint] NOT NULL
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[Param2] [bigint] NOT NULL

[Param3] [bigint] NOT NULL

[Param4] [bigint] NOT NULL

[OtherData] [varchar] (2700) NULL

Note: This wvalue is not currently used,

Primary Key definition:
CONSTRAINT [CONSTRAINT
[MachineGUID] ASC,
(IGNORE DUP KEY

[DateOfDumpFile]
ON)

Table: SQL_SERVER_ACTIVITY

[BSOD_HISTORY GUID]
AsC,
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each are included for completeness.

it is planned for the future

PRIMARY KEY CLUSTERED
[BugCheckCode] ASC)

([ComputerName] ASC,

The SQL_SERVER_ACTIVITY table provides detail of user SQL sessions. If a SQL Session
includes multiple dates, the SQLLoginDate column will reveal the initial session start and the
SQLActiveOnDate will present subsequent dates. For instance, if a session extended for 7 days,
there will be 7 records (rows) and the only difference for each record will be the SQLActiveOnDate

value.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are

provided.

[GUID] [uniqueldentifier]
[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL
[RecordType] [int] NOT NULL

Value 68=SQL Session Record;
[SQLInstance] [varchar] (128) NOT NULL

Value is only SQL Instance name such as “SQLEXPRESS”,

SQL Server is 16 characters

NOT NULL DEFAULT NEWSEQUENTIALID ()

maximum name length per

[SQLLoginDate] [date] NOT NULL

Example: 2020-11-15 is November 15, 2020
[SQLActiveOnDate] [date] NOT NULL
[SQLLoginName] [varchar] (128) NOT NULL
Example: DOMAIN\USER

[NTUserName] [varchar] (128) NULL
[NTDomainName] [varchar] (128) NULL
[LDAPUserName] [varchar] (512) NULL

If available,

the LDAP name will be included
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[ConnectionMethod] ([varchar] (128) NULL
Example: ODBC, .Net SqglClient Data Provider, etc.

[ApplicationName] [varchar] (128) NULL
If known, will be the application requesting the SQL session

[DatabaseConnected] [varchar] (128) NOT NULL
Name of the SQL Table accessed by the session

Primary Key definition:

CONSTRAINT [SQL SERVER ACTIVITY GUID] PRIMARY KEY CLUSTERED ([ComputerName]

ASC, [MachineGUID] ASC, [SQLInstance] ASC, [SQLLoginDate] ASC,

[SQLActiveOnDate] ASC, [SQLLoginName] ASC, [DatabaseConnected] ASC,

[RecordType] ASC)

During record inseration, if any duplicates are presented, each will be ignored and

the insertion of non-redundant records will be allowed to continue
(IGNORE_DUP_KEY = ON)

Table: ALL_LOGON_ACTIVITY

The ALL LOGON_ACTIVITY table provides detail of each user Logon Session.

The following are the columns defined, in the order of creation including specifics of each
definition. After all columns definitions are detailed, the primary key and other configurations are
provided.

[GUID] [unigqueIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()

[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL

[RecordType] [int] NOT NULL
Value 193: Logon Session; 200: Lock/Unlock Activity

[TSSession] [int] NULL

[PID] [int] NOT NULL

[Username] [varchar] (64) NOT NULL
[Domain] [varchar] (64) NULL
[LDAPUserName] [varchar] (512) NULL
[RemoteAddress] [varchar] (64) NULL
[SessionStation] [varchar] (64) NOT NULL
[LoginTime] [datetime] NOT NULL

[LogoffTime] [datetime] NULL
Note: Will be NULL for Lock/Unlock record type
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[LockTime] [datetime] NULL

[UnlockTime] [datetime] NULL

[TotalLockedSeconds] [int] NULL

[TotallLoginSeconds] [int] NULL

[TimeZoneBiasSeconds] [int] NULL

[SyncTime] [datetime] NOT NULL

Primary Key definition:

CONSTRAINT [ALL LOGON LOCK ACTIVITY GUID] PRIMARY KEY CLUSTERED ([ComputerName]

ASC, [MachineGUID] ASC, [PID] ASC, [LoginTime] ASC, [RecordType] ASC,
[SyncTime] ASC)

During record insertion, if any duplicates are presented, each will be ignored and
the insertion of non-redundant records will be allowed to continue
(IGNORE_DUP_KEY = ON)
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Table: ADESK_USAGE
The ADESK USAGE table stores details of each Autodesk® Application Usage per workstation.

[GUID] [unigqueIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()

[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL
[PID] [int] NOT NULL

[RecordType] [int] NOT NULL
Value 173: Autodesk® Activity

[Username] [varchar] (64) NULL
[EXEName] [varchar] (270) NOT NULL
[EXEFullPath] [varchar] (2700) NULL
[EXECompany] [varchar] (64) NULL
[EXEVersion] [varchar] (64) NULL
[EXEDescription] [varchar] (64) NULL
[EXEProductName] [varchar] (64) NULL
[EXEAppName] [varchar] (512) NULL
[EXEStartTime] [datetime] NOT NULL
[EXEExitTime] [datetime] NULL
[ActiveSeconds] [int] NULL
[IdleSeconds] [int] NULL
[TotalSeconds] [int] NULL

[TimeZoneBiasSeconds] [int] NULL
Value is negative or positive number of seconds bias from UTC

[EXEStartTimeUTC] [datetime] NULL
[EXEExitTimeUTC] [datetime] NULL

[TSSession] [int] NULL
Note: This value is not currently used, it is planned for the future

[AD_LicenseInfoAuthorized] [tinyint] NULL
Value is boolean, true or false

[AD_LicenseInfoMethod] [smallint] NULL

[AD_ LicenseInfoSerialNumber] [varchar] (16) NULL
[AD_LicenseInfolicenseModel] ([smallint] NULL
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[AD_LicenseInfoLicenseBehavior] [smallint]

[AD_LicenseInfoUsage] [smallint] NULL

[AD_LicenseInfoExpState] [smallint] NULL

[AD_LicenseInfoExpDate] [date] NULL

[AD_LicenseInfoType] [smallint] NULL

[AD_LicenseInfoState] [smallint] NULL

[AD_LicenseInfoFeatureName] [varchar] (32)

[AD_LicenseInfolicenseName] [varchar] (48)

[AD_LicenseInfoFeatureID] [varchar] (16)

[AD_LicenseInfoFeatureVer] [varchar] (16)

[AD_ LicenseinfoUserID] [varchar] (16) NULL

[AD_ LicenseinfoUsername] [varchar] (64) NULL
[AD DaysActive] [smallint] NULL

Value 0: less than 1 day;otherwise

Primary Key definition:
CONSTRAINT [ADESK USAGE GUID]
[MachineGUID] ASC, [PID] ASC,

[EXEName] ASC,

Table: ADESK_PLUGINS

[varchar] (24)

NULL

NULL

[TotalSeconds]

PRIMARY KEY CLUSTERED
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NULL

NULL

NULL

NULL

/ 86400

([ComputerName]
[EXEStartTime] ASC)

ASC,

The ADESK PLUGINS table stores details of each Autodesk® Plugin that was Loaded into Any

AutoCAD Application.

[GUID] [uniqueldentifier]
[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL
[PID] [int] NOT NULL

[RecordType] [int] NOT NULL

Value 116: Autodesk® Plugin Usage
[Username] [varchar] (64) NULL
[EXEName] [varchar] (270) NOT NULL
[EXEFullPath] [varchar] (2700) NULL
[EXECompany] [varchar] (64) NULL
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[EXEVersion] [varchar] (64) NULL
[EXEDescription] [varchar] (64) NULL
[EXEProductName] [varchar] (64) NULL
[EXEAppName] [varchar] (512) NULL
[EXEStartTime] [datetime] NOT NULL
[EXEExitTime] [datetime] NULL
[ActiveSeconds] [int] NULL
[IdleSeconds] [int] NULL
[TotalSeconds] [int] NULL

[TimeZoneBiasSeconds] [int] NULL
Value is negative or positive number of seconds bias from UTC

[EXEStartTimeUTC] [datetime] NULL
[EXEExitTimeUTC] [datetime] NULL

[TSSession] [int] NULL
Note: This value is not currently used, it is planned for the future

[AD_PluginFilename] [varchar] (260) NOT NULL

[AD_PluginDescription] [varchar] (260) NULL

[AD_PluginVersion] [varchar] (32) NULL

[AD_PluginCompany] [varchar] (128) NULL

[AD_PluginPathSize] [bigint] NULL

[AD_PluginInstallationDate] [datetime] NULL

Primary Key definition:

CONSTRAINT [ADESK PLUGINS GUID] PRIMARY KEY CLUSTERED ([ComputerName] ASC,

[MachineGUID] ASC, [PID] ASC, [EXEName] ASC, [EXEStartTime] ASC,
[AD PluginFilename] ASC)
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Table: ACROBAT_DC_LAST_LOGON

The ACROBAT DC LASTLOGON table stores 2 types of records that are closely
related for Acrobat Document Cloud (DC) activity discovered at each worktation.
Record type 426 is the current status and Record type 427 contains all prior
status to provide the basis of Acrobat Cloud Logon history.

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL

[RecordType] [int] NOT NULL

Value 426: Latest statistics for named computer + user, one row only for each
Value 427: Same as 426, but uses the LatestCCLogon value as a unique identifier
to maintain a history of all Acrobat Document Cloud logons and statistics at
the time recorded; no limit to the number of rows per computer + user

[WhenRecorded] [datetime] NOT NULL
Local workstation time of when the statistics herein were gathered

[InstallationTime] [datetime] NOT NULL

Time Acrobat was installed on the workstation (not user specific), time is based
on the creation time of the [InstallationPath]

[InstallationPath] [varchar] (260) NOT NULL
Folder path of Acrobat installation

[LocalUsername] [varchar] (260) NOT NULL

[EmailUsername] [varchar] (260) NULL
Email address used to logon to Adobe Acrobat Document Cloud

[AcrobatLicenseInUse] [varchar] (16) NULL

Will be a value such as Standard, Pro, or Reader, can also be blank or none or
other values specific to the logon

[LatestAcrobatUsageTime] [datetime] NULL

A general usage time signifying when any type of Acrobat activity most recently
occurred, the value set is based on local workstation time
Value can be blank, this is indicated by a NULL value

[LatestCCLogon] [datetime] NOT NULL
If there has been no Adobe Document Cloud logon the value will be set to:
'2000-01-01 00:00" to indicate not set, a value is necessary because this column

is part of the primary key construction and cannot be null; otherwise, the wvalue
set is based on local workstation time

[TimesLaunched] [int] NOT NULL
This value indicates the number of times Acrobat has been launched

[LocationCountry] [varchar] (4) NULL
This value indicates the country code (i.e. ‘US’, ‘AU’, ‘DE’, ‘ZA’, etc) of the

computer at the time of the most recent Acrobat Document Cloud logon

[EntitlementType] [varchar] (32) NULL
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This value indicates the type of Entitlement, will be 'NOVALUE' is there has
been no recent (or any) Acrobat Document Cloud Logon and typically the value
will be 'SUBSCRIPTION'

[EntitlementLevel] [int] NOT NULL
This value has 2 defined values: 200=Standard, 300=Pro
Other values such as 0,1,2,3 can occur but do not indicate an actual current Entitlement

[CurrentlyEntitled] [int] NOT NULL
This value will be 0 (zero) if not and (1) if entitled,
-1 = undefined entitlement

[EntitlementVerified] [datetime] NULL
This value indicates the local workstation time that Adobe Cloud verified Entitlement.
Value can be blank, this is indicated by a NULL value

[AdvancedESignUser] [int] NOT NULL
This value identifies if Advanced E-Sign entitlement is indicated, if not found, value
will be -1

[LatestDistillerUsage] [datetime] NULL

This value indicates the local workstation time of the most recent use of Distiller by
Acrobat or any application configured to print to Distiller

Value can be blank, this is indicated by a NULL wvalue

[NumberDistillerPDFs] [int] NOT NULL
This value indicates the number of PDFs created via Distiller, this value may not
represent all PDFs ever created via Distiller

[NumberDistillerEXEUsing] [int] NOT NULL
This value indicates the number of applications (i.e. Outlook, PowerPoint, etc.) that
has been using Distiller to create PDFs

[LatestEditToolsUsage] [datetime] NULL
This value indicates the local workstation time of the most recent use of any Acrobat
Editing tool. Value can be blank, this is indicated by a NULL value.

The complete list of Editing tools used on the selected computer + user is found in the
Table:

ACROBAT DC TOOLS USAGE

This Table is defined later in this Chapter.

[NumberEditToolsUsed] [int] NOT NULL
This value indicates the total number of recently used Acrobat Editing Tools

[LatestCompoundDocsUsage] [datetime] NULL

This value indicates the local workstation time of the most recent use of Acrobat
Compound Documents

Value can be blank, this is indicated by a NULL value

Compound Documents: PDFs resulting from the combining or merging of multiple
files into a single PDF, including ‘Adobe Portfolio’ files
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[NumberCompoundDocBinders] [int] NOT NULL
This value indicates the total number of recently edited Compound Documents,
will be 0 (zero) if none found
Compound Documents: PDFs resulting from the combining or merging of multiple
files into a single PDF, including ‘Adobe Portfolio’ files

[LatestPDFMakerUsage] [datetime] NULL
This value indicates the local workstation time of the most recent use of

PDFMaker by any application configured to utilized.
Value can be blank, this is indicated by a NULL value

[NumberPDFMakerEXEUsing] [int] NOT NULL
This value indicates the number of application (Outlook, etc) configured to use

PDFMaker

[LatestEditCreateModifyUsage] [datetime] NULL
Value can be blank, this is indicated by a NULL value

Primary Key definition:

CONSTRAINT [ACROBAT_DC_LAST_LOGON_GUID] PRIMARY KEY CLUSTERED
([ComputerName] ASC, [MachineGUID] ASC, [RecordType] ASC,
[LocalUsername] ASC, [LatestCCLogon] ASC)

Table: ACROBAT_DC_TOOLS_USAGE

The ACROBAT DC TOOLS USAGE table stores details of each recently used
Acrobat Editing Tool per computer + user including number of times
each tool was used and most recent date of usage

[GUID] [uniqueldentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()
[ComputerName] [varchar] (64) NOT NULL

[MachineGUID] [varchar] (128) NOT NULL

[RecordType] [int] NOT NULL

Value 423: Latest statistics for named computer + user + tool, one row
only for each

[WhenRecorded] [datetime] NOT NULL
Local workstation time of when the statistics herein were gathered

[LocalUsername] [varchar] (260) NOT NULL

[EmailUsername] [varchar] (260) NOT NULL
Email address used to logon to Adobe Acrobat Document Cloud

[ToolName] [varchar] (64) NOT NULL
[NumberUsages] [int] NOT NULL

[LatestToolUsage] [datetime] NOT NULL
Local workstation time of latest usage of named Tool

Primary Key definition:

CONSTRAINT [ACROBAT_DC_TOOLS_USAGE_GUID] PRIMARY KEY CLUSTERED ([ComputerName]
ASC, [MachineGUID] ASC, [RecordType] ASC, [LocalUsername] ASC, [EmailUsername]
ASC, [ToolName] ASC)
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Table: TCPUDP_STATS

The TCPUDP_STATS table stores details of all upload and/or download
activity where the number of bytes uploaded or downloaded

[GUID] [uniqueIdentifier] NOT NULL DEFAULT NEWSEQUENTIALID ()

[ComputerName] [varchar] (64) NOT NULL
[MachineGUID] [varchar] (128) NOT NULL
[PID] [int] NOT NULL

[RecordType] [int] NOT NULL
Value 65: TCP/UDP Upload/Download Statistics

[Username] [varchar] (64) NULL
[EXEName] [varchar] (270) NOT NULL

[TSSession] [int] NULL
Note: This value is not currently used, it is planned for the future

[TotalSecondsConnected] [int] NOT NULL
Value is total number of seconds connected to specified Port

[ConnectionStartTime] [datetime] NOT NULL
[ConnectionExitTime] [datetime] NOT NULL

[IsUDPPort] [tinyint] NULL
Value 1is boolean, true or false

[RemoteIPv4Address] [varchar] (16) NOT NULL
If IPv6 address is found, value set to last 4 bytes of IPv6 addres

[RemoteIPv6Address] [varchar] (40) NULL

[RemoteHostName] [varchar] (258) NULL
If resolvable, otherwise will be same as RemotelIPv4Address

[RemotePort] [int] NOT NULL

[DownloadedSizeBytes] [bigint] NULL

[UploadedSizeBytes] [bigint] NULL

Primary Key definition:

CONSTRAINT [TCPUDP USAGE GUID] PRIMARY KEY CLUSTERED ([ComputerName]

ASC, [MachineGUID] ASC, [PID] ASC, [EXEName] ASC, [ConnectionStartTime]
ASC, [RemotelIPv4Address] ASC, [RemotePort] ASC)
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Table: SOFTRACK_DB_Dates

This table is currently unused; it is included for possible future reporting options.

Stored Procedures

Four Stored Procedures are created in the SOFTRACK ENTITY DEFAULT table.
ADESK_R30

ADESK_R30S

TCPUDP_T30

TCPUDP_T33
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Glossary

Audit

To gather information about an application for tracking, trend analysis, and usage
enforcement.

Interactive Reports
Reports produced from the SOFTRACK CONSOLE . EXE interface.

SOFTRACK_CONSOLE.EXE
The administrator and reporting interface for SofTrack.

SSA
See SofTrack Server Agent.

Token

An activation file for the SofTrack program. A time-limited evaluation token is
supplied with the evaluation version of SofTrack. It may be replaced at any time with
a purchased token. Without a token, SofTrack will not function except to provide
reporting of previously gathered activity.
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